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Abstract

We present a collection of studies related to the availability of service in mesh-restorable trans-
port networks. The issue of service availability in transport networks is of increasing importance
due to our always increasing reliance on telecommunication networks, which now requires that
network operators give service-availability guarantees to their customers in the form of service lev-
el agreements (SLA). It is therefore important to study network architectures in terms of the level
of service availability they provide, and not just on capacity efficiency, simplicity of operation,
cost, etc. This work deals with this issue for transport networks using a mesh architecture and more
specifically for dynamic mesh-restorable networks.

After a long era where ring-based systems dominated the world of transport networking, the
mesh architecture appears to be the solution of choice for future optical transport networks. The
mesh architecture is already known for its high capacity efficiency (little capacity is required to
serve demands and to guarantee restorability to failures), the simplicity of service provisioning
(new service paths can usually be provisioned on shortest path), and for its good scalability (capac-
ity only needs to be added where exhausted therefore making the network scaling easy). However,
the issue of service availability in mesh-restorable networks was yet to be investigated.

We first develop theoretical and practical approaches for determining the availability of serv-
ice paths in mesh-restorable transport networks that are designed to be restorable to any single
span-failure. This initial treatment of the problem shows the major influence that dual span-failure
restorability has on service availability—the importance of considering dual span-failure scenarios
is later reinforced by a study of the effects of maintenance actions on network restorability. It is
also demonstrated that, despite what intuition tells us, restoration time has in fact little impact on
service availability. The influence of various factors on dual-span failure restorability (and there-
fore on availability) is also investigated.

We then present several network capacity design methods for serving demands with various
restorability requirements: first considering the case of demands with higher restorability require-
ments (single span-failure restorability and dual span-failure restorability), and then considering a
multi quality of protection environment with demands having restorability requirements ranging
from single span-failure restorability down to preemptible services.

The thesis also provides an initial theoretical treatment of the availability of service in net-
works using p-cycle protection—a new survivability scheme offering fast restoration and high ca-

pacity efficiency—, and a comparison between the availability of service with dynamic mesh-
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restoration and with ring-based protection.

Experimental results are obtained using a set of detailed test networks of various sizes and con-
nectivity. The results show the very high potential of mesh-restorable networks to simultaneously
serve various types of availability requirements from low requirements to requirements of ultra
high availability—higher than the availability of paths in ring-based networks—through the use of
a multi QoP environment, and to benefit from that multi service aspect to achieve high capacity ef-

ficiency.
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MPLS
MSCP
MTBF
MTTR
OADM

OAM&P

OC-N

O/E/O
OSC
OSI
OTDM
OTN
0/0/0
0XC
POS
PR
PSTN

Modular joint capacity placement
Multiprotocol label switching
Modular spare capacity placement
Mean time between failures

Mean time to repair

Optical add/drop multiplexer
Operations, administration, maintenance, and provisioning
Optical carrier signal that transmits N times 51.84 Mb/s
Origin-Destination
Optical-to-electrical-to-optical
Optical service channel

Open systems interconnect

Optical time division multiplexing
Optical transport network

All optical

Optical crossconnect

Packet over SONET

Path restoration

Public switched telephone network
Quality of protection

Quality of service

Single-failure restorability
Dual-failure restorability

Shared backup path protection
Spare capacity placement
Synchonous digital hierarchy
Service level agreement
Synchronous optical networking
Synchronous payload envelope

Span restoration
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SRLG Shared risk link group

ST™M Synchronous transfer mode

STS Synchronous transport signal
TCMF Two-commodity maximum-flow
TDM Time division multiplexing

UPSR Unidirectional path-switched ring

vC Virtual circuit

vC Virtual concatenation
VCI Virtual circuit identifier
VP Virtual path

VPI Virtual path identifier
VT Virtual tributary

VWP Virtual wavelength path

WAN Wide area network

WDM Wavelength division multiplexing
WP Wavelength path
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1. Introduction

1.1 Presentation of the Problem and Goals

1.1.1 Problem
The reliability of transport networks has been an issue for a long time. With the always increas-

ing amount of communications being transported over telecommunication networks, and our also
increasing reliance on them, network reliability has become a central issue in the way networks are
being designed. Over time, network operators have started using more and more sophisticated
ways to improve the reliability of their networks. This started by improving the reliability of indi-
vidual networks elements by using more reliable components, or by making these network ele-
ments internally redundant. This improved the reliability of the network but did not solve the
problem of failures being caused by external events (e.g. caused by humans or by nature). Among
this type of failures, fibre cable cuts caused by construction crews are the most prominent [Fla90].
To withstand such failures the concept of routing diversity was developed in which diversely rout-
ed backup routes are reserved to replace the default working route in case of failure of the latter.
Diverse routing brought a major improvement to the reliability of services in transport networks
and it became the norm to guarantee full single failure restorability—i.e., restorability to any pos-
sible fibre cut—to all services in transport networks [F1a90}[McD94][Wu95]. Various survivabili-
ty schemes were developed to meet this requirement [Wu95]. Networks using such survivability
schemes have been referred to as fully restorable networks or fully protected networks. Although
these measures indisputably brought an improvement of the service reliability, fully restorable net-
works are not completely immune from failures. Multiple failures, which are less frequent than
what could be thought (as will be seen later in this thesis) can still affect services. Put in simple
terms, fully restorability as it is usually meant (i.e., full restorability to any single fibre cut) does
not guarantee that service outages will not happen. This brings us to the central question of this the-
sis: “How much is the reliability of networks increased by making them restorable to single cable

cuts?”

1.1.2 Goals

To answer the question posed in the previous section, we will have to first define how to char-
acterize the network’s reliability. This term, used here in its every-day English meaning has a pre-
cise technical definition, which does not in fact correspond exactly to the question raised here. In

Chapter 3 we will see why the concept of availability is more appropriate to characterize the prob-
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lem studied in this thesis. We will also explain why we are more interested in determining the
availability of service paths rather than in the availability of the network as a whole. The question
will then be re-stated more precisely as: “How much is the service path availability improved by
making the transport network restorable to single cable cuts?”

Having stated the problem clearly, we will then develop the concepts and methods necessary to
answer the question. Based on these methods and concepts, we will then investigate the influence
of various factors on the availability of service. A first factor studied will be maintenance actions
and their influence of the restorability of mesh networks. Maintenance actions are much more fre-
quent than actual failures and it is important for network operators to be able to assess the risk of
outages linked to them. Another factor will be the presence of multiple classes of service. We will
investigate how multiple classes of service can be served simultaneously in transport networks and
will study how their availability properties relate to each other and to the proportions of services in
each class. This thesis will also investigate the question of availability of service in networks using
p-cycle protection. p-Cycle protection is a new survivability scheme offering low capacity require-
ments and fast restoration (two characteristics that were long thought to be incompatible), and
which is receiving more and more attention from industry and university research-
ers.[GrS98][GrS00][GrD02][Sch03a][Sch03b]

Another important part of this thesis is devoted to the development of capacity design methods
for mesh-restorable networks with enhanced restorability properties. With such networks, we leave
the traditional full restorable paradigm to enter a new paradigm in which some demands are now
restorable to single and dual failures. The work on this topic will show how well mesh-restorable
networks lend themselves to accommodating various mixes of restorability requirements and how
this can be done with the means to control the increase in capacity requirements.

This thesis is specifically focused on transport networks with a mesh architecture and that use
span restoration as a survivability scheme. However, other schemes will be considered and this the-
sis work will compare various mesh survivability schemes and also ring protection schemes, based

on restorability and availability studies.

1.2 Thesis Organization
The remainder of this chapter introduces the specific notations and terminology used in this

thesis and briefly presents some concepts related to optimization theory and, in particular, Mathe-
matical Programming, which are extensively used in this thesis. The reader will be referred to ad-

ditional references for more details.
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Chapter 2 contains background information on transport networks. The chapter starts by ex-
plaining the concepts of client/transport relationship and of network demand which are fundamen-
tal in this research work. Then are presented the different classes of transport networks and the
different technologies that have been developed including the optical transport network, which is
the main type of transport network studied in this thesis work. An important part of the chapter is
also devoted to survivability schemes with a special emphasis on mesh-based schemes. The chap-
ter then covers the topics of transport network design, introducing several design methods that
serve as the basis for new design methods presented in later chapters. Finally, we present what we
see as the important challenges of transport networking in the future and explain how some of these
issues relate to the present work.

Chapter 3 is devoted to a theoretical approach to the problem of determining the availability of
service in transport networks. First, important mathematical definitions related to availability are
presented to provide a solid ground for the analysis. Then genefal existing methods for the analysis
of system availability are presented, which are then considered in the specific context of telecom-
munication systems. A review of the literature on the topic of network availability analysis is then
presented. The chapter finishes with a new proposed approach to the availability analysis problem.
This approach is then applied in following chapters.

Chapter 4 presents an approach to the problem of determining the restorability to dual-failures
based on computational re-routing trials. It is first shown how difficult (if not impossible) it is to
develop closed-form equations for the restorability of mesh networks using adaptive restoration
mechanisms. Three pseudo-code algorithms are then presented to model various progressively
more adaptive restoration mechanisms for span-restorable networks. These algorithms are then
used in a series of experiments to investigate the dual-failure restorability properties of span-restor-
able mesh networks designed for full restorability to single failures. The influence of several fac-
tors on the restorability results are then investigated to get some insight as to which factors
influence service availability the most. In particular, we investigate whether it is necessarily true
that the “more capacity means higher availability.”

Chapter 5 uses the methods developed in Chapter 4 to investigate the influence of maintenance
actions on the availability of service. First, three models of maintenance actions are defined rela-
tive to the use of spare capacity that they require. Two of these models are then compared in terms
of their effects on the restorability of the network during the maintenance action. The chapter also
provides ideas on how to manage the effects of maintenance actions by identifying maintenance

actions that can be conducted simuitaneously and maintenance actions that should be conducted in
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series in order not to expose services to high risks of outage.

Chapter 6 presents extensions of the common mesh-restorable network capacity design formu-
lation that enhance the dual-failure restorability of the designs. These new design formulations in-
clude a formulation for capacity minimization under the constraint of complete dual-failure
restorability, a formulation for restorability maximization under a given total capacity cost budget,
and a formulation for minimum-capacity design supporting multiple-restorability service class def-
initions. In the third formulation the restorability options range from no restorability guarantee to
the guarantee of full restorability to any dual-failure. The work of Chapter 6 shows how to eco-
nomically support an added service class in the upward quality direction and to tailor the invest-
ment in capacity to provide dual-failure restorability on a selective basis.

Chapter 7 presents a theoretical study of service availability in p-cycle networks. Closed-form
equations are developed for the availability of paths. These equations show that there can be a sig-
nificant difference in the availability of paths depending on whether they lie on the p-cycles or just
straddle them. Based on the equations developed, we compare the influence of two factors on the
availability of service in networks protected by p-cycles. Suggestions are provided on possible
ways to control the availability of paths in these networks. The chapter also provides a restorability
analysis comparison between optimal p-cycle designs and corresponding optimal span-restorable
designs.

In Chapter 8, we introduce a capacity design formulation for span-restorable networks with
multiple classes of protection. A study of the capacity requirements of these networks is presented
that shows how, in many cases, it is possible to design networks with some restorable demands and
without any extra protection capacity. We then investigate how a multi quality of protection (QoP)
environment affects the availability of the different service classes and consider the case of four
different multi-QoP restoration models. An economic interpretation of the results is also provided.

In Chapter 9, we present a study comparing the availability of service in ring and mesh-restor-
able networks. One of the main motivation of the study is to verify whether the higher capacity re-
dundancy of rings compared to mesh results in higher availability. The comparison is based on
detailed simulations of the network’s response to random sequences of failures and repairs. Both
survivable architectures are tested under the exact same conditions. The study also shows the po-
tential of the mesh architecture to provide very high availability to a small fraction of selected
high-priority service paths when prioritization in the restoration is introduced, while keeping the
availability of lower-priority service paths almost unchanged.

Finally, Chapter 10 concludes by summarizing the thesis work and identifying its main contri-
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butions. The chapter also gives ideas for future research on the topic.

1.3 Definitions and Notations

1.3.1 Basic Mathematical Notations
For clarity, we will observe the following rules regarding mathematical notations as much as

possible.

A set is an unordered ensemble of elements and will be denoted by a letter of the Roman alpha-
bet, in upper case, bold and in italics like § for example.

The number of elements in a set S will be denoted |S] .

Integer or real-valued variables will be represented by letters of the Roman alphabet, in lower
case, regular weight and in italics like x for example.

Integer or real-valued constants will be represented by letters of the Roman alphabet, in upper
case, regular weight and in italics, like C for example.

Constants or variables that are binary or only take discrete values will be represented by letters

of the Greek alphabet, in lower case, regular weight and non-italicized, like A for example.

1.3.2 Optimization and Mathematical Programming
The work presented in this thesis will make extensive use of optimization and, in particular, of

mathematical programming. The use of mathematical programming is often criticized because of
its limitation in terms of solving large scale problems and many researchers prefer the use of heu-
ristics, which are considered more practical. Qur aim in this work is to gain knowledge of what is
fundamentally true about the ability of mesh-restorable networks to provide reliable service paths,
and it is judged important to be able to present true optimal results that are not obscured by the ef-
fects of sub-optimality of results obtained using heuristic methods. We therefore choose to use
mathematical programming to solve optimization problems, with sometimes the inconvenience of
having to wait long hours before solutions are found. In addition, it should not always be assumed
that mathematical programming could not be used to solve large problems. Today’s optimization
tools — CPLEX is the tool used in this work — when used with fast computers, can solve large prob-
lems historically considered as usually impossible to solve (NP-hard problems) within minutes.

A mathematical program can be generically represented as follows:

Minimize (or Maximize): f(x, x5, ..., Xy) (1.1)
Subject to:

gxX, % ., x))S$B;i=1,.., M (1.2)

5
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hl(xl,X2, ...,xN) = C~, i = 1, ...,N (1.3)

i

As shown in the previous equations, a mathematical program is composed of a set of decision
variables {x,,x,, ..., xy} (the unknowns), an objective function (1.1), and sets of constraints (1.2)
and (1.3). All functions /', g;, h;, and all parameters B; and C; are inputs to the problem. The aim
of the optimization is to find the set of values of the decision variables for which all constraints are
met and that minimizes or maximizes (depending on the type of problem) the objective function. If
all functions /', g;, and A; are linear functions of the decision variables and the decision variables
are allowed to take fractional values, the problem is referred to as linear programming (LP). If all
functions are linear but the decision variables are constrained to take only integer values the prob-
lem will be referred to as integer programming (IP). If some variables are allowed to take fraction-
al values and others have to be integer, the problem is referred to as mixed integer programming
(MIP). Most optimization problems solved in this thesis are of type IP but are solved as MIP. In-
deed, allowing some variables to take fractional values usually makes optimization problems solve
much faster. Whenever we do this we will say that we are relaxing the integrality constraint on cer-
tain variables. We will sometimes still refer to the problem as an IP, even when some variables are
relaxed.

The results of mathematical programming formulations presented in this thesis are generally
presented accompanied by a certain value referred to as the MIPGAP. The MIPGAP indicates how
close to the optimal solution the solution found is guaranteed to be. For example, a MIPGAP of
0.01 means that the value of the objective function for the solution found is guaranteed to be within
1% of the value of the objective function for the true optimal solution. Solving with a non-zero MI-
PGAP allows solutions to be found much faster than if a guaranteed optimal solution was sought.
Usually, the MIPGAP will be set to 0.001 (0.1%) except when this makes the problems too diffi-

cult to solve.

1.3.3 Network Graph Terminology
A network is composed of nodes which are the points that we see on the graphical representa-

tion of a network (typically central offices) and of spans (typically cable ducts containing one or
several fibres), which are the lines connecting the points on the graph. Each node can be character-
ized by its nodal degree, which corresponds to the number of spans connected to that node. For the
network as a whole, we will talk about network connectivity to characterize the average number of
spans connected to each node. Network connectivity will usually be measured by the average nodal

degree.
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In a capacitated network, each span is composed of a certain amount of quantized transmission
capacity that we will measured in numbers of capacity units or links (very often called channels in
the literature). Links will generally be divided into two categories: working links and spare links.
Working links are used to support the transmission of signals in normal conditions. Spare links are
used to support the transmission of some signals during network failures. The number of working
links on a span i will be generally denoted w; and the number of spare links will be denoted ;.

A route is a combination of spans that are contiguous on the network graph. There is therefore
no notion of capacity associated with the concept of route, it is a purely topological concept.

A path is what results from the cross-connection of several links in adjacent spans. A path is
therefore a single-unit-capacity connection. Each path corresponds to a single route, but not vice-

versa.

1.4 Research Methodology

1.4.1 Test Networks
In this thesis work, a constant effort was made to ensure that the concepts studied are investi-

gated with a wide variety of network types. To achieve this goal, most experiments have been con-
ducted with the large set of sixteen test networks briefly described in Table 1-1 and on Figures 1-1
to 1-3. These test networks represent various networks sizes and various levels of connectivity.
Some of these networks have been obtained from journal or conference papers and others have
been created manually by previous students of the Network Systems research group at TRLabs, or
have been created specifically for this work. Each test network is associated with a given demand
matrix that is used in every experiment. (The concept of demands is explained in detail in
Section 2.2.2). Explanations of how demand matrices were generated are provided in
Section 1.4.2.

The Bellcore and Bellcore Modified test networks are two networks with the same sets of
nodes and the same demand matrices. The topology of the Bellcore Modified test case includes all
the spans of the topology of the Bellcore test case with the addition of three spans chosen to remove
the occurrence of degree-2 nodes (nodes connected to only two spans). As will shown later, de-
gree-2 nodes are not desirable in networks with high reliability requirements. These two test net-
works will allow us to see some examples of the effects of removing degree-2 nodes on the
reliability of networks.

Networks 16n29s1 and 16n38s1 are also two test cases with the same nodes but different num-

bers of spans. These two topologies will also give us some examples of how network connectivity
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Table 1-1: Description of test networks

Ave. number of
Number of | Numberof | Average nodal Number of Total number of demand units
Name nodes spans degree degree-2 cuts demand units per node pair Source
06n14s1 6 14 4.67 0 115 7.67
11n20s1 11 20 3.64 0 415 7.55
11n20s2 11 20 3.64 0 448 8.15
Bellcore 11 23 418 3 341 6.20 [YaH88]
Bellcore Mod. 11 26 4.72 0 341 6.20
COST239 11 26 472 0 128 2.33 [Bat99]
12n20s1 12 20 3.33 3 212 3.21
1203051 12 30 5 316 4.79
15n28s1 15 28 3.73 2 465 443 [Bel93]
16n29s1 16 29 3.62 0 441 3.68
16n38s1 16 38 4.75 0 41 3.68
EuroNet 19 37 3.89 6 841 4.92 [LaA98]
22n41sl 22 41 3.72 2 676 2.93
Net-A 20 40 4 0 1039 5.47
Net-B 25 50 4 0 1615 5.38
Net-C 30 60 4 0 2442 5.61




g

AN

(a) 06n14s1

d) Bellcore Modified (11 nodes, 26
(d) Bellcore Modified (11 nodes, 26 spans) (f) COST239 (11 nodes, 26 spans)

Figure 1-1 Test networks
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(a) 12n20s1

(f) EuroNet (19 nodes, 37 spans)

Figure 1-2 Test networks (continued)
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(c) Net-B (25 nodes, 50 spans) (c) Net-C (30 nodes, 60 spans

Figure 1-3 Test networks (continued)
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influences network reliability.

For a complete description of the test networks, see Appendix A.

1.4.2 Generating Test Demands
The test demands associated to the topologies presented in the previous section are generated

using the gravity-based demand model of [DoG00], where the demand d(a, b) between a node pair

(a,b) is calculated as:

d(a, b) = [nodal degree of a x nodal degree of b

distance from a to b X constant] (1-4)

This model is used since it is believed to fairly realistically represent the patterns of demand in
the real world that tend to depend mostly on the importance of communication centres (represented
by the product of nodal degrees) and also to a smaller extent to the distance between communica-
tion centres. Demand matrices of all test networks are detailed in Appendix A.

As communications become more and more dominated by Internet traffic, the distance be-
tween communication centres can be expected to become less and less of a factor. Future studies on
this topic might therefore choose to use a model where only nodal degrees are taken into account.
This would results in a higher number of demands between distant nodes and therefore in higher
average path lengths, which as it will be observed later in the thesis, is expected to result in lower
availability.

For test case COST 239, the demand matrix used is the same as the one used in the original

publication [Bat99].

1.4.3 Experimental Equipment
Experimental results presented in this thesis have been obtained using various pieces of equip-

ment. For optimization results, we used various generations of workstations, the most recent being
a multiprocessor (4 x 900 MHz) UltraSparc HI Sun Server (model v480) with 16 GB of RAM un-
der Sun Solaris O/S 2.6. Optimization tools used are AMPL and CPLEX, the most recent version
used being CPLEX 7.5. Each section presenting experimental results specifies what equipment
was used for the experiments presented.

The programs of restorability and availability analysis used to produce the experimental results
of Chapters 4 and 7, 8, and 9 were developed using the Borland C++ 5 environment on a PC
equipped with 520 MB of RAM and an AMD processor running at 1.3 GHz. Experimental results

were obtained using the same PC.
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2. Background on Transport Networking

2.1 Types of Networks
There are fundamentally two types of telecommunication networks. Networks of the first type,

private networks, are the ones that users see, like the computer network at your company for exam-
ple. These are owned and used internally by private companies and can be classified into three cat-
egories: local arca networks (LAN) that are contained within a building or a small area,
metropolitan area networks (MAN) that cover a metropolitan area or a campus, and wide area net-
works (WAN) that can extend to wide areas up to thousands of kilometres [RaS02]. In the case of
MANSs and WANS, the company that owns the network does not always own all the land crossed
by its network (especially in the case of WANS) and therefore needs to lease transmission capacity
from networks of the second type, called public networks. Public networks are owned by compa-
nies referred to as telecommunications carriers or service providers. These networks (generally
not seen from the public) offer much higher transmission capacity than private networks and now-
adays use almost exclusively optical fibres as a transmission media. As shown in Figure 2-1, public
networks can be geographically partitioned into three separate sub-networks: The metropolitan ac-
cess (or access) network, the metropolitan inter-office (or metro) network and the inter-exchange
(or long-haul) network. The access network connects the clients (residential or companies) to near-
by central offices (COs), which are connected together by the metro network. The metro network
usually contains one or more big hubs through which transits all the traffic that is going out of the
metropolitan area into the long-haul network.
Long haul Building 3

{(inter exchange
City D network) Metro

City E ciya (Metropolitan inter-
office network)

Building 4

Access
Enterprise 2 (Metropolitan
access network)

Central
office 3

Enterprise 1

Figure 2-1 Geographically partitioned view of public networks

The access, metro and long-haul networks are usually topologically quite different. The access
is usually composed of direct lines or tree-like topologies to residential customers and sometimes

ring topologies to connect corporate customers. Most of the time, the metro network uses a ring to-
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pology to connect all central offices and hubs, but the trend could change and the mesh topology
could become more and more common in the metro network (it is hoped that this thesis work will
contribute to the understanding of why this is desirable). Long-haul networks usually have mesh
topologies, in the sense that most nodes have more than two spans connected to them, but the aver-
age nodal degree varies a lot from one long-haul network to another. In Europe, where distances
between major cities are not very big, long-haul networks tend to have a higher nodal degree and
the topologies of these networks is very much “mesh-like.” In North America, distances between
important cities are much bigger and the average nodal degree is usually significantly lower, creat-
ing long chains of network spans that tend to make the networks look like collections of ring struc-

tures.

2.2 Concept of Transport Networking
The following paragraphs detail the different important aspects related to the concept of trans-

port networking.

2.2.1 The Client Network / Transport Network Relationship
As explained in Section 2.1, public networks offer their services to private networks. In this

service provider/client relation, we say that the public networks are transport networks and the pri-
vate networks are the client networks. It is often said that the client network “sits above” the trans-
port network.

Transport networks use multiplexing, switching and transmission facilities to provide end-to-
end connection services to the client networks. We refer to these connection services as service
paths or simply connections. Unlike in telephone networks, where many voice connections are es-
tablished and taken down every minute, in transport networks connections are established for long
periods of time and are therefore referred to as “semi-permanent” or “nailed-up.” Also, it is usually
not possible to re-arrange existing connections in order to re-distribute traffic among the network.

A given network can include several layers of client/transport relationships where the transport
network at a given level is itself the client network of another lower-level transport network. Each
transport network can be divided into two layers: the physical layer and the logical layer. Figure 2-
2 (a) shows the physical layer view of a transport network with the description of a few end-to-end
service paths. In this figure, the physical transmission facilities are represented by the thick grey
lines connecting the nodes and the service paths are represented by the thin black lines connecting
nodes that are not necessarily adjacent in the physical graph. Figure 2-2 (b) shows the correspond-

ing logical layer view of the transport network, where the connections of Figure 2-2 (a) are repre-
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(a) (®)
Figure 2-2 Physical layer and logical layer

sented by straight lines between their end-nodes and the physical transmissions facilities are not
shown. In the case of a network that includes several layers of client/transport relationships, the
logical view of a transport network is what is considered as the physical network by another trans-
port network that would be right above it. The term “physical” therefore only corresponds to the re-
ality in the lowest client/transport relationship in the stack.

Figure 2-3 shows examples of different layer stacking models with up to four client/transport
relationships. The sometimes high number of layers is due to the various types of services that are
served by public networks and the fact that each type of service has a corresponding technology
that best fits its needs. For example, in the five-layer IP-over-ATM-over-SONET-over-WDM-
over-Fibre, the IP layer may serve datagram (packet) delay-insensitive applications connected
through the Internet, the ATM layer may be used to serve the IP layer as well as delay-sensitive
multimedia applications, the SONET layer may be used to serve the ATM layer as well as some
companies’ private WANSs, and the WDM layer may serve the SONET layer as well as some very

high capacity connections to some service providers. More on all these technologies follows in

Section 2.3.
P
P ATM
P ATM P SONET P
SONET SONET ATM WDM WDM IP

Fibre

Figure 2-3 Various layer stacking models

2.2.2 Network Demands
In a client/transport relationship, the client network presents demands to the transport network.
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A demand is a request for a certain amount of end-to-end transmission capacity between a pair of
nodes of the network graph. Besides its end-nodes, a demand is characterized by its size or type of
transmission unit, which usually belongs to set of standard transmission rates for the given type of
transport network considered. Depending on the type of transport network considered, these unit
designators can be DS1s, STS-1s, or even lightpaths (these will be defined in Section 2.3).

Demands presented to the physical layer of the transport network very often result from the ag-
gregation of the traffic of different traffic sources from one or several client layers. These traffic
sources can be of very different nature, like data, video conferences, and plain old telephone serv-
ice, although as it will be seen later in the thesis, it is preferable to keep certain services with very
different reliability requirements separate. These sources are combined together using various mul-
tiplexing techniques (more on that in the following section). The advantages of multiplexing sever-
al lower-rate traffic sources into one bigger connection is a better utilization of the capacity and a
reduction of the amount of processing that is required at each node along the connection’s route,
since that connection is usually not decomposed until it reaches its destination. The act of combin-
ing lower-rate traffic sources and multiplexing them into bigger standard size connections is re-
ferred to as traffic grooming. Traffic grooming has become a topic of very much interest with the
development of optical transport networks (OTN), in which demands correspond to lightpaths,
which very few traffic sources can fully utilize. For studies of traffic grooming, see [BaP01],
[MoL011, [ThS02], [ZZM02], and [ZhMO03].

Besides point-to-point demands (demands between a pair of nodes, as defined above), point-
to-multipoint (multicast) connections can also be requested for certain applications (e.g. broadcast-
ing video over the Internet). This thesis work, however, will only consider point-to-point, symmet-

rical and bidirectional (the transmission capacity is required in both directions) demands.

2.2.3 Different Types of Transport Networks
Transport networks can be divided into two classes: circuit-switched transport networks,

shown on Figure 2-4, and packet-switched transport networks, shown on Figure 2-5.
Circuit-switched networks use fixed multiplexing, which guarantees a fixed dedicated band-
width to each connection. Circuit-switched transport networks were historically used to carry the
telephone traffic of the Public Switched Telephone Network (PSTN), but are now used to carry
both voice and data. The drawback of fixed multiplexing is that when a connection is not used, its
capacity is not available to increase the capacity of the other connections in use. This can result in

poor capacity utilization, especially when traffic is increasingly composed of data services
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Figure 2-4 Types of circuit-switched transport networks

Packet-switched networks use statistical multiplexing, which takes advantage of the bursty na-
ture of data traffic to achieve much higher utilization of the capacity. In order to achieve that, pack-
et-switched networks decompose traffic streams into packets (or cells), which are queued at each
node and sent as soon as the transmission medium is available. The trade-off for this better capacity
utilization are packet delays (packets have to wait in the nodes, instead of being sent directly as in
a circuit-switched network) and a non-zero cell loss probability (CLP) or probability of losing
packets (when too many packets arrive at a node, packet buffer overrun may happen). The classic
problem of packet-switched networks is that they are not well suited for applications that require
guarantees in terms of delay and CLP. For this reason, new packet transport network schemes
(ATM and MPLS, presented in Section 2.3) have been developed to provide circuit-like connec-
tions in a packet environment. Packet-switched networks can therefore be subdivided into connec-
tionless and connection-oriented packet networks.

Another characteristic of each transport network is the domain in which the multiplexing is
performed. Two domains are used for multiplexing in transport networking: time and frequency. In

Time Division Multiplexing (TDM) signals are sent at different times and occupy the whole chan-

Packet Switched
(Statistical Multiplexing)

Connection-
oriented

TDM WDM TDM wWDM

——

Electronic Optical E/O All Optical  Electronic Optical E/O All Optical
(IP) (IPover (TBD) (TBD) (ATM) (OTDM) (OTNwith  (OTN with
Fibre) OEO nodes) OO0 nodes)

Connectionless

Figure 2-5 Types of packet-switched transport networks
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nel. In Frequency Division Multiplexing (FDM) the channel is divided into frequency bands and
signals are sent at the same time but each within the band of frequency that was allocated to it.
When FDM is used with optical fibres as the transmission medium, it is usually referred to as
Wavelength Division Multiplexing (WDM) instead of FDM.

With the advent of optical transport networks, an additional criterion to classify transport net-
works is whether the transport network functions are performed in the electrical or optical domain.

Figures 2-4 and 2-5 show how circuit-switched and packet-switched transport networks can be
classified following the above criteria, and give example of transport network technologies corre-

sponding to each category. Many of these technologies are presented in Section 2.3.

2.2.4 Relationship to the OSI Layer Model
The computer network research community often refers to the widely cited seven-layer Open

Systems Interconnect (OSI) reference model developed by the International Organization for
Standardization (ISO). Figure 2-6 draws the parallel between that layer model and the service lay-

et/transport layer paradigm presented in the previous sections.

ServicaTranspo e
Application
Presentation Service Layer Service Layer
Session
Transport Logical Layer
Network Transport Layer
Data Link Physical Layer
Physical

Figure 2-6 Network layer models

The transport network, as defined in the previous sections, does in fact include all four bottom
layers of the OSI stack. In the case of a network that includes several levels of client/transport rela-

tionships, there are in fact several network and data link layers as shown in Figure 2-7.

2.2.5 Control Plane

Transport networks usually provide more than just end-to-end connected transmission capaci-
ty. A common functionality provided by transport networks is the monitoring of path integrity

(whether service paths meet some minimum performance requirements in terms of bit error rate,
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Figure 2-7 OSI stack with multiple layers of transport

signal level, etc.) When a path suffers a failure, because of a fibre cut or failed fibre amplifier for
example, the network may trigger some actions so that service will be restored for that service path.
This is referred to as network survivability and will be a central topic of this thesis (more on net-
work survivability follows in Section 2.4). Such Operations, Administration, Management and
Protection (OAM&P) mechanisms require was is called a control plane, which can be viewed as a
separate network of supervisory channels that carry information about the network. These supervi-
sory channels are created by adding information to the transmitted signals. That extra information
is called overhead and the useful information (coming from the client layer) in a transmitted signal
is referred to as the payload. In a centralized system, OAM&P actions are triggered as a result of a
centralized decision, taken by a central network management system that collects information from
all the network elements through the control plane. In a distributed system, OAM&P actions are
triggered as a result of local decisions taken by elements of the systems based on the observation of
the supervisory channels on the neighbour spans and based on simple rules. The advantage of a
centralized system is that better decisions can be made since they rely on the knowledge of the state
of the entire network but this is obtained at the cost of a much slower decision process and a much
bigger control traffic load required to communicate the network state to the central management
system. This approach is also prone to errors in case the central command point does not have an
up-to-date knowledge of the complete network state. The advantage of a distributed system is the
much faster decision process and the reliability of these mechanisms, based only on local knowl-
edge of the network.

Besides network survivability, another functionality that the control plane may include is the
provisioning process of new service paths. This process requires the search for available capacity,
the reservation of that capacity and the establishment of the path (cross-connection of the reserved
capacity at each node). This process is either automatic (as dialing in PSTN) or requires some de-
gree of human intervention.

Other roles that the control plane is expected to play in the future are presented in Section 2.6.
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2.3 Generations of Transport Network Technology
The technologies used for transport networking are evolving over time in response to changes

in the types of services that need to be transported over these networks. The most important change
is the increase in the demand for bandwidth. From voice circuits at an equivalent bit rate of 64 kb/
s the requested connections are now sometimes as high as several Gb/s. The evolution from electri-
cal transmission facilities to optical transmission was the answer to that trend. Another aspect that
is changed about services offered by transport networks is the need to improve the availability of
service. That factor resulted in the development of techniques collectively referred to as network
survivability, especially in the context of SONET/SDH networks [Fla90][Wu95]. Section 2.4 will
be specifically devoted to that topic. Also, transport networks now have to be able to sell connec-
tions for much shorter periods of time and to set-up and tear down connections quickly. These new
requirements are also pushing transport networking technology to evolve.

The following sub-sections describe important transport network technologies from oldest to

the most recent.

2.3.1 Public Switched Telephone Network
The first transport networks were deployed in the past century to support the Public Switched

Telephone Network (PSTN). The core of the PSTN was composed of electromechanical switches
connected together by point-to-point microwave transmission channels, coaxial cables, or even or-
dinary cable pairs. The PSTN was of course a circuit-switched network in which voice channels
were multiplexed using FDM and all signals were transported in analog form. Although it original-
ly carried only voice signals, the PSTN quickly started being used to support data communications
as well. With the increase of the volume of voice traffic and especially of data communications,
new transport technologies were developed (see Section 2.3.2) and the PSTN became a client net-
work of bigger transport networks capable of efficiently carrying multiple types of services (voice,
data, video,...). At the beginning of the twenty first century, the amount of data traffic has for the
first time exceeded voice traffic and the proportion of voice traffic in the total traffic is since then
quickly decreasing. The situation is now reversed and the objective is now to support voice com-
munications on networks technologies originally developed for data. More on this topic will be

presented in Section 2.3.3.

2.3.2 SONET and SDH
Synchronous optical networking (SONET) is a standard for transport networking on optical fi-

bres that was developed in the 1980s and which is until today the most popular technology for
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transport networking. SONET is the standard used in North America and is compatible with the in-
ternational synchronous digital hierarchy (SDH) standard. SONET/SDH are sometimes referred to
as synchronous transfer mode (STM) as opposed to asynchronous transfer mode (ATM) presented
in the following section. The goals in developing the SONET/SDH standards were to make multi-
plexing of independent streams easy (by using a synchronous technique), to add OAM&P capabil-
ities to optical networks, to guarantee the compatibility of optical networking equipment from
different vendors, and to improve network availability (availability will be formally defined in
Chapter 3). The rest of this section presents some details of the SONET standard. The reader is re-
ferred to [ITU93] for corresponding details for SDH.

To achieve the goal of simple multiplexing, SONET defines sets of standard synchronous
transport signal (STS) levels. The basic transport signal is the synchronous transport signal 1,
STS-1. The STS-1 frame is illustrated on Figure 2-8. It is divided into overhead, which contains all
the signalling necessary to perform the channel supervisory functions, path monitoring, etc., and

the payload referred to as synchronous payload envelope (SPE).

< 90 columns >

[€— 3 columns —-)‘ 87 columns r g
9 3 x 9 bytes 87 x 9 bytes
rows (27 bytes) (783 bytes)

Transport —-)I(-——- Synchronous Payload Envelope (SPE —)I
Overhead y Y e )

Figure 2-8 SONET STS-1 frame

Figure 2-9 shows the general organization of the SONET hierarchy. An STS-1 signal can carry
one DS-3 signal (standard rate of 44.736 Mb/s inherited from a past transmission standard) or sev-
eral lower rate standard signals. To be included into the STS-1 SPE, these lower rate signals have
to first be mapped into standard virtual tributary (VT) signals. The STS-1 SPE can contain various
combinations of VT signals that are combined into V7T groups before being fitted into an STS-1
SPE. For services that require rates higher than STS-1, several STS-1 signals can be concatenated
to form a higher rate signal. Concatenating M STS-1 signals will thus create an STS-Mc signal.

This concatenation is made particularly easy by the fact that STS-M signal rates in the SONET
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Figure 2-9 SONET protocol structure

standard are exact multiple of the STS-1 basic rate of 51.84 Mb/s. This simplicity of the multiplex-
ing has the added advantage of reducing the cost of SONET equipment. Finally, STS-1 signals and
STS-Mc signals are multiplexed to form an STS-N electrical signal that is converted to an optical
carrier signal OC-N belonging to a set of standard optical transmission rates (OC-1, OC-3, 0C-12,
0C-24, OC-48, or OC-192 in the original SONET standard).

The SONET transport functions can be represented in the layered view of Figure 2-10, in
which each layer corresponds to a given level of signals. Also, to each layer corresponds a set of
functions related to the type of signals in that layer. The VT path layer is responsible for mapping
VT payloads into the VT SPEs and adding overhead to the VT paths to monitor their path integrity.
The STS path layer is responsible for mapping STS payloads into the STS-1 SPEs and STS-Mc
SPEs. Overhead is also added to STS signals to monitor their integrity as well. The line layer is re-

sponsible for multiplexing the STS-1 and STS-Mc signals and create the line level STS-N signals.

PTE STE LTE PTE PTE
VT Path »| VTPath (» VI8
payload
STS Path »| STS Path > Ds3 STS Path
Line » Line > Line - Line
Section »  Section ! Section »| Section »| Section
Photonic 1 Photonic »| Photonic | Photonic »{ Photonic
PTE: Path Terminating Equipment (e.g. DCS) LTE: Line Terminating Equipment (e.g. DCS)
STE: Section Terminating Equipment (e.g. fibre DCS: Digital cross-connect system
amplifier)
Figure 2-10 Layered view of SONET with section, line and path equipment
(adapted from [ALL96])
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The overhead added by the line layer is used to monitor the error performance of the STS-N signals
and trigger protection actions (see Section 2.4 for more details) when signal quality falls below a
certain threshold. The section layer operates on line level STS-N signals as well and is responsible
for performing the basic functions required before SONET signals can be extracted. These func-
tions include framing, which in simple terms is the process of locating the position of the informa-
tion within a bit stream, and scrambling, which pseudo-randomizes the outgoing bit-streams in
order to avoid long streams of 0’s or 1’s (a minimum number of 0-1 or 1-0 transitions are required
for signal synchronization purposes). Finally, the photonic layer is responsible for the conversion
of the STS-N signals to OC-N optical carrier signals and for guaranteeing the performance of the
optical signal in terms of signal power level, pulse shape, timing jitter, etc.

At each signal level corresponds a type of terminating equipment. A path terminating equip-
ment (PTE) terminates path level signals. These are either STS PTEs (terminating STS signals) or
VT PTEs (terminating VT signals) or both. A line terminating equipment (LTE) terminates line
level (STS-N) signals. A section terminating equipment (STE) terminates section level signals.
Note that a piece of equipment is associated to the highest layer in which it is able to perform some
function and that it also has functionalities associated to the layers below that. A “photonic termi-
nating equipment” does not exist since all network elements have at least photonic and section lay-
er functionalities.

An example of PTE is the digital cross-connect system (DCS) illustrated in Figure 2-11. DCSs
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Figure 2-11 Functional block diagram of an STS DCS
(from [Gro03])
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are structures that have several optical line interfaces and can switch individual path layer signals
between the different optical lines. In addition, DCSs can usually add/drop and multiplex/
demultiplex STS paths from the line signals therefore allowing demand grooming in these nodes.
STS DCSs, also called broadband DCS (B-DCS), can switch signals at the STS level (STS-1 or
STS-Mc). This is the type described in Figure 2-11. VT DCSs, also called wideband DCS (W-
DCS) can switch VT path signals.

A common function of DCSs is the provisioning of new service paths. Indeed, the line layer
overhead contains network management information and most DCSs are able to communicate with
a centralized network management system that gives instructions about connections that need to be
made and torn down. DCSs are also a key network element in the development of mesh-restorable
networks that will be presented in Section 2.4.

Another important network element is the add/drop multiplexer (ADM), which, to simplify
things, can be viewed as a special type of DCS with only two optical line interfaces. ADMs are a

key element of ring-based networks (presented in Section 2.4).

2.3.3 Asynchronous Transfer Mode (ATM)
ATM was developed in an effort to integrate voice and data services into a common packet-

switched network. As mentioned earlier, the major problem with serving voice applications in
packet-switched networks is that these cannot easily provide QoS guarantees since they are based
on statistical multiplexing of packets. Unlike traditional packet transport protocols, which are con-
nectionless, ATM establishes connections between pairs of points, referred to as virtual circuits
(VCs). The term “virtual” refers to the fact that unlike in the case of real circuit-switched networks,
ATM uses statistical multiplexing and therefore the bandwidth of these circuits is not dedicated to
them but shared with the other connections. However, ATM is able to provide some QoS guaran-
tees to these connections. These guarantees are expressed in terms of cell loss probability (CLP),
delay and jitter.

This ability of ATM to provide QoS guarantees is due to several reasons. First, rather than
routing packets in the network, ATM is said to “switch packets.” Indeed, packets that belong to a
particular VC are identified by a virtual circuit identifier (VCI) in the packet header. The VClIs for
a given VC can be different on each link traversed but they are unique to that VC on each of these
links. Each ATM switch along the way has a forwarding table that tells it on which port packets
from each incoming VC should be forwarded and what the new VCI for that packet has to be.

These forwarding tables are updated with the relevant information for each VC at the time of con-
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nection establishment. Compared to pure packet routers, ATM switches have less processing to do
and are therefore faster. In order to reduce the size of forwarding tables and further reduce the
amount of processing performed by ATM switches, VCs that follow the same route (from end-to-
end or at least partially) can be grouped together inside virtual paths (VPs) as shown on Figure 2-
12. The result is that it is much faster for ATM switches to search their forwarding tables and it also

reduces the cost of making fast switches.

ATM “pipe”

£\ .}

Virtual \ _ \
Channels g) ( Virtual Path
g) Virtual Path

Figure 2-12 ATM VCs and VPs

vo Uud

A second reason why ATM can provide QoS guarantees is that the network monitors the traffic
generated by each connection and makes sure that it does not exceed limits set in a contract agreed
upon at the time of the connection establishment. These limits are expressed in terms of peak cell
rate, average cell rate and burst size. If a connection does not respect the contract, it can either be
dropped systematically or dropped in case of traffic congestion.

Another measure taken by ATM to allow the control of QoS is call admission control. This
measure ensures that new connections are accepted only if the QoS guarantees of that new connec-
tion and of all existing connections will still be feasible after the new connection is established.
This decision is based on very complex mathematical models.

QoS guarantees are also ensured through complex queuing techniques in the ATM switches
and through connection flow control, a function that allows users of delay-insensitive applications
to be notified to wait before transmitting when the network is congested, thus reducing network

load.

2.3.4 Opftical Transport Networks
Originally used purely as point-to-point transmission systems for SONET/SDH-based trans-

port networks, optical networks are evolving to include more and more transport functions. The in-
itial motivations for using optical fibres were mainly the high bandwidth they offer, the low signal

attenuation, and the fact that they do not create electromagnetic interference as do electrical trans-
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mission media. Optical fibres have thus been deployed in almost all parts of the public networks:
first in the long-haul and for undersea transmissions and then also in the metro (inter-office) net-
works. Only the access part still mostly uses copper cables (with the exception of access optical
rings used for some corporate customers).

Over the time, the ever growing demand for bandwidth has required increases in the amount of
data that can be transmitted though a single optical fibre. Improving the transmission technology
was indeed much cheaper than laying down new fibre, which is usually very expensive. The first
solution is to increase the bit rate that can be transmitted through a wavelength. The current state of
the art transmission rate over a single wavelength is around 40 Gb/s and seems to be a threshold
level above which electronics becomes fairly expensive to produce [CMY02]. Beyond that point, it
becomes difficult and very expensive to build electronics capable of processing data fast enough.
The second option to increase the data throughput on an optical fibre is to increase the number of
wavelengths used for transmission. This is made possible by wavelength division multiplexing
(WDM) and more recently dense wavelength division multiplexing (DWDM), which could in the
long term allow the transmission of more than a thousand wavelengths on a single fibre. Knowing
that each additional wavelength transmitted can effectively add 40 Gb/s of transmission capacity,
one realizes the phenomenal transmission capacity that can be obtained with a single fibre.

With optical networks of the first generation, transport signals are converted back to the elec-
trical domain at each node in order to perform switching, path monitoring, multiplexing, etc. At
very high data rates, the amount of data that needs to be processed by the node becomes very high.
This was the motivation for the development of new optical equipment capable of performing
transport network functions in order to keep transport signals as much as possible in the optical lay-
er and therefore reduce the amount of electronic processing required in the nodes. These advances
are mostly linked to the development of the optical cross-connect (OXC) and the optical add/drop
multiplexer (OADM), which are functionally very similar to their electrical layer counterparts. The
result is a reduction of the amount of super fast electronics in the nodes since only the end-nodes of
optical connections have to deal with the data. The first optical transport networks (OTN), which
appeared at the end of the 1990s, offered lightpath services to their client layers and are referred to
as wavelength routed networks. Lightpaths are continuous optical channels realized by cross-con-
necting wavelengths in the optical domain. A typical client layer of OTNs is SONET/SDH, which
sees no difference between a lightpath provided by an OTN and a direct wavelength transmitted
between two physically adjacent nodes connected by a fibre. Lightpaths in these networks are gen-

erally established permanently at the time the network is deployed. They are either wavelength
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continuous if the wavelength is the same from end-to-end, in which case the lightpath is referred to
as a wavelength path (WP), or there can be wavelength conversion at some point in the path, in
which case the lightpath is referred to as virtual wavelength path (VWP). When the lightpaths in a
network are never converted back to the electrical domain (when using all optical, or 0/0/0
nodes), the network is said to be filly transparent. In the opposite case, when some optical-to-elec-
trical-to-optical (O/E/O) conversion the network is said to be opague. Full transparency is a highly
desirable property because it means that the wavelength paths offered are compatible with any type
of service and any protocol. Fully transparent networks also allow easy transport of analog signals,
which is more difficult in networks where transport signals are converted to the electrical domain
for regeneration for example.

To go back to the transport network classification of Section 2.2.3, wavelength-routed net-
works would be classified as circuit-switched networks using WDM and are either all optical or
mixed electrical/optical depending on the type of nodal equipment. In fact, these networks are just
the equivalent of SONET one layer below.

More recently, technology has started being developed for packet-switched OTNs [EIS02].
Similarly to what was done with ATM, the research on packet-switched OTNs is developing ways
to offer VC services in the optical layer. These are made possible by technologies like multi-proto-
col label switching (MPLS) and generalized multi-protocol label switching (GMPLS), which use
many of the same principles as ATM. Offering VC services in the optical layer is very useful be-
cause very few applications require the transmission capacity represented by a whole wavelength
and presumably there would be an important demand for sub-lambda services. The technique of
choice to obtain sub-lambda services is to multiplex several connections within a wavelength using
TDM or optical TDM (OTDM). Techniques to support datagram services in the optical layer are
still to be defined.

As the optical layer is evolving to include more and more of the functions of transport net-
works (multiplexing, switching, etc.), it appears that it is going to be possible to reduce the number
of transport layers stacked one above the other (as shown in Figure 2-3). This is indeed one of the
goals of future transport networking, motivated among other reasons by the difficulty of provision-
ing paths through multiple layers of client/transport relationships. However, multiple layer config-
urations are still likely to be used for some time because different layers are efficient at performing
functions at different bit rates.

Other services that future OTNs are expected to offer are presented in Section 2.6.
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2.4 Network Survivability and Survivability Architectures

2.4.1 Common Measures to Improve Service Assurance
One first obvious strategy to support high service assurance in transport networks is to simply

reduce the frequency of failures occurring in the network. This requires the use of highly reliable
network elements. This high reliability is obtained using high-reliability electronic components
and redundant internal architectures (e.g. redundant power source, redundant wiring, etc.) Ensuring
the reliability of network elements also requires extensive testing of the equipment in a simulated
network environment before it is installed in order to identify possible failure situations that could
be caused by the new equipment. This testing is particularly important for questions of software
compatibility between the new equipment and equipment already installed. Indeed, the software of
a new piece of equipment may not be compatible with other equipment’s software or, worse, it
could prevent other equipment’s software from functioning properly.

It is also important to monitor the degradation of installed equipment and replace aging equip-
ment before it fails. This is particularly important for optical fibres.

Other important measures to reduce the occurrence of failures include protecting central offic-
es against building fires and floods, protecting all network infrastructures from unintentional acci-
dents and vandalism, and informing construction companies of the location of optical fibres.

Since some network failures inevitably happen, no matter how hard we try to prevent them, an-
other important strategy is to engineer systems in which the consequences of failures are contained
as much as possible within the failed part and affect as little of the whole network as possible. Fail-
ure propagation is a major concern especially regarding software, which plays a major role in help-
ing to bring the network back to working state in situations of failures. Making network
management software redundant is therefore an important factor in improving service assurance
[Ogg01]. Related to this idea of avoiding the multiplication of failures as a consequence of a single
failure is the considerable importance given to the physical diversity of the transmission facilities.
Ensuring the diversity of the routing of transmission cables has always been considered of vital im-
portance in the improvement of service assurance and we will see later on that this aspect has now
become a major factor in the way transport networks are designed.

The other major strategy in reducing the impact of failures is network survivability and it is the
central topic of this thesis. Network survivability is the ability of a network to provide service re-
placement solutions in the event of network failures so that service may fully or partially continue

for some or all of the clients that would otherwise lose service. Ideally, clients would not even no-
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tice any change, survivability happening all internally in a split-second within the transport layer.
Figure 2-13 illustrates this idea. In Figure 2-13 (a), a failure occurs in the physical layer of the net-
work that was shown on Figure 2-2 (a). In this case, all the connections that were routed through
the span that is now failed (previously indicated by thin black lines) have been replaced by restora-
tion paths indicated by the dotted black lines. All the other connections not affected by the physical
failure have not changed. Notice that the logical layer shown in Figure 2-13 (b) remains identical
to that shown on Figure 2-2 (b). The physical layer failure is therefore invisible to the over-lying

layers.

(b)

Figure 2-13 Failures in the transport layer are hidden from the client layers

Depending on the type of service offered, however, survivability may mean a small interrup-
tion of service of a few seconds, referred to as restoration time, during the time to set up the re-
placement solutions, and then possibly a reduction in service level like reduced bandwidth and
higher packet delay (in the case of packet-switched networks). In the case of circuit-switched net-
works, for a given service path, survivability will provide either complete replacement of the pre-
failure bandwidth, or no replacement bandwidth will be provided at all and the service path will be
considered down. The following sections present the general types of survivability schemes that
can be implemented in transport networks and present a few important schemes, including “span

restoration,” which is the scheme that is the main focus of this thesis.

2.4.2 Classification of Survivability Schemes
As illustrated on Figure 2-14, survivability schemes can generally be classified as pre-planned

or protection mechanisms, which take a proactive approach to network survivability, and adaptive
restoration or simply restoration mechanisms, which take a reactive approach to network surviva-
bility. With protection mechanisms, the backup paths used to support replacement flows for the af-
fected demands are known prior to failures. These backup paths may be dedicated to the primary

paths they protect, in which case they are usually also pre-connected, or they may need to be con-
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Figure 2-14 Classes of survivability schemes

nected at the time of failure in case the spare capacity used to construct them is shared by other de-
mands or if it is used for low priority preemptible services. When a failure occurs, activation of the
backup paths is fast, especially when backup paths are pre-connected and only a switching action
at both end of the backup path is required, and therefore restoration time is small. With restoration
mechanisms, the backup paths are searched within a layer of spare capacity shared by the whole
network and constructed in a failure-specific adaptive response to the network state after a failure
occurs, configuring the available spare capacity as needed at the time of failure. Because restora-
tion paths need to be searched after a failure occurs, restoration mechanisms are usually considered
as offering longer restoration times than protection mechanisms. This point, however, while it is
unarguably true when comparing restoration mechanisms to pre-connected protection mechanisms,
can be debated when it comes to comparing restoration mechanisms to non-pre-connected protec-
tion mechanism (all protection mechanisms allowing spare capacity sharing are in this category).
Indeed, the restoration path search is not necessarily more time consuming than the path connec-
tion process (especially in the case of distributed restoration path search) and restoration mecha-
nisms can therefore offer restoration times in the same order of magnitude as most protection
mechanisms using capacity sharing {Gro97]. Restoration mechanisms also benefit from a greater
flexibility that allows them to find restoration paths even when the spare capacity that would ordi-
narily have been used is not available due to other failures or maintenance actions or other miscel-
laneous events. In contrast, protection mechanisms normally only provide one possible backup
path option for every failed demand in a given failure scenario.

Survivability schemes can also be further divided into /ocalized and end-to-end response. Lo-

calized response means that the failed demands are only rerouted locally around the failure, the
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end-to-end after-failure path being identical to the end-to-end pre-failure path except in the vicinity
of the failure. In end-to-end response, the replacement paths are found between the end-nodes of
the affected demands and therefore they can be completely different from the pre-failure paths.
Note that nothing prevents end-to-end survivability schemes from providing replacement paths
that are identical to the ones provided by localized survivability schemes. End-to-end survivability
schemes simply have more options and they therefore usually provide more optimal solutions in
terms of minimizing the capacity requirements or maximizing the amount of restorable demands in
failure situations. Another sub-division of end-to-end protection scheme, not shown on Figure 2-
14, is between failure-independent and failure-dependent protection schemes. With failure-inde-
pendent schemes, only one backup path is planned for each connection and it will be the one used
no matter what failure affects the path. With failure-dependent schemes, several backup paths are
planned for each connection and the backup path used in case of failure depends on where the fail-
ure has occurred on the primary path. The drawback of failure-independent schemes is that the pri-
mary and backup paths have to be completely disjoint so that a single failure may not affect both
paths at the same time. Pairs of completely disjoint paths may be difficult to find in some sparsely
connected graphs and this constraint may be costly in terms of capacity requirement. Failure-de-
pendent schemes have therefore the advantage of not requiring disjoint paths to be found, however
they create an added operational complexity since protection requires the identification of the
failed element and transmission of that information to the end-nodes of all affected paths. This
process is referred to as fault isolation. Failure-independent schemes are therefore much simpler
from an operational viewpoint. Figure 2-14 gives example of schemes in each category. All these
schemes will be presented in more or less detail in the following sections.

A third class of survivability schemes could be added to the two main classes (protection and
restoration) presented above. That third class comes from the always-present relationship between
any restoration scheme and a corresponding pre-planned protection scheme, which is derivable
through distributed pre-planning (DPP). The idea is that restoration mechanisms can be used to ex-
ercise the network (DPP) for every failure scenario before they happen so that the network may al-
ready know what restoration paths will be used at the time of failure. This is different from
protection schemes in which connection backup paths are determined at the time of connection es-

tablishment. More on that topic will be presented in Section 6.4.2.

2.4.3 Automatic Protection Switching
The simplest form of survivability scheme is automatic protection switching (APS), illustrated

31

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



by Figure 2-15. In APS, each primary path has an associated pre-planned end-to-end backup path,
which is used in case of failure on the primary path. There are multiple versions of APS depending
firstly on whether the backup path is dedicated to the primary path or shared with other primary
paths. When one backup path is shared between multiple primary paths we talk about 1:N APS, N
referring the number of primary paths sharing the backup path. When the backup path is dedicated
to a single primary path, the scheme is called either 1:1 APS if the backup channel is available to
low priority services during normal operations, or 1+1 APS if the signal of the protected service is
sent through both channels all the time. This last scheme is the one with the absolute fastest resto-
ration time since a single switching action at the receiving end of the path is required when the sig-

nal is lost from the primary channel. Typical switching time is below 50 ms [So0s94].

~—{—Chanel 1
__Ek__Qbannﬂ 1 —
~—{——Chammel2 11—
—ﬂ : Channel N
Low.priority L,_‘ Spare Channel —
services L] L

Figure 2-15 1:N automatic protection switching scheme

In order to improve the efficiency of the 1:1 APS or 1+1 APS mechanisms on could use phys-
ically fully diverse routes for the primary paths and backup paths. This prevents single physical
span failures from causing both primary and backup paths to fail at the same time. In that case, the
survivability scheme is referred to as 1:1 APS DP or 1+1 APS DP, where DP stands for “diverse
protection.” Besides being the fastest restoration mechanism, 1+1 APS is also one of the schemes
that require the highest amount of extra capacity. Indeed, provisioning a dedicated backup path
with full replacement of the bandwidth requires exactly 100 percent extra capacity, and in the case
of 1+1 APS DP, the backup routes are in practice significantly longer than the corresponding pri-

mary routes so the required extra capacity is easily well above 100 percent. [DoG01]

2.4.4 Survivable Rings

After APS, survivable rings were the second type of protection mechanism that were devel-
oped. With survivable rings the capacity is logically associated to form cycles covering three or
more spans. On each cycle an equivalent amount of working and spare capacity is placed and in the

event of a span failure, the demands borne of the failed working capacity are rerouted using the
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spare capacity on the surviving side of the ring. There are two types of survivable rings, depending
on the level at which the protection switching is performed. Figure 2-16 illustrates the most com-
mon type of survivable ring, the bidirectional line-switched ring (BLSR). BLSRs perform switch-
ing at the line level (e.g. STS-N line level signals for SONET rings). In the event of a span failure,
the entire line level signal is switched at both ends of the failed span to the protection line, which
goes all around the ring as shown on Figure 2-16 (b). Another type of survivable ring, the unidirec-
tional path-switched ring (UPSR) performs protection switching at the path level (layer above the
line layer). With UPSRs, protection switching is done on a per path basis and protection is done at
the ingress and egress points of each path for that ring. Unlike BLSR, UPSR is therefore not a com-
pletely localized restoration scheme since the rerouting of failed demands is not done between the
end-nodes of the failed span, it is in fact partway between a localized response and an end-to-end
response. Not surprisingly, as a consequence of that the capacity requirement of UPSR is slightly
lower than that of BLSR.

Although usually not quite as fast as APS, survivable rings still offer a very short restoration
time (also considered to be in the order of 50 ms) [Wu95]. As for APS, it requires considerable ex-
tra spare capacity with the added disadvantage that its rigid structural nature (a ring has to be
closed to be a ring) often results in stranded capacity that is of no use but needs to be installed to
close the ring. Moreover, the routing of demands in ring-based networks is constrained by the
placement of the rings and therefore demands can rarely be routed on shortest path, resulting in in-
creased working capacity requirements [Gro92].

The total extra capacity that needs to be installed to support survivable rings operation is thus

Figure 2-16 Bidirectional line-switched ring
(from [Mor01])
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very often well above 100 percent compared to the minimum capacity required for a non-protected
network. In fact, it is not rare to see the total capacity requirement of a ring-protected network be in
the 200 percent to 300 percent range relative to the non-protected case. However, the simplicity of
the ring protection mechanism and the fast restoration have made survivable rings very popular and
they have been widely deployed in virtually all public transport networks, in the long-haul part as

well as in the metro part.

2.4.5 Survivable Mesh Architectures
The term mesh is usually used in opposition to ring. Unlike in ring-based networks, where the

routing of demands is constrained by the ring structures (demands often have to deviate from their
shortest path to travel around the rings that have been installed), demands in mesh networks can
usually be routed on their shortest path. The provisioning of capacity in mesh networks is also
more flexible since capacity can be added wherever it has been exhausted, one capacity module at
a time if needed, whereas with ring-protection entire ring structures have to be placed one at a time,
making network scaling more difficult. Strictly speaking APS is a mesh survivability scheme, in
the sense that it also allows demands to be routed on shortest path. However, the term mesh is usu-
ally associated with more capacity-efficient restoration schemes like span and path restoration, pre-
sented in the following section. Besides APS, another mesh protection scheme that has gained lots

of interest recently is shared backup path protection (SBPP).

2.4.6 Span and Path Restoration
Span restoration (SR) is the localized version of mesh restoration. In SR the re-routing for sur-

vivability occurs between the immediate end-nodes of the break. This need not be via a single
route, nor via only simple two-hop routes. The general idea of span restoration is illustrated in Fig-
ure 2-17. In SR restoration paths are searched dynamically within the available spare capacity at
the present time. The restoration path search can be performed by a central network management
system or can be performed in a distributed manner through the local broadcasting of path search
information tags called statelets as described in [Gro94]. The great advantage of the distributed ap-
proach is a much faster and reliable restoration path search that does not rely on the integrity of a
central database of network state information.

Path restoration (PR), illustrated in Figure 2-18, is the end-to-end version of mesh restoration.
In PR, replacement paths are searched for each working path between the path’s end-nodes. Simi-
larly to SR, replacement paths for a given pair of end-nodes need not be all on the same route.

Thanks to its greater flexibility PR can achieve better capacity efficiency than SR or higher resto-
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Figure 2-18 General concept of path restoration

ration levels in case of failures. The implementation of PR, however, is much more complex than

SR.

2.4.7 Single vs. Multi-Layer Resilience

As explained earlier, public networks are often composed of several levels of client/server re-
lationships. A typical stack of transport layers is IP-over-SONET/SDH-over-WDM. With the ad-
vent of optical transport networks including protection/restoration capabilities, we have now
multiple layers at which survivability to failures can be performed. The question then arises:
“Which layer should take care of the restoration or protection in case of failures?” A first observa-

tion is that failures occurring in a given layer cannot be restored or protected in the layers below
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that. For instance, if an IP interface card fails, protection switching of the SONET STS path used
as the physical link for that outgoing port will not solve the problem. If a single layer had to be re-
sponsible for all restoration or protection actions it would therefore have to be the highest layer.
This approach has been proposed but it is highly debatable whether this would be a viable solution.

Another approach is to let multiple layers contribute to the survivability of the network. This
approach, multi-layer resilience, has several advantages:

» Restoration of lower-layer failures like fibre cuts is more efficient and faster in those layers.

« Each layer having different types of responses to failures (more or less fast, full bandwidth
replacement or partial bandwidth replacement,...), using multi-layer resilience offers various

types of service reliability.

+ Multi-layer resilience may achieve higher restorability levels than if restoration or protection is
handled by a single layer. Reciprocally, the capacity requirements to guarantee full single-fail-

ure restorability may be lower if using multi-layer resilience.

For example, in the event of a fibre cut in a network using multi-layer resilience, the optical
transport layer could provide immediate replacement wavelengths for service paths carrying voice
services. Among the services carried by the other non-protected lightpaths, STS paths carrying data
services with high availability requirements would be restored after a few seconds by adaptive res-
toration performed at the SONET layer and restoration of lower priority data traffic would be re-
ferred to the IP layer in which the IP routing tables would be updated within a couple of minutes.

An important issue with multi-layer resilience is that of coordinating the survivability mecha-
nisms of the different layers. For example, a problem is that of identifying the origin of a failure so
that a given may know whether it should trigger its survivability mechanisms or wait for the lower
layers to deal with the problem. For more on this topic, see [Dem99], [FuV00], [VCDO1],
[LTCO1], [DeM02], [SRMO02].

2.5 Transport Network Planning
This section introduces the topic of transport network planning. There are two main problems

that fall under this general topic. The first one is that of capacity planning, which is the problem
facing a network operator who wants to build a new network or who wants to add capacity to their
existing network to support the demand growth. The second that of service provisioning, which is
the problem that a network operator is facing on a daily basis as requests for new services are being

presented to them.
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2.5.1 Capacity Planning
The capacity planning problem can generally be summarized as follows: Given a fixed physi-

cal topology (set of routes on which fibres can be laid), a set of point-to-point demands with spec-
ified restorability requirements, and a particular survivability scheme, find the minimum cost
capacity placement that allows all demands to be served and their restorability requirements to be
guaranteed using the considered survivability scheme. Another slightly different and very practical
question is the following: Given a fixed physical topology, and a set of point-to-point demands
with specified restorability requirements, what survivability scheme requires the minimum cost ca-
pacity placement to serve all demands and guarantee that their restorability requirements are met?

The capacity planning problem is a long-term problem where the demands assumed are based
on forecast of the future demands. All network design studies presented in this thesis work relate to
this problem. The objective of these network design studies is not to present methods for the capac-
ity design of real transport network, but to gain insight on the fundamental properties of different
survivability architectures and mechanisms in terms of their ability to provide high availability
services in a cost effective way. Various methods for network capacity planning are presented in
[GBV91], [VGM93], [HeB94], [IMG98], [MiS98], [VVD9I8], [AVDO0b], [DoG00].

The objective of the capacity planning problem can be refined to minimize cost instead of sim-
ply capacity. In that case, the cost function can be expressed as a function of span establishment
cost (cost to have capacity on a span in the first place), capacity incremental cost, nodal equipment,
etc. Revenue maximization consideration may also be included in the objective function of the ca-

pacity design problem [SrS00][SSSO01].

2.5.2 Service Provisioning
The service provisioning problem relates to the probability of blocking of requests for connec-

tions in a transport network. With service provisioning the capacity is already placed and the prob-
lem is to find connection routing algorithms that minimize the probability of blocking of future
connection requests given the statistical distributions of request arrivals and connection holding
time. In optical transport networks, the routing of a new lightpath presents two sub-problems: Find-
ing the route on which to establish the new lightpath and finding the wavelength at which the light-
path will be transmitted. This problem is referred to as the rouwting and wavelength assignment
(RWA) problem. This extra dimension to the problem makes it quite complex and therefore a huge
number of papers have been published on this topic (see [RaS95], [BaM96], [ZIMO00], [RaM02]).

Several studies have considered the possibility of introducing wavelength conversion capability in
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the optical network elements and shown the great reduction of the probability of blocking that this
brings [SDLO1][ASA02]. It was also shown that networks with sparse wavelength conversion ca-
pability can already significantly reduce the probability of blocking and that a network with full
wavelength conversion capability in every node is not needed [SAS98][VSK99][LiS02][SGCO02].
As in the case of the capacity planning problem, revenue maximization can be an added consider-

ation besides minimizing the probability of blocking [AKQO00].

2.5.3 Basic IP Formulation for Optimal Capacity Design Method
The following spare capacity placement (SCP) model was introduced by Herzberg and Bye in

[HeB94] and is the basis for all capacity design models presented in this thesis. The problem is that
of finding a spare capacity assignment that guarantees the full restorability of all single span fail-
ures in a span-restorable mesh network. In this method, the working capacity allocations are as-
sumed to be known and the problem is formulated as that of finding the assignment of restoration
flows to the eligible routes on which restoration for each failure could be considered so as to mini-
mize the total amount of required spare capacity. These so-called “distinct eligible routes” are ob-
tained before running the optimization. The graph topology is first processed to find all the distinct
logical routes that are “eligible” for use in the restoration routing for each failure scenario. The
problem as described, where the working demands are first routed — usually on shortest path — and
then the spare capacity optimized, is called the non-joint mesh capacity design problem. In a joint
formulation, which will be presented later in this thesis, the routing of demands is simultaneously
optimized with the placement of spare capacity so as to minimize fotal capacity.

For this and subsequent formulations, we use the following notations for parameters (inputs):

S Setof spans in the physical graph (this set is indexed by i when referring to failed spans,

and by & when referring to surviving spans),
C, Cost of each unit of capacity on span k € S,
P,  Set of eligible routes for the restoration of span i € §,
w;  Number of links carrying working demands on span i € §,

6,{’ « Equaltolifthe p th eligible route for span i € § uses span k € §, equal to 0 otherwise
V(i,k) e S2, Vp e P;,

The following notations are used for variables:

7 Restoration flow assigned to the p ™ eligible route for span i € §
i Y
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s, Number of links allocated for spare capacity on span k € §

SCP (Herzberg): Minimize Z Cr 8 2.1
keS
Subject to:
S fi=w,vies 2.2)
pe P
562 Y 8 L VG K e S ixk 2.3)
pep;

The constraint set in (2.2) ensures that restoration for span failure i meets the target level (full
restoration is assumed). Constraint set (2.3) forces sufficient spare capacity on each span k such
that the sum of the restoration paths routed over span & may be supported, for every failure span i.
The largest simultaneously imposed set of restoration paths on a span effectively sets the minimum
feasible s, value on each span under a given assignment of restoration flows. Hence the formula-
tion works by finding the assignment of flows that pushes up these span-wise minimums to a glo-

bal minimum on total spare capacity.

2.5.4 Modularity and Economy of Scale
The concept of modularity recognizes the fact that in real life, capacity is usually installed in

modules and not one “unit of capacity” at a time. In SONET for example, if 45 STS-1s have to be
transmitted through a span of the physical network, it is likely that an OC-48 optical channel will
be setup and not 45 OC-1s. The first reason is that OC-1 transmission modules might simply not be
available and the second and main reason is that installing 45 OC-1 modules of capacity would cer-
tainly cost more than one OC-48. A typical economy of scale is such that two times the cost corre-
sponds to a tripling of the capacity.

Modularity and economy of scale can easily be incorporated in the design formulations by de-
fining a set of module types M and specifying the size Z" of modules of type m € M as well as
the cost C,Z" of placing a module of type m € M on span k € S and modifying the objective func-
tion to take these parameters into account. The model was first introduced in [DoG00]. New varia-
bles n ,2" have to be added to indicate the number of modules of type m € M placed on each span
k € §. To add the modularity aspect to the general optimal spare capacity design model presented

above, the objective function of (2.1) would become
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MSCP: Minimize )" % Cy-ny (24)
keSmeM

and the following constraint would be added:

Wt s < Y Z"nl keS. (2.5)
meM

The resulting formulation is referred to as modular spare capacity placement (MSCP). In (2.4),
the spare capacity variables have been replaced by total number of modules so as to minimize total
capacity instead of total allocated spare capacity. The spare capacity is not exactly minimized any
more, only a “virtual” cap on allocated spare capacity is placed through (2.5). In fact, the spare ca-
pacity variables resulting of the optimization may be higher than the minimum values required to
guarantee full single failure restorability. Usually the spare capacity assumed in the resulting mod-
ular designs is calculated as the difference between the total capacity placed and the working ca-
pacity allocated on that span. This effectively merges the strictly minimum spare capacity required
with the extra capacity resulting from the modular aspect of the design, referred to as slack capac-
ity. As it will be seen in Section 4.5, considering slack capacity as extra spare capacity has very
beneficial consequences on multiple failure restorability in the context of adaptive span-restorable
mesh networks.

All results of experiments using SCP or MSCP models presented later in the thesis were ob-
tained using the AMPL model presented in Section D.1 of Appendix D. The model corresponds to
the MSCP formulation but can also be used to solve the SCP problem by simply specifying a single
module type of size 1. The capacity unit costs C, used for every experiment are the ones specified
in the “unrrcosT” column in the description of test network topologies in Appendix A. Although,
to avoid introducing a new dimensionality to the problem, these values were simply set to be pro-
portional to the spans’ length, the design models presented in this thesis would not require any
changes to consider other models where capacity cost would not be a simple linear function of span
length. Indeed, the capacity cost can be specified independently for each span and can be any func-

tion of span length, geographical location and other parameters specific to each span.

2.5.5 Shared-Risk Link Groups and Fault Escalation
As we have seen in previous sections, a common goal when designing survivable transport net-

works is to obtain full restorability to all single span failures in the physical layer. The objective is
to eliminate the possibility that a single physical point of failure will cause outage. Single physical

breakage, however, can cause multiple failures in what the transport network sees as its physical —
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apparently diversely-routed — layer. Although great effort is put into ensuring physical diversity of
transmission facilities, it is very hard for network operator to completely avoid situations were two
supposedly diversely-routed fibres have to share a common duct to cross a bridge or follow a train
track. A situation like this is referred to as shared-risk link group (SRLG) and is illustrated in Fig-
ure 2-19.

>

Common
Duct

Figure 2-19 Shared-risk link group

Fault escalation is another type of situation where multiple common cause failures can occur
in the physical layer of a transport network. This is becoming more and more of an issue with the
advent of optical transport networks which provides lightpaths to the higher transport layers like
SONET/SDH. The lightpaths that the SONET/SDH layer take as its physical transmission layer are
obtained by connecting wavelengths on different physical spans of the “real” physical layer. As
shown by Figure 2-20, a single failure in the physical layer of the optical transport network multi-
ple failures in the logical layer, which is seen by the higher SONET/SDH layer as its physical lay-

€r.

Figure 2-20 Fault escalation

SRLGs, when they cannot be avoided represent a strong motivation to investigate the possibil-
ity of providing at least a certain degree of multiple failure restorability. This aspect is largely cov-
ered by this thesis.

The problem of fault escalation gave rise to the topic of logical topology design, in which is
concerned with the choice of topological routes used by a transport network to establish the con-

nections offered to the higher layers. An important condition for example is to guarantee that no
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single failure in the physical layer of the transport network will cause disconnection of the above

client networks. This topic is treated in [RaS96], [CrL98], [CLG00], [MoNO1], and [LCSO01].

2.6 Challenges for Future Transport Networks

2.6.1 Service Transparency
One of the most important goals of future transport networks is the ability to provide network

connections for any type of client services, independently of the signal’s bandwidth and nature
(digital or analog). This is referred to as service transparency or signal transparency [RBB00]. The
advantage of service transparency is to reduce the complexity of the transport network since it does
not need to access client signals except at their network’s ingress and egress points. Signals of all
types are mapped into transport network’s signals (usually optical signals) and the transport net-
work handles these signals only.

One possible solution for service transparency is to use lightpath connections in fully transpar-
ent optical networks (networks with no O/E/O conversion). The advantage of this solution is that it
is compatible with both digital and analog signals and that it allows the transmissions up to ex-
tremely high bit rates (or high bandwidth for analog signals). The drawback is that very few serv-
ices require the amount of bandwidth that a lightpath provides so using lightpaths for all
connections would result in a very high waste of bandwidth. Moreover, fully transparent networks
are not likely to be developed, at least not in the near future.

Other solutions proposed for service transparency include ATM over SONET, Packet over
SONET (POS) and, more recently, Generic Framing Procedure (GFP). [CMY02]

2.6.2 Reliable and Differentiated Service
An increasingly important requirement of transport networks is the ability to provide reliability

guarantees with their services [RBB00]. Protection or restoration mechanisms will be needed to
provide the reliability levels required by the always increasing volume of traffic being transported.
But transport networks will also be required to offer various levels of reliability corresponding to
different types of services. For example, client signals of multi-media applications such as live vid-
€0 transmissions, voice connections, will mainly require very fast restoration, whereas the private
lines used for a financial company’s WAN will mainly require high availability.

An important part of this thesis work deals with these issues of differentiated services (in par-
ticular Chapters 6 and 8). A strong emphasis will be placed on explaining what really characterizes

the reliability of services, how much restoration speed matters in terms of service availability, how
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transport networks can be designed to offer service differentiation, etc.

2.6.3 Connection Service Time
Another big challenge of future transport networks will be the development of simpler and

faster procedures for the establishment of new network connections (also called service provision-
ing). Ideally, the goal would be to allow near instantaneous network connection establishment (as
it is the case in today’s telephone network) where customers would be able to “dial in” and would
not need to talk to the network operator at all, however this is not very realistic, at least not in the
near future. More realistically, the goal of network operators is to be able to have ways to manage
their network remotely using network management software and to simply provision new service
paths by specifying the new connections end-nodes and letting the network management system set
up the new connection automatically (“point and click”).

The mesh network using distributed and self-organizing techniques, which is at the centre of
this thesis work, looks like the most promising candidate in terms of its inherent ability to provide
fast connection service time. This is due to the simplicity of routing new demands on shortest path
in mesh networks, possibly within a guaranteed-restorable working capacity envelope (WCE)

[Gro03].

2.6.4 Dynamically Adaptive Networks
Providing connections that can be reconfigured dynamically is another goal of future transport

networks. The idea is to allow connection characteristics to be changed automatically following a
change in the volume of traffic served by that connection or changed following a command initiat-
ed by the network operator. Solutions for dynamic traffic adaptation have been proposed using the
techniques of Virtual Concatenation (VC) in conjunction with Link Capacity Adjustment Scheme
(LCAS) [CMY02]. With VC multiple SONET standard STS-1 signals can be combined to offer
various connection types with different bandwidths that will accommodate a wide range of differ-
ent services. The aim is to make better use of SONET payloads since a greater range of bandwidth
possibilities are offered. LCAS adds the possibility of dynamically modifying the number of con-
catenated SONET signals to adapt the VC connection’s bandwidth to the volume of traffic served
at any time. Another application of LCAS is to dynamically change bandwidth allocations to adapt

to temporary restoration flows during failure or maintenance states.

2.6.5 Capacity Efficiency
Among all challenges facing future transport networks there is one common challenge which is
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to provide all these services and new features in a capacity efficient way. Unlike what is heard
sometimes, bandwidth is not free and reducing the amount of required bandwidth by a few percent
in some long haul networks can translate into huge cost savings [DoG00]. All analyses and exper-
iments presented in this thesis will consider capacity cost as a major factor and the performance of
mesh networks in terms of restorability will often be evaluated with respect to capacity require-
ments. An important body of literature is dedicated to cost optimal network capacity design. For

example, see [VVD98], [MiS98], [IMG98], [DDH99], [DoGOO0].

2.7 Summary
This chapter has presented an introduction to the general concept of transport networking, ex-

plaining where transport networks fit in the general picture of telecommunication networks. We in-
troduced the different types of transport networks (the two main categories being circuit-switched
networks and packet-switched networks) and the different generations of transport networks (from
the PSTN to all-optical transport networks). The emphasis was placed on SONET, which is still the
main transport network technology in use today, and on WDM optical networks, which will be the
basis for the development of future transport networks. We then introduced the issue of network
survivability and the different classes of survivability mechanisms. The emphasis was placed on
mesh-based survivability schemes and, in particular, on span-restoration, which is at the centre of
this thesis work. Finally, we discussed the important issues related to transport networking, includ-
ing transport network capacity design and we highlighted the challenges facing future transport
networks. Another main issue related to transport networking is the analysis of the reliability of
services provided by these networks. This issue is what this thesis is mainly about and it is studied

in detail in the following chapters.
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3. Availability Analysis

3.1 Introduction
This chapter introduces the topic of availability analysis. First, the important mathematical def-

initions are given with a particular emphasis on how the availability function differs from the reli-
ability function. Then, we highlight the general existing methods to perform the analysis of a
system’s availability. We then consider the specific case of telecommunication networks and
present various common measures of availability in networks. A review of the literature published
on this topic to date is then presented. Finally, we present a new approach to the problem of deter-
mining the availability of service in transport networks using the span-restoration mechanism that

was briefly presented in Section 2.4.6

3.2 Mathematical Definitions

3.2.1 Reliability
The reliability of a system is defined as the probability that the system will perform the func-

tion it is designed for during a defined period. In other words it is the probability that no failure will
occur during that period. Although the term reliability is often used in the literature related to serv-
ice assurance in telecommunication networks — especially for packet-switched networks — the con-
cept of reliability relates to mission-oriented systems, like a space launcher or a Formula One car.
The concept of reliability therefore relates to the question “what is the probability that the engine
of this Formula One car will work for the entire race?” and not to “what is the probability each day
that the engine of my car will start?”
The reliability function, as defined in (3.1), is a function of the duration 7 of the mission (and
not a function of time.)
R(T) = P{no failure in [0, T]} 3.1
The reliability function can be expressed in terms of the failure density function f(t) as fol-

lows:

R(T) = 1- Jz f(t)dt. (3.2)

The function f(f) is in fact the probability density function of the time fo failure, therefore in-
tegrating f(¢) over a certain time period gives the probability that the first failure will occur in that

time period. Conversely, by differentiating (3.2) one can express f(¢) in terms of R(T):
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) = SR(). (33)

The expectation of f(¢) gives the mean time to failure (MTTF), which is a useful measure in

availability analysis as seen in the following section:

MTTF = E(f(t)) = f (t-f£))dt. (3.4)
0

3.2.2 Availability

Unlike with reliability, the concept of availability is related to repairable systems and considers
two equally valid ways for a system to be in working state: either it has been working without any
failure since it began operating, or it has failed once or several times but has been repaired each
time. Availability of a system is defined as “the probability of the system being found in the oper-
ating state at some time ¢ in the future given that the system started in the operating state at time ¢ =
0 and given that failures and down-states occur but maintenance or repair actions always return the
system to an operating state.” [BiA92]

The availability function is therefore defined as follows:

A(t) = P{system in operating state at time ¢} . 3.5)

The availability function is a function of time that starts from 1 and usually stays at a high level
shortly after the systems starts operating and then decreases to eventually reach a steady state in

which repairs compensate for failures and maintain the availability at a certain constant level 4:

A = lim A(9) (3.6)

t— o
The steady state availability 4 can be obtained by observing the system over a long period of

time T, and calculating the fraction of the time the system is up:

Total up-time in T
A= lim { p °bs} (3.7
Tobs —>® TObS

Based on (3.7), another very useful expression of 4 is derived in (3.8) to (3.10). In these equa-
tions, N is the number of failures in the observation period, TTF(i) is the time to the i failure (time
between a repair or the beginning of the observation window and the occurrence of next failure),

TTR(i) is the time to repair the i failure, and MTTR is the mean time to repair.
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3 TTF() 3 TTF()
i=1..N

A= i=l...]1Y — (38)
obs Z TTF(i) + Z TTR(i)
i=1...N i=1..N
( Z TTF(i)]/Tobs
A = i=1..N (3.9)
( Z TTF(i))/TowaL[ Z TTR(i))/TObS
i=1..N i=1...N
3 MTTF
4 = VTTF+ MTTR (3.10)

Because MTTF is not always known, the expression of 4 in (3.10) is sometimes replaced by the

following expression:

5 MTBF
~ MTBF + MTTR’

(3.11)
where MTBF is the mean time between failures. Time between failures in MTBF refers to the time
between the occurrence of failures, whereas time to failure in MTTF, as explained earlier, is the
time between the repair of a failure and the occurrence of the next failure. Therefore we have:
MTBF = MTTF+ MTTR (3.12)
Strictly, equation (3.10) gives the correct expression although with typical values of MTTF,
MTBF and MTTR, both equations give almost identical result as shown in (3.13) based on (3.10)
and (3.14) based on (3.11) with an MTBF of 8766 hours (1 year) and an MTTR of 12 hours.

8766 —12

4 = =oe= = 0998631 (3.13)
_ 8766 _
= Tes 15 = 0.998633 (3.14)

Very often, for reasons that are explained in the following sections, instead of working on
availability values, it is easier to work with unavailability values. The unavailability is the comple-
ment of the availability:

Us1-4, (3.15)
and is therefore defined as the probability of finding the system in the non-operating state.

It can also be expressed in terms of MTTF, MTBF and MTTR:
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U= VRIS LS (3.16)

3.2.3 Mathematical Simplifications
A general method to determine the availability of a system is to develop a logical block dia-

gram with the different elements that compose the system. The block diagram can often be reduced
by applying some simplifications for elements in series and elements in parallel, as detailed in the
following lines.

In the case of a system composed of elements in series, all elements need to be working for the

whole system to be functional. Therefore the availability of a system of N series elements E; is:

A = P{(E,isup)n(E,isup) ... (Eyisup)}, (3.17)

syst
which can be expressed in terms of the availability values 4; of the N elements in the system as

follows:

N
At = [14: (3.18)
i=1
From (3.15) and (3.18), a simple expression can be derived for the unavailability of a system of

N series elements:

N N
U:YSt = 1—A§yst = l—HAl. = 1—H(1_U,.) (3.19)
i=1 i=1
N N N
Uge = D U= > UGt Y U U U= (3.20)
i=1 Lj=1,i#j i k=1
itjizkj+k

In general the unavailability values of elements considered are much smaller than 1 and there-

fore the previous equation can be simplified to give:

N
Ugse® > Uy (3:21)
i=1
Equation (3.21) is a widely accepted expression of the unavailability of elements in series. Ac-
cordingly, it is often said that “unavailabilities add for elements in series.”
For systems composed of elements in parallel, all elements have to be failed for the system not

to function, therefore:
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U,

syst = P{(Ey is down) N (E; is down) N ... N (Ey is down)}, (3.22)

and:

N
Ugse = [T Us- (3.23)

i=1

Thus, it is often said that “unavailabilities multiply for elements in parallel.”

3.3 General Methods for Availability Analysis
When the block diagram has been reduced as much as possible using the series and parallel el-

ements simplifications presented in the previous section, two main methods can be used to com-
plete the availability study of the system. The first one, the tie paths method consists in identifying
all the possible configurations in which the system is in an operational state, and the second one,
the cut sets method, involves determining all the possible configurations in which the system is
failed.

3.3.1 Tie Paths Method
In the tie path approach, we are looking for the set P of all the paths between input and output

in the block diagram of the system. The availability of each path p in P, as explained in the previ-
ous section, can be expressed as the product of the availability values 4; of all series elements in

the path:

Ao = [T 4 (3.24)

i € path p

The availability of the whole system is the union of the probabilities of all paths:

Asyst = U Apath(p) (3.25)
peP

Because there are states of the system in which multiple paths in P are simultaneously work-
ing, the union of the path probabilities cannot simply be obtained by summing the availabilities of
each path. In order to get the exact system availability value, the inclusion-exclusion principle
needs to be applied [Bru92]. Because of the relative complexity of having to use this principle and
because there is usually a very large number of ways in which a system can be available, making
the listing of all tie paths is a very tedious task, and so the cut set method presented in the following

section is usually a preferred method.
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3.3.2 Cut Sets Method

In the cut sets method we take the opposite approach: we determine the set C of all minimal
combinations of elements, which if failed simultancously will guarantee failure of the system. By
minimum it is meant that if the simultaneous failure of element x and element y is sufficient to
cause the system to be unavailable, then there is no need to also consider the combination of ele-
ment x, element y and element z: it is already implicit in the previous combination. Each such com-
bination that guarantees failure of the system is in fact a cut of the graph in the block diagram (no
path is feasible between the input and the output). The probability of a cut set ¢ in C corresponds to

the unavailability of a system of parallel elements:

P{cutc} = H U, (3.26)

iecutc

The unavailability of the whole system is the union of the probabilities of all cuts:

U

syst

=\ P{cut c} 3.27)
ceC

If all cuts are considered, then the unavailability of the system is strictly equal to the sum of the

probabilities of all cuts:

Uy = 3 Pleutc}. (3.28)
ceC

However, instead of determining all cuts, a typical strategy to limit the complexity of finding
cut sets is to limit the search to minimal-weight cuts, that is consider only cuts with less than a cer-
tain number of elements. In that case, summing the probability of these cuts only provides a lower
bound on the unavailability of the system, but it is generally a good approximation of the real sys-
tem unavailability since higher weight cuts usually have a much smaller probability and therefore
contribute much less to the system’s unavailability. This strategy can be referred to as “most likely
path to failure.” [WiS97]

The cut set method is the method used most of the time to determine a system’s availability,
which explains why it was said earlier that it is usually easier to work with unavailability than
availability. In this thesis, the general method used to determine availability of service is close to
the approach used by the cut sets methods, although slightly different to be applicable to the com-
plex nature of networks based on distributed dynamic restoration. More on this will be presented in

Section 3.6.5.
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3.3.3 Markov Modelling
Besides the cut sets and tie paths methods, a technique sometimes used for availability analysis

is Markov modelling [Joh89]. A Markov model is developed by identifying a set of different states
of the system and determining transition rates between these states. In each of these states the sys-
tem has a constant value of the metric under study and the goal of the technique is to identify the
probability of each state and therefore the statistically expected value of that metric. There are two
main requirements for the states defined in a Markov model. The first requirement is that the state
transition rates only depend on the state the system is in and not on the previous states it was in be-
fore entering that state (condition referred to as memorylessness). The second requirement of
Markov modelling is that state transition probabilities not change with time (the statistical transi-

tion processes are stationary).

3 failures
100%

2 failures
100% ‘

1 fallure
100%

No failure
100%

1 failure »—-——: 2 failures -—-—~ 3 failures
99 % 99 % 99 %

N

< 3 failures

-2
1 faﬂure
0%

E—————{ 2 fallures :

Figure 3-1 Example of Markov model for network availability analysis

An example of how Markov modelling can be used for availability analysis is shown in Figure
3-1. In this example, the metric under study is the percentage of all network connections being in
operational state serving as a surrogate for network availability (we will see in Section 3.4 that oth-
er definitions of availability can be used.) That value is shown in each state. The other parameter
that changes from one state to another is the number of failures outstanding in the network. In this
model, up to three simultaneous failures are considered possible (for higher numbers of simultane-
ous failures, the probabilities are considered too small and are ignored.) The states transition rates
are not shown but a specific rate would be associated with every arrow shown between two states.
Determining the state probabilities is done by solving a set of equations linking the probabilities of
the different states and the transition rates (see [Le094] for details of these equations). Once the
state probabilities are known, the availability of the system can be calculated using the average of

the availability metric A(J) in the N different states, weighted by the probability p; of each state:
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N
Ay = Zpi -A®D) (3.29)
i=1
The applicability of Markov models to transport network availability analysis will be further

discussed in Section 3.5.

3.3.4 Simulation Based on the Markov Model
Once a Markov model has been developed, an alternative to solving the equations is to run a

time simulation of the evolution of the system through the set of Markov states. Each time the sys-
tem enters a state, the different transition rates from that state are used to randomly determine
which state the system will enter next and at what time. On top of having the advantage of not re-
quiring to solve the Markov equations (albeit at the expense of developing a simulation tool), this
method also has the advantage of producing more information than the purely mathematical ap-
proach. Indeed, as the system navigates through the state model, statistics of time spent in each
state can be collected. whereas the purely mathematical method only provides the overall probabil-
ity of being in each state.

Simulation using the Markov state model, however, suffers from the same limitations as the
basic Markov technique, as will be explained in Section 3.5.4. Therefore, another simulation based

approach will be used in this thesis.

3.4 Availability in Telecommunication Networks

3.4.1 Network Availability vs. Service Path Availability
Most of the time in the previous sections we have used the term system to designate the object

under study. In network availability analysis, the first question is to decide what the system is.
Then, we must decide what criterion is used to determine whether the system chosen is in the work-
ing or failed states.

There are several approaches to this question, the first being to consider the network as a whole
as the system. In this case, there are several possible rules for deciding the state of the system. For
example, it could be decided that the network is considered as working only when all connections
of the network are themselves in working state. This approach, in fact, is not a very good one since
it is rare that all connections in a network are simultaneously in a working state and such a model
could therefore give very low availability results, not necessarily reflecting the reality of what is
experienced by the users. Another rule could be that the network will be considered to be in work-

ing state if more than a certain percentage of all the connections are in a working state. This model
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brings an improvement over the previous model but there is still the difficulty of determining what
the level should be. Moreover, when a certain level is chosen, the model might give the same re-
sults for networks in which the proportion of working connections is, on average, much lower or
much higher than the threshold level, and networks in which the proportion is on average respec-
tively, just below or just above the threshold.

The most important drawback of choosing the network as a whole as the system is that the re-
sults obtained are only useful to get a general feel of how available the network is but are not very
useful or even meaningful from a network customer’s point of view. Indeed, it does not matter to a
customer buying a connection from a network whether that network as a whole has an availability
0f 0.95 or 0.99999 as long as the availability of the service provided to them meets their expected
level. This is why, in this thesis work we choose the service path as the system under study. Anoth-
er motivation for choosing service paths as the systems under study is that, as it will be seen later
in the thesis, service path availability is highly dependent on the path length or on the specific
spans traversed by a path. It makes therefore much more sense to study the availability of specific
paths instead of determining the availability of the network and then to deduce availability values
for paths in general regardless of their specific properties. The availability results presented in this
thesis are usually based on the computation of the availability of some representative hypothetical
digital reference path (HDRP) or are averages over all paths of several classes of paths with com-

mon properties (like path length and protection class, to be defined later.)

3.4.2 Common Measures and Units Related to Availability

Several common measures are used to express availability in the world of telecommunication
networks. The most common one is the percentage measure we have presented in the previous sec-
tion, where 4 is defined as the expected fraction of the time the system is working [Spr93]. A way
used very often to express this percentage is to state the number of 9s corresponding to that availa-
bility value. For example, an availability of 0.99999 is referred to as five 9 availability. It should be
noted that every 9 added to the availability figure corresponds to a reduction of the expected una-
vailability by a factor 10.

Another way to express availability is to state the expected number of minutes of outage per
month or per year. For example, with an availability of 0.999 a system is expected to experience
about 8.5 hours of outage per year, as shown by the following calculation:

Expected yearly outage (4 = 0.999) = (1 -0.999) x 8766 =~ 8.5 hours . (3.30)

This way to express the availability is motivated by the growing importance of service level
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agreements contracts (presented in the following section) signed between clients and network serv-
ice providers. This approach, however, has some limitations as explained in Section 3.4.4 and
should be used cautiously, especially when used to decide the terms of a service level agreement.
A measure found in some papers is called the expected loss of traffic (ELT)
[AVDO00a][DeMO03]. It is defined as the amount of traffic that a network is expected to lose in a cer-
tain time period — usually one year. The expected loss of traffic in a time 7, can be related to the

availability function as follows:

ELT(T) = 3" Cap(c) - (1-4(c))- T (3.31)

ceC

where C is the set of network connections, Cap(c) is the capacity of a connection ¢ in C and A(c)
is the availability of connection c. This measure is interesting from a network operator’s point of
view since it does not only reflect the frequency of outages but also the magnitude of these outages.
A common unit related to availability and widely used in networking is the FIT, which stands

for “Failure in 10° hours.” This measure is used to characterize the reliability of network compo-
nents, which are highly reliable. A value of 1 FIT means that a component is expected to fail on av-
erage once every 10 hours. This measure has some relevance to availability analysis that lies in the
fact that the FIT value can be used to calculate the mean time to failure (in hours) of a component

as follows:

10°
MITF = = (3.32)

Finally, another commonly used measure related to network availability is the number of de-
Jfects per million (DPM) [Ogg01]. This measure characterizes the network as a whole and indicates
the number of device failures that happen in a million hours of device operation time. For example,

two device failures in a month for a network with a thousand devices corresponds to 2.74 DPM.

3.4.3 Service Level Agreements
One of the major motivations in developing methods for service availability analysis in tele-

communications networks is the growing importance of service level agreements (SLA). A service
level agreement is a contract signed between a client and a network service provider, that specifies
the service level guarantees that the service provider is committed to provide to the client. These
guarantees can be expressed in terms of minimum average service availability over a year (or
equivalently maximum total outage time per year) and/or minimum average service availability

over a month (or equivalently maximum total outage time per month). The agreement can also in-
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clude other details like maximum consecutive number of minutes of outage, maximum number of
outage events per month or per year, etc.

Along with these guarantees, SLAs specify the type of penalties that the service provider will
have to suffer if the guarantees are not respected. Such a penalty would be, for example, a free
month of service for a customer whose SLA was not respected in the previous month. Given such
risks linked to not respecting SLAs, network operators need to have not only an accurate knowl-
edge of the expected total service outage in a month, but also a precise knowledge of the probabil-
ity distributions of total outage, number of outages, duration of outages, etc., for all service paths in
their networks. Such a knowledge will allow them to limit the risks they are taking and therefore be
able offer competitive SLAs. Conversely, knowing the expected service availability of paths in the
network may allow a network operator to decide when and how the network needs to be upgraded
in order to be able to achieve the service levels promised by SLAs.

Developing methods for detailed service paths availability analysis and availability-based net-

work design is a central topic of this thesis.

3.4.4 Statistically Expected Availability vs. Probability of Outage
One possible misinterpretation of the concept of availability that it is useful to clarify is the link

between availability and total outage per year. It is common to read in papers on network surviva-
bility that an availability of 0.99999 (five 9s) corresponds to about 5 minutes of outage per year.
This figure can indeed be obtained by the following calculation:
outage in a year = (1 —0.99999) x 525960 ~ 5.3 min. (3.33)
This calculation is perfectly correct but the result should be more carefully stated as “an avail-
ability of 0.99999 corresponds to an expected total outage of about 5 minutes per year.” The appar-
ently very subtle difference in the wording is important, especially for a network operator that
wants to determine what kind of SLA can be offered to customers. To illustrate this point, consider
the case of a transport network in which physical span failures happen on a regular basis and for
which it takes on average 12 hours for these physical failures to be repaired by technicians. Let’s
say, for the sake of the argument, that this network is fully restorable to single span failures and that
the main cause of outages are dual span failures (Section 3.6.4 will explain that this is indeed the
main cause of outage in restorable transport networks). When a service path is failed because of a
dual failure, it takes on average 6 hours before one of the two failed spans is repaired (proof of this
is given in Appendix C). The average outage time for service paths put in a non-restorable state is

therefore 6 hours. In these conditions, it appears that a service path is very likely to experience a to-
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tal outage of either a few seconds per year (added restoration times of all the failure events in which
the service was restored, if the service path was never not-restorable to a dual-failure), or a total
outage in the order of 6 hours (if the service path was not-restorable once), or a total outage in the
order of 12 hours (if the service path was not-restorable twice), etc. The statement “5 minutes of
outage per year” therefore only has a statistical meaning in this case, but does not correspond to
any event that is likely to happen. These “S minutes of expected outage per year,” which are much
lower than a real outage would be, would in fact be observed if we took the average over all paths
and over a few years of operation. The way this should be interpreted is thus, rather, that the prob-
ability for service paths of experiencing an outage each year is simply very low.

We therefore advocate that the calculation of total outage time per year should only be used
when the probability of experiencing outage (in the sense “hard outage,” not a collection of small
restoration times) in a year is a significant fraction of 1, and even preferably when the probability
of experiencing multiple such outages is also high. In cases when the probability of experiencing
outage becomes negligible, then doing this calculation becomes meaningless and what should be
considered instead is in fact the probability of experiencing outage.

The equations following in this section determine the expression of the probability of experi-
encing outage and link it to the availability of service. Since developing exact equations that take
into account the complex nature of outage probability distributions of service paths in a restorable
network would be quite complicated (the complexity of developing closed form models for statis-
tical processes linked to restorable services will be shown in Chapter 4), we assume for simplicity
that times-to-outage for restorable service paths are Poisson-distributed with a constant hazard rate
and that the well-known Poisson equations can be applied. It could in fact be argued that the statis-
tical process linked to the occurrence of outages for service paths does in fact intuitively corre-
spond to the definition of a Poisson process. The goal anyway is not to claim exact results but to
show how increased availability qualitatively translates into a reduced probability of outage.

For Poisson-distributed arrival times with a constant hazard rate A, the probability of » arriv-

als in an observation window of size T is:

(3.34)

By combining the relation between A, and MTTF, shown in (3.35) and the relation between
MTTF, MTTR and A shown in (3.36), one obtains the expression of A, in terms of 4 and MTTR
shown in (3.37).
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MTTF = 1/, (3.35)
3 MTTF

4 = YTTF+ MTTR (3.36)
. 1-4

M = TR (3.37)

Equation (3.34) can be used to obtain the expression of the probability of not experiencing any

outage in T
R -
PT) =¢ " (3.38)
as well as the expression of the probability of experiencing at least one outage in T
Ay T
P,, ((T) =1-Py(T) =1-¢ (3.39)
and the probability of experiencing at least two outages in T
Ay T Ay T
P,so(T) = 1-(Py(T)+P(T)) = 1-(e +tA-T-e ) (3.40)
AT
Pyoo(T) = 1-(1+4T)-e (3.41)

These equation are used to produce the results shown in Tables 3-1 and 3-2. In these tables are
related different measures of availability introduced in the previous sections. In Table 3-1 the re-
sults presented are for a network in which the average outage is 6 hours. In this case the value of 6
hours is used for MTTR in (3.37). This MTTR value is not to be confused with the physical MTTR
of spans, it is in fact the mean time to bring failed service paths back to working state, i.c. average
outage time. In Table 3-2, the results presented are for a network in which the average outage is 5

minutes. An example of such network would be an IP layer transport network in which outage is

Table 3-1: Relating the different availability measures in optical transport network

Probability of 1 Probability of 2

Expected Probability of outage or more in | outages or more
Number of downtime per | no outagesina | a year (with 6- in a year (with 6-
9s A U year (stat.) ear hour outages) hour outages)

y

1 0.9 10! 36.5 days ~0 ~1 ~1
2 0.99 102 87.7 hrs. 3.90 x 107 0.9999996 0.999994
3 0.999 10 8.8 hrs. 0.232 0.768 0.430
4 0.9999 10 52.6 min. 0.864 0.136 0.010
5 0.99999 10 5.3 min. 0.985 0.015 1.06 x 107
6 0.999999 10° 31.6s 0.999 0.001 1.06 x 10°
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due to router reboot or routing table re-calculation.

As shown in Table 3-1, for this type of network, an availability of 0.999 seems to represent
some kind of threshold. Below that point (for A smaller than 0.999), the probability of experienc-
ing one or even two outages is virtually 1. At an availability of 0.999 the availability of experienc-
ing one or two outages are fairly high but it is not guaranteed anymore. For availabilities above that
point, the probability of experiencing outage becomes small. In the “Expected downtime per year”
column, the cells with a grey background indicate values that only have a statistical meaning as ex-
plained above and should not be considered as meaningful information when considering the case

of a single service path in a single year.

Table 3-2: Relating the different availability measures in the IP layer

Probability of 1 Probability of 2
Expected Probability of outage or more in | outages or more
Number of downtime per | no outagesina | a year (with 5- in a year (with 5-
nines A U year (stat.) year min, outages) min. outages)
1 0.9 1071 36.5 days ~0 ~1 ~1
2 0.99 102 87.7 hrs. ~0 ~1 ~1
3 0.999 103 8.8 hrs. ~0 ~1 ~1
4 0.9999 10 52.6 min. 2.69x 107 0.99997 0.9997
5 0.99999 1078 5.3 min. 0.349 0.651 0.283
6 0.999999 106 31.6s 0.900 0.100 516x 1073

In Table 3-2, we see that for networks in which the average outage time is lower, the probabil-
ity of outage is still very high for high availability values. Here, in the case of an average outage
time of 5 minutes, the probability of at least 1 outage in a year is still of 10 percent for an availabil-
ity 0f 0.999999 (six 9s). In such networks it is therefore justifiable to talk of about 5 minutes of out-
age per year for an availability of 0.99999.

Results of this type obtained from network time simulations will be presented in Chapter 9.

3.5 Literature Related to Network Availability

3.5.1 Mesh Network Reliability
Judging by name only, the closest body of literature to our present concern would appear to be

that of “network reliability” as surveyed in [RaA90]. However, this field is concerned with various
measures of the graph disconnection probability under the assumptions of edge failure probabili-

ties that are very high (compared to our case) and that there is no limitation on the number of simul-
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taneous edge failures. While this is a challenging theoretical problem, the existence of a
topological route is not a sufficient condition for path availability in a realistic transport network.
The path availability also depends intimately on the capacitation of the network and the details of
the restoration mechanism that applies. Network reliability (in the sense of
[RaA90],[HKC95],[Col87]) ignores standby redundancy and the repair of physical failures. A spe-
cific sub-problem is the “terminal pair” availability problem.

Iselt [Ise00] gives an excellent survey of computational approaches to this problem, which can
represent the reachability between terminal pairs in a packet-switched network or be related to the
probability of blocking in a circuit-switched network. Again, however, there are no specific con-
siderations of capacity effects or restoration mechanisms.

Spragins [SSK86][Spr93] and Colbourn [Col91] seem to have been the first ones to question
the relevance of studies purely based on questions of connectivity of simplified models. What
Spragins advocates instead is an approach where the actual transmission, switching and routing
structures and specific fault recovery mechanisms are taken into account. Spragins recognizes the
fact that incorporating more details of the network structures into already very complex problems
could make them impossible to solve but argues that it is preferable to reflect all aspects of the net-
work structures o some extent rather than doing an exhaustive analysis of a very unrealistic net-
work model. What Spragins refers to by saying “to some extent” is the idea of “most likely path to
failure” presented in Section 3.3.2. In [Spr93], based on these ideas, Spragins presents the general
network availability analysis methodology that consists of developing a system reliability block di-
agram and applying the simplification rules presented in Section 3.2.3 until the block diagram is
reduced to a single block. He also details all the equations needed to determine the availability and

failure rate at each intermediate stage up to the final one-block system representation.

3.5.2 Analysis of Path Availability with Protection Schemes
A topic that gets us closer to the one studied in this thesis is the availability analysis of paths in

transport networks using a survivability mechanism of type protection, as defined in Section 2.4.2.
This includes automatic protection switching, self-healing rings, dual-feeding, and other specific
survivability measures all based on pre-determined rerouting of service paths in the case of fail-
ures. The first study of that type is the one presented by Spragins and discussed at the end of the
previous section.

Another early study on this topic is that of To and Neusy in [ToN94]. As advocated by Spra-

gins, instead of simply considering network connectability between the end-nodes of a service path
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to determine whether the path is considered failed or not, these authors consider the aspect of sur-
vivability with several network protection schemes and their particular characteristics to analyze
the end-to-end unavailability of service paths. The protection schemes considered in that study are
called traffic diversification, restoration of traffic, and traffic survivability. Traffic diversification
refers to dividing service paths sent from one node to an adjacent node in two groups and routing
them on physically separate routes so that a single cable cut may not affect all service paths at once.
Traffic diversification has two variations: one in which channels are not protected against equip-
ment failures and one in which channels are protected by 1:N protection switching between adja-
cent nodes. Restoration of traffic refers to a DCS-based mechanism in which failed service paths
are automatically rerouted through pre-determined backup paths after a reconfiguration time of 2
minutes. Traffic survivability refers to protection schemes in which service paths are completely
protected against the effects of single failures. Restoration times for survivability schemes are con-
sidered to be zero. The survivability schemes considered are: dual-feeding, 1+1 fibre protection,
and 2- and 4-fibre BLSRs.

All the schemes considered use pre-determined rerouting options and thus the integrity of serv-
ice paths is completely determined by the location of failures. The paper considers the contribution
of single cable cuts, single transmission equipment failures, and nodal equipment failures.

For the failure rates, the restoration speeds of the different protection schemes, and the repair
rates assumed, the paper concludes that physical diversity (with or without protection) provides by
far the highest unavailability. DCS-based restoration provides a reduction by a factor 70 of the un-
availability compared to physical diversity with protection (and by a factor 100 compared to the
non-protected case.) Survivability schemes provide the lowest unavailability with a reduction of
the unavailability by a factor 3 to 4 compared to restoration for dual-feeding, 4-fibre BLSR and 2-
fibre BLSR (from most available to least available), while 1+1 fibre protection only provides a
slight improvement compared to restoration.

The analysis of service path availability in ring-based networks has also been investigated in
great detail by Grover in [Gro99a] and [Gro99b]. In these papers, Grover develops closed form
models for the availability of paths through multiple rings of a ring-based network, including all
details of ring size, path routing through rings, and a variety of dual-ring interconnect arrange-
ments. The approach taken by Grover to evaluate unavailability is similar to the study of To and
Neusy [ToN94] but the comparison between different survivability options is provided based on
the availability vs. cost trade-off and not just on unavailability. The cost-availability trade-off to

compare survivability options is an idea that will be used later in this thesis work. An interesting re-
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sult of [Gro99a] that is important for this thesis work is that it was found that, given the statistical
values that were assumed for that study, the unavailability of paths in a long-haul ring-based net-
work is dominated by the effects of non-restorable intra-ring dual span failures. This finding
strongly motivates the search of new options for high availability, especially linked to the problem
of responding to dual span-failures. This thesis work focuses primarily on studying the resilience
of adaptive mesh restoration to dual span-failures aims to show that they provide a great level of re-
silience to these failures. This and their great cost effectiveness makes adaptive mesh restoration a

perfect candidate to replace rings at least in the long-haul but also maybe in metro networks.

3.5.3 Availability Analysis with Adaptive Restoration Schemes
In contrast, the availability analysis of mesh-restorable networks is not as amenable to a com-

pletely analytical approach and, most often, as been approached with significant simplifying ap-
proximations. The flexible nature of a mesh-restorable network—its routing adaptability and its
extensive sharing of spare capacity—make it far less clear how to directly enumerate the outage-
causing failure combinations.

Rowe [Row89] and Wilson [Wil98] both provide studies that in many ways are precursors to
the present work. Rowe [Row89] shows the significant improvement brought to path availability
from measures such as protection switching on transmission sections, random diversification of
trunk routes, and cross-connect route-diversity switching. His study used simulation of a long ran-
dom sequence of failure and re-routing actions to predict availability. That early work did not,
however, address fully restorable mesh-restorable networks in the sense that we now consider with
fully developed capacity design theory and detailed models for the span restoration re-routing
process. Wilson [Wil98] studied the impact of ring and mesh restoration mechanisms on the serv-
ice availability. His ‘point-to-point’ mesh network model is the closest to our present work but is
limited to a special configuration model that does not reflect the complete diversity, topology de-
pendence and adaptability of the mesh networks that we consider in this study.

Arijs et al. [AVD0Oa] compare ring and mesh architectures from a cost versus availability
point-of-view. Their availability calculations for the mesh network are, however, limited to a ded-
icated mesh protection model because of the complexity that mesh restoration would bring to the
analysis. This aspect is precisely one of the open issues of mesh availability analysis that we seek
to address in a systematic way to determine availability in the presence of truly dynamic, adaptive,

mesh restoration, as opposed to pre-determined protection arrangements.
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3.5.4 Service Availability Analysis using Markov Modelling
Cankaya is another investigator that found it necessary to simplify the mesh restoration model

to address the availability analysis with Markov modelling methods [CaN97]. Each Markov state
has an associated number of outstanding failures and a functioning state. Solving the equations
gives a network-wide availability based on the assumption that below a certain functioning level
the network as a whole is consider failed. Specific detailed effects of the network topology, capac-
ity and restoration routing behaviour are, however, lost in the assignment of overall global state

transition state probabilities to apply the Markov model.

3.5.5 Service Availability in Networks with Priority Classes
Barezzani et al. [BPZ92] study the availability of a network with several traffic priority class-

es. Network availability is defined as the probability that the proportion of end-to-end connections
in the up state at any moment in time is above a certain level for each of several priority classes.
The study also investigates the improvements brought to the availability of high priority traffic by

allowing lower priority traffic to be dropped for its restoration.

3.5.6 Service Availability in Networks with Multi-Layer Restoration
The same definition of network availability is used in [VDL95] in the context of multi-layer

restoration, in which the restoration of the traffic starts at a given layer of the transport network
when the lower levels have exhausted all their restoration capability. [VDL95] recognizes that a
network-wide availability definition based on a “network fully up” or “network fully down” alter-
native does not convey the notion of how much traffic is actually lost. That is addressed with an
Expected Loss of Traffic per year metric for the whole network. Both these papers focus on a path-
restoration strategy that relies on the search for alternate end-to-end paths to re-route affected cir-

cuits in the event of single and dual span-failures

3.6 Analytical Analysis of Service Availability in Mesh-Restorable Networks

3.6.1 The Issue of Restoration Time
The aim in this section is to establish that the reconfiguration time to restore single failures is

essentially irrelevant in the debate about availability. Historically, great importance has been given
to the issue of restoration speed with ring advocates saying “S0 ms is essential” and mesh advo-
cates saying “anything under a second is absolutely suitable.” As a consequence it has often been
assumed that fast restoration is required to achieve high availability. In fact, the fallacy of this as-

sumption can be demonstrated right away. Consider, as an example, a service path that undergoes
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12 successful single-failure restoration events in five years (a relatively large number of such
events) but then suffers an outage of 6 hours (half of a typical physical repair time) from a dual fail-
ure. We will calculate the unavailability of the service assuming (a) 50 ms, (b) 1 second single-fail-

ure reconfiguration times. In (a) we have:

12 50%107° + 6 - 3600

Uph =~ g7e 3600 = 1.36896x10™%, (3.42)
or
Ay, = 0.99986310. (3.43)
In case (b) we have:
Upatn = orgres s = 136969x10°, (3.44)
or
Ay, = 0.99986303 . (3.45)

The point is that despite the intuition that fast restoration times goes hand in hand with high
availability, there is virtually no practical connection between these measures. What absolutely
dominates the availability of a restorable network is whether or not the service is exposed to an un-
restorable dual (or higher-order) failure. Almost any imaginable number of successful reconfigura-
tions to single failures can occur without the availability moving numerically from virtually unity.
This is true whether those reconfigurations take 50 ms or 1 s. But if a single outage is experienced
that relates to the time required to complete one of the physical repairs required under a dual failure
scenario, then the availability is dramatically impacted. This argument, simple but counterintuitive
to many, was first clearly elucidated in the literature in [C1G02a] and is gaining increased under-
standing in the industry today.

We are not arguing here that restoration time is not an important consideration in its own right.
Obviously, if all else is equal, faster restoration is better. But the point is that if one’s customer
wants to talk about service availability, it has essentially nothing to do with restoration speed if any
reasonable automated scheme is employed within a corresponding spare capacity environment that
is designed to ensure full single failure restorability. What such clients absolutely need to avoid are
multi-hour outages that could cause them losses of millions of dollars. As a performance measure,
availability does reflect the latter concern but is utterly unresponsive to any practical differences in
restoration switching times.

We also do not mean to imply that mesh schemes are necessarily inferior to rings in restoration
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speed. Modern cross-connects have been designed with mesh restoration in mind as a key applica-
tion and can reduce restoration times to little more than the network propagation times involved. In
fact large BLSR rings are similarly limited by signalling propagation times. In practice, 250 ms is
reportedly more typical of BLSRs [Ray01], not the “50 ms” of folklore automatically associated
with any kind of ring (only 1+1 APS and UPSR rings routinely achieve 50 ms.) Moreover, any re-
maining doubts about mesh restoration speeds are addressed by the Distributed Pre-Planning
(DPP) concept [Gro94]. Under DPP mesh restoration trials are exercised constantly in the back-
ground so that efficient and up to date pre-planned paths are already known in advance of a failure.
With fast cross-connects, the real-time activation phase is then limited only by physical alarm

propagation speeds.

3.6.2 Path Unavailability and the Concept of Equivalent Unavailability of Links
If we first imagine a mesh network over which a path p is provisioned over N spans, but with

no restoration mechanism, based on the result of equation (3.21) in Section 3.2.3 we would fairly

accurately estimate:

A @)= 1= > Upd) (3.46)
ieS@)
where U, (i) is the physical unavailability of the i link in the path.

Therefore one way of thinking about the action of span restoration is that it is a transformer of
physical span unavailability to a lower equivalent unavailability of links on the span. This view-
point, proposed in [C1G02a], argues that from the standpoint of an end-to-end path, there are two
equally acceptable ways in which a link along the path can be in “up” state: either it is physically
working, or it is physically “down” but transparently replaced by a restoration path between its end

nodes. Thus if we define the equivalent unavailability of a link U;nk(i ) as follows:
U;nk(i) = P{link i down M link i not restored}, 3.47)

then the path availability has the same form as (3.46) but is based on U:ink(i ), not U]‘i’nk(i) . This
line of reasoning reduces the problem of calculating path availability to determining the equivalent
unavailability of links in a span-restorable network based on the capacity in the networks and the

particulars of the restoration mechanism.

3.6.3 Determining the Equivalent Unavailability of Links
Let us consider the first three orders f of failure multiplicity corresponding to single, double

and triple span failures. OQur viewpoint is to determine the fraction of the physical unavailability of
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links on span i that is converted to equivalent unavailability. Clearly, with no restoration mecha-
nism and no spare capacity, there is a one-to-one conversion: U:mk(i) is equal to U}, (i) . But with
a restoration mechanism and a given distribution of spare capacity, the fraction of U, (i) that
comes through to Urink(i ) depends on the failure states of other spans in the order-f failure scenar-
io. Not all demands crossing span i may be restorable if there are coincident failures outstanding on
other spans. It also depends in principle on the reconfiguration time for demands that are restorable
but in practice, as seen in Section 3.6.1, this is a very small effect compared to outage due to mul-
tiple failure states that are not fully restorable. Conceptually, however, the restoration time for
restorable demands may be longer for higher order failures. The action of the restoration mecha-
nism within the spare capacity environment that survives the failure scenario can then be through
of as providing a mapping from physical to equivalent link unavailability. The mapping takes two
effects into account:

1. First, a multiple failure state may or may not support the feasibility of restoration for all links
on span i. In the absence of a priority scheme, each link on span i will have to share this expo-
sure to a capacity-related risk of incomplete restoration. To characterize this we define the mul-
tiple-failure restorability R;. R, is the fraction of the total failed working capacity that can be
restored averaged over all f~order scenarios. In this thesis there will be very frequent mention of
R, to refer to the restorability to single span-failures and R, to refer to the restorability to dual
span-failures.

2. Second, we allow for a general reconfiguration outage-time for links that are restored.
Although in practice we assume techniques that reconfigure in a few seconds at the very most
(making this factor insignificant), the general model allows that restoration time could become
significant depending on the failure order. Thus U:ink(i) is shielded from Uﬁ’nk(i) on a span i

through the following general conceptual mapping:

Upni(i) = Ule) % (3.48)

Z p(state f—1) - (restoration time exposure) - Rf + 1-(1- Rf)

0 - Tyt
=123 time exposure capacity exposure
(restorable fraction) (unrestorable fraction)

-
exposure function

In equation (3.48), p(state f— 1) represents the probability of being in failure state f'given that
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span i is already failed (the probability of that is already accounted for with Uﬁnk(i) ), the capacity
exposure relates to the first point presented above and the time exposure relates to the second point.

Details of the time exposure and capacity exposure functions are given in the following section.

3.6.4 Comparison of the Contribution of Various Failure Types to the Unavailability
Table 3-3 provides expressions for the terms of equation (3.48) for single, dual and triple span-

failures. This discussion is adapted from work published in [C1G02a]. The domain of the exposure
function is [0,1] and it expresses the extent to which links on a failed span are exposed to outage by
virtue of incomplete restorability due to coincident failure states on other spans or, if restorable, the
extent to which they are exposed to the restoration time. For example, if the network is designed
for full single span failure restorability, then for any single span failure scenario the capacity expo-
sure is zero and the time exposure is the restoration reconfiguration time. Table 3-3 gives the cor-
responding easily derived expressions for dual and triple span-failures. For lack of better data we
assume a constant reconfiguration time in Table 3-3. The time exposure values are the ratio of ex-
pected restoration time to the expected average time in the corresponding failure state. For instance
the average time in a dual span-failure state will be half the MTTR if the failures are independent,
and a third of the MTTR in a triple span-failure state. Mathematical proof of this is given in
Appendix C.

Table 3-3: Relative contribution of failure events on the unavailability of links

Network Probability given failure of Capacity Contribution

State f Description span i Time exposure exposure in example
Single span-fail- Av. RestTime -8

1 ure, i 1 UTTR 0 1.38x10

Dual span-fail-

2 ure, iand other || (181~ 1)+ UR, (1) ALRLINC R, |1-R, | 855x107
span j ’
Triple span-fail- 5 .

3 ure, i and other || {511 2 81-2) 2 iy ‘%‘ﬁ(ﬁ% Ry | 1-R, 4.62x107°

spans j, k

Let us now use equation (3.48) and Table 3-3 to support an argument that, in practice, dual
span-failure scenarios will dominate the unavailability. This follows because by definition there is
no capacity exposure in networks designed for full single span-failure restorability. Thus for single
span-failures we have only a time exposure to the restoration process. The next most likely failure
scenarios are dual span-failures. For dual span-failures we may expect a significant capacity expo-

sure in a network designed only for single span-failure restorability. Similarly for triple span-fail-
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ure scenarios, we expect that R, is likely to be much smaller than 1. As an example, consider a 20-
span network for which the restoration time is 2 seconds, the physical span MTTR is 12 hours,
UP (i) equals 3x107*, R, is 0.5, and R, is 0. Based on results that follow in Section 4.5, an R,
of 0.5 is conservative and an R; of 0 is the worst case assumption for this argument. Under these
assumptions, Table 3-3 shows the resulting contributions to U;nk(i ), indicating that dual span-fail-
ures are by far the main factor to consider.

As explained previously, the link equivalent unavailability values U;ink(i) represent the prob-
ability that any individual link (a single capacity unit) on a span is in the “failed and non-restored”
state at any point in time. As a consequence, there are a small number of situations where the una-
vailability of a path may be over-estimated by (3.46). In other words, (3.46) is strictly a somewhat
pessimistic estimate of the actual path availability. This arises in the rather specific circumstances
of an (i,f) dual span failure scenario for a path that: (i) crosses both spans i and j when, (ii) both of
the spans i and j have less than complete individual restorability levels under the (i) failure scenar-
io. Under these rather specific circumstances, the path availability will be slightly under-estimated
because (3.46) will sum the individual link unavailabilities on each span above as independent con-
tributors to the path outage whereas in reality they only contribute once to the unavailability arising
as a single scenario. Figure 3-2 shows an example of how a span failure could be counted twice in
the unavailability of a given service path.

It is important to realize that this will not be a large numerical effect, however, and that any
bias due to it is a pessimistic one. Of all dual failure combinations that only those where both fail-
ures fall on the same path can possibly have this effect, and only if both of the spans in those sce-
narios individually has less that a full restoration level. If either individually has full restoration,

*
then Uy, (i) is zero for that span in the specific scenario, and the overestimation effect does not

This link (on the
same service path)
is also failed and
non restored.

This link is
failed and
non restored.

Service
path

Figure 3-2 Example of how a dual span-failure can be counted twice in the unavaila-
bility of a service path
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occur. For dual span failures several spans apart on the same path this is likely to be the case due to
the spatial separation of their individual restoration patterns. Where the over-estimation will be
more likely is for adjacent-span failures as shown in Figure 3-2.

A final point is to also observe that the overestimation is based on assuming a random alloca-
tion of restored links on each span to paths transmitting the span. In practice it could be advanta-
geous to make a coordinated allocation of restored capacity on each span to priority-path basis. In
that case a certain number of priority paths could effectively get a U:ink(i) of zero almost all the
time. In fact any time the restorability R,(i,j) of a particular dual span-failure (i,j) is greater than
zero we could think of the top-most priority path being preferentially allocated the restored links,
in which case its path availability would also be estimated by (3.46), but witha U, ;nk(i ) of zero any
time R,(i, ) is not zero. (Methods to determine R,(i, /) and formal expression of that function are
given at the beginning of Section 3.) This is an observation to keep in mind when we see in the re-
sults just how extremely rare it is ever to see an Ry(i,j) of zero, and it is an important point to

which we will return later in the thesis.

3.6.5 Exact and Approximate Models of Path Availability
The exact availability model for path availability is based on the cut sets approach [BiA92]:

Apan®) = 1=Upap) = 1- 3" P{/} - (1-R(£ p)) - (3.49)

feF

In (3.49), f denotes an element of the set F of all possible failure combinations (and not a fail-
ure order as in (3.48).) P{f} is the probability of failure combination fand R(f, p) is the restora-
bility of path p to failure f. Following the cut set method, we are subtracting from the availability of
path p the probability of each failure fin the set of all possible failures F if path p is not restorable
to that failure, i.e. if R(f, p) is equal to zero. Note that in the case of a non-deterministic restoration
process (if the restorability of a path p to a failure fis not necessarily 0 or 1, but can be random with
a real valued probability R(f, p) of happening as it would be the case when multiple equal-class
service paths are competing for an insufficient number of restoration paths), equation (3.49) ap-
plies too. In that case, we are subtracting the probability of each failure weighted by the probability
of path p not to be restorable to that failure from the availability of the path.

As explained in Section 3.3.2, a strategy to reduce the analysis work of the cut set method is to
limit ourselves to considering only failure combinations up to a certain order. Based on the results
of Section 3.6.3, and assuming a network design that is fully restorable to any single span-failure,

a very good approximation of path availability can be obtained by limiting the set F to all dual-
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span failures. In that case, the expression becomes:

Apun®@) = 1~ Z ZP{dual span failure (i,7)} - (1 = R,(i, J, p)) (3.50)

ieSjesS
J#i

where R,(i, j, p) is 1 or 0 depending on whether path p is restorable to dual span-failure (i) in a
deterministic restoration case, or it is the probability of path p to be restorable to dual span-failure
(i,§) in a non-deterministic case.

In (3.50), the probability of dual span-failure (i,j) can be expressed in terms of the unavailabil-

ity of spans i and j, respectively U; and U,, yielding:

Apath(p) =1 - z ZUI l]j(l—RZ(lL]ap)) (351)

ieSjesS
J=i

A slight variation of equation (3.51), in the context of multi-class service paths, consists of

considering the service class ¢ of path p (more on service classes will be presented in Section 6.2.3

and mainly in Chapter 8) and expressing the availability of path p as:

Apar®) = 1 =3 S U Up- (1= Ry(i, ) (3.52)

ieSjeS
j#i

where ch(i, J) denotes the restorability to dual span-failure (i) of affected paths in class c.
In the context of a network with only one class of service paths, equation (3.50) does not have

to be used and can be replaced by:

A = 1 =Y 3 U Up- (1= Ryl ) (3.53)

ieSjes
j#i

where R,(i, /) is the restorability of service paths to the dual span failure (i,)).

Two even simpler availability models can be used by using the span-average restorability val-
ue R,(i), which represent the average restorability of paths routed through span i over all dual
span-failures involving span i, or using the network-wide average R, representing the average
restorability of affected-paths over all possible dual span-failures. The resulting expressions for the

availability of a path p are:

Apath(p) =1- Z U;- Uspan (1 _RZ(I)) (3.54)
i € path p

and:
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2
Apath(p) =1-N- Uspan “(1-R,) (3.55)

where Ug,,, denotes the average span unavailability over all spans of the network, and N is the
number of spans crossed by path p.

While equation (3.54) is expected to remain fairly accurate (although the link between specific
R,(i,j) and U; values is lost in the use of an average U, ), equation (3.55) is likely to provide
much less accurate results since the information about the specific route taken by path p is lost by

using simply N to characterize the path.

3.7 Summary
This chapter has presented the important definitions and concepts of availability analysis. As it

was explained, this thesis will be focusing on developing methods for the availability analysis of
end-to-end service paths in span-restorable mesh networks. Special emphasis will be put on meth-
ods that take all the details of mesh networking into consideration: specific routing of each demand
unit, knowledge of capacity allocation and use, and detailed simulation of restoration mechanisms.
The approach taken will therefore not limit itself to considering problems of network connectivity,
which, as explained, have been already intensively studied under the general topic of “network re-
Liability.”

One of the important results of this chapter has been to show the direct relation between avail-
ability and the restorability to dual-failures, and the relatively low importance of the speed of res-
toration to single-failures. Based on this result, the following chapter will concentrate on the

problem of determining the restorability of a span-restorable network to dual-failures.
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4. Computational Analysis of the Dual Span-Failure Restorability

The material in Sections 4.1 and 4.2 is an adaptation and extension of that first presented in
[C1G02a].

4.1 Introduction
A dual span-failure is denoted (i,f), naming the two spans involved and the order of failure. In

case of a dual span-failure in a network that is “only” designed to be restorable to single failures,
there may or may not be enough feasible restoration paths to restore all the affected working paths
on the failed span. The restorability of a dual span-failure (i), already referred to many times in

the previous section, can be expressed formally as follows:

. =1 NG
Ry(i,j) = 1 Wi+wj’ w;tw; =0 “4.1)
where N(i, j) is the number of non-restorable working capacity units over both spans in the event
of dual span-failure (i), and w; and w; are the number of working capacity units on spans i and .

The dual span-failure restorability can also be defined for a given span i as the average of
R,(i, j) over all ordered dual-span failures involving span i:

1
No_ L N LR (i 42

jes,j#i
wi+wj¢0

However, a preferred definition for R,(#) will be the average of R,(i, /) over all ordered dual-
span failures involving span i, weighted by the total working capacity to be restored in each com-
bination (i)

1 .
. W) eS8 i
o2 ) esyz

jeS,j#i
W,‘+Wj¢0

Ry(i) = (w; +w;) - (R,(G, ) + Ry, 1) 4.3)

which can also be expressed as:

S NG+ NG, )
Rz(l) = 1_f€S.i¢f (44)
2- Z (w; +w))

jesS,izj

It can easily be shown that the previous expression can be simplified to give:
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S NG+ NG D)
Rz(i) = 1--Llefiz] 4.5
2-(81-2) w2 3w,
jes

Finally, the dual span-failure restorability can be defined as a network-wide metric by averag-

ing R,(i, ) over all ordered dual span-failures:

1
Ry = i—a——" Ry(i,j 4.6
27 si-asi-n Zs Z;g 20,)) (4.6)
I
witw;#0

or as the weighted average:

1 .
R, = Z Z (w; +w;) - Ry(0, ) 4.7
Y2 mitw) ies es
ieS JjeS wi-{-:z;;tO
j#i
w,-+wj¢0

which can also be expressed as:

XXM FFNG)
D (w;tw) 2-(181-1- 3w,

ieS

R,

(4.8)

where the double summation is over the same set as in (4.7).

The goal of this chapter is to present a general method for the determination of dual span-fail-
ure restorability in span-restorable mesh networks. First, we identify a set of canonical dual span-
failure types. This exercise underlines the difficulty of developing closed-form models for availa-
bility in networks using adaptive restoration. Then, we present a reference optimization model that
can be used to determine the maximum achievable dual-failure restorability. This is followed by
the presentation of three progressively more adaptive models of the span-restoration mechanism.
Finally, the last section of this chapter presents experimental results of the dual-failure restorabili-
ty. Through these experiments we investigate the relative performance of the three restoration
models and we identify factors that mostly affect the dual-failure restorability and therefore the

availability.

4.2 Dual Span-Failure Types
When considering a span-restorable mesh network there are four logical categories that de-

72

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



scribe dual-failure combinations:

i. Failures that are spatially independent (the restoration route-sets are disjoint).

ii. Failures with individual restoration route-sets that “content” spatially.

iii. Cases where the second failure damages one or more restoration paths of the first failure.

iv. Cases where the two failures isolate a degree-2 node or effect a cut of the graph.

Figure 4-1 (i) to (iv) illustrate the four cases listed above. In these illustrations, only the net-
work of spare links is shown and working capacities are indicated only for the failed spans. The
bold lines show the restoration paths formed to restore the indicated number of working links.
Where relevant, the first failure to occur is associated with w, .

Figure 4-1 (i) shows a case of no spatial interaction between the individual restoration route-
sets. Since both failures are fully restorable, R, (i, j) for the scenario is equal to 1. Whether the res-
toration route sets interact or not depends on the re-routing mechanism and on the working and
spare capacitation of the graph.

Figure 4-1 (ii) portrays a case in which there is spatial interaction between the routes of the re-

spective restoration path-sets. Depending on the spare capacities in Figure 4-1 (ii), outage may or

(i) Spatially independent (ii) Contending for capacity

(iii) Restoration path hit (iv) Degree-2 cut

Figure 4-1 Types of dual span-failures
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may not result from contention for available spare capacity between the two failures. As drawn, af-
ter restoration of w, , only one restoration path is feasible for the second failed span. Consequently,
if w, is greater than 1 the second failed span will not be fully restored. If w, equals 2 in Figure 4-
1 (ii) we would say that for the failure of the particular ordered pair of spans (i;f) the restorability
on the second failed span is 1/2 and over the two failures together (R,(#,) for the scenario) the
restorability is 3/4. Note in general that if the order of the failed spans had been different, the
restorability for each span could differ as well.

Figure 4-1 (iii) is a case where the second failure damages restoration paths of the first failed
span. In this case the number of restored links for the second failure depends on the remaining
spare capacity after the first failure and depends on the “secondary” adaptability of the restoration
process, i.e. whether the restoration path is severed by a second failure. The result also depends on
whether sufficient spare capacity remains for the mechanism to repair the damage to its first path-
set by an updated restoration response.

Finally, Figure 4-1 (iv) portrays the case where a degree-2 node is isolated by the failure of
both its adjacent spans, creating an unrestorable situation: here R,(i,/) equals 0. More generally,
if there is any cut of the network graph that contains only two edges, there are two ordered pairs
that will disconnect the graph. In this case, the amount of spare capacity and the adaptability of the

restoration mechanism have no influence on the restorability and R, (i, ) always equals zero.

4.3 Optimal Two-Commodity Max-Flow Reference Model
As we started to explain in the previous section, in the case of a dual span-failure the number

of non-restorable capacity units N(i,j) depends on the location of both failures (i.e. on the type of
dual-failure as described above). In the case of failures where multiple affected working capacity
units are contending for spare capacity, N(i,j) also depends on the adaptability of the restoration
mechanism. However, even with the most adaptive and efficient mechanism, there is a theoretical
minimum number of capacity units which cannot be restored due to the inherent limitation on the
maximum simultaneously achievable flow between the end node of both failures. Finding this
maximum flow is referred to here as the two-commodity maximum-flow (TCMF) problem. We do
not know of other works or contexts when TCMF is specifically of interest. Let us first express this
problem as an ILP formulation using the same approach as for the formulations presented earlier in
this thesis, that is, as a problem of assigning flows to a set of eligible restoration routes:
TCMF-Path: Minimize N(i, j) 4.9

Subject to:
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N@,j) = wi+wj—[ s Z;ﬁ (4.10)

peP; peP,;

ff<C,-(1-87) (.11

ff<Cy-(1-87) (4.12)

w; 2 Zf,.” (4.13)
pep

w2 3 fF (4.14)
pePp

N 8L St Y G S VRS, izk, j#k (4.15)

pep, pep,

Constraint (4.10) relates the number of non-restored capacity units N(i, /) to the total working
capacity to be restored and to the total restoration flows for both failed spans. Constraints (4.11)
and (4.12) use an arbitrarily high capacity constant, C,_, to ensure that no restoration flow for any
of the two failed spans is assigned to a route crossing the other failed span. Constraints (4.13) and
(4.14) ensure that the total restoration flow assigned for each failed span does not exceed the total
working capacity that needs to be restored on that span. This prevents a feasible excess of restora-
tion flow for one of the two failed spans to be used to reduce N(i,j) in the case where the other
failed span is not fully restorable. It also prevents N(i, j) from taking negative values. Finally, con-
straint set (4.15) forces total restoration flows on each span other than the two failed spans not to
exceed the amount of spare capacity allocated on it.

To obtain the actual maximum flow using the previous formulation, we need to consider all ex-
isting restoration routes for each span, with no limitation on the number of hops or other limitation
on the total number of routes provided to the ILP solver. For large or even medium networks, this
becomes difficult given the astronomical number of possible restoration routes, therefore the set of
eligible routes has to be limited for the solver to be able to find a solution. The problem is then that
the solution found is not guaranteed to be the optimal one since a better solution may be found us-
ing longer restoration routes. In fact, the experiments that were conducted to produce the results
presented in Section 4.5 showed that for some of the largest networks, the restoration flow found
by experiments based on a computational analysis of the restoration exceeded the one found by the

TCMF-Path formulation using a restriction on the number of eligible routes. Indeed, as it will be
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seen later, the restoration models do not assume any maximum restoration route length limitation,

which explains this apparent contradiction. Although the TCMF-Path formulation remains useful

in the case where there is, in practice, a limitation on the maximum length of restoration routes or

any other constraint on what routes can be used for restoration, an alternative approach has to be

used to be able to solve the true TCMF problem for medium or large networks.

This alternative approach is based on the flow conservation principle. In contrast with the pre-

vious approach, we are not assigning flows to end-to-end routes but to spans. For this formulation,

the following parameters are defined:
N Set of nodes in the topology
A(n) Set of nodes adjacent to node n, Vn e N
o(k) Originnode of spank, Vk e §
d(k) Destination node of span &k, Vk € §

as well as the following new variables:
1

X, n restoration flow for the first failed span (i) from node m to node n
xfn, . restoration flow for the second failed span (j) from node m to node n
TCMF-Flow: Minimize: N(i, )
Subject to:
NG, j) = witw; - [ Z XoGipm * > x«zzw, m]
m e A(o(i)) m & A(o(7))

z x:”,n= Z x:,’m,VneN,n:&o(i),n;td(i)
m € A(n) me A(n)

Z xfn,n= z xi,m,VHEN,n:to(j),n;td(j)

m < () m e atn)
Xy = 0, ¥(m, n) € {(0()), d()), (d(j), 0())}
Xy u = 0, V(m, n) € {(o(i), d(i)), (d(i), o(i))}
oy = 0, Vm € A(0(i)), m = d(i)

Xm oy = 0, Vm € A(0())), m = d(j)

1
Z xo(i),m < W,

m e A(o(i)), m=d(i)
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Z xf,(i)’ mS<W (4.25)
m & A(o(j)), m# d(j)
X, iy Xy, o+ oy, diiy T Xy, oty S Sk» VK E S, ki, k#j (4.26)

Constraint (4.17), as with (4.10), relates the number of non-restored capacity units N(i,j) to
the decision variables and input parameters. Constraints (4.18) and (4.19) enforce the flow conset-
vation constraint for the restoration flows of each failed span at each node except at the end nodes
of the failed spans. Constraints (4.20) and (4.21) ensure that no restoration flow for one of the
failed spans can be assigned to the other failed span. Constraints (4.22) and (4.23) prevent restora-
tion flow from coming back to the origin node of a failed span. Not having these two constraints
would allow the solver to assign extra restoration flow leaving the origin node of a failed span and
assign some restoration flow in the other direction to respect the flow conservation constraint at the
first node en route, and therefore wrongfully decrease N(i,j) through equation (4.17). Constraints
(4.24) and (4.25) ensure that no more restoration flow can be credited for the restoration of each
span than what is actually needed. Finally, constraint set (4.26) guarantees that the total restoration
flow assigned to each span does not exceed the total spare capacity allocated on that span.

The AMPL model that was developed to solve the TCMF-Flow formulation is detailed in
Section D.2 of Appendix D.

The objective of adaptive restoration mechanisms is to get as close as possible to TCMF.
Adaptive restoration, however, sometimes has some additional constraints which might prevent
them from achieving the maximum flow. For example, it can be a requirement that restoration
paths of the first failure that are intact after the occurrence of the second failure be not touched,
whereas TCMF does not consider any constraint on the routing of any of the restoration paths. The
following section will present three different models of the restoration mechanism corresponding
to different assumptions regarding such requirements. In Section 4.5, TCMF will be used as a ref-
erence to evaluate the performances of the various models of the restoration mechanism presented

in the following section.

4.4 Various Models of the Restoration Mechanism
As conveyed by Figure 4-1 of Section 4.2, it is not straightforward to predict mesh availability

analytically. The R,(i, /) of each failure scenario depends in detail on the specifics of the (i,) pair,
the failure sequence, the exact working and spare capacities, the graph topology, and the assumed

restoration dynamics. In fact, the single most important factor that makes predicting mesh availa-
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bility analytically more difficult than for protection mechanisms like rings is that the type of mesh
restoration we are considering here is adaptive to changes. In other words, the way in which paths
are rerouted in response to a failure is not pre-determined. As a result, in order to predict availabil-
ity without making approximations that would over-simplify the problem, we need to consider all
of the details of the restoration paths routing mechanisms. This way we can explicitly determine
the outcome of all dual-failure restoration scenarios by computer-based experiments.

For the case of span-restoration, three technical models for the restoration process were devel-
oped to see how varying levels of adaptability would affect R, . Each of the models corresponds to
different technical options for engineering the restoration mechanism. The restoration routing ex-
periments are based on k-shortest paths (ksp) routing behaviour for the basic single-failure re-
sponse model [DGM94][MaG94]. Using ksp means that each restoration path set is formed by first
taking all paths feasible on the shortest route, followed by all paths feasible on the next shortest
route not re-using any spare capacity already seized on the shortest route, and so on, until either all
required paths are found, or no more can be found. This is known to be extremely close to maxi-
mum flow in typical transport networks [DGM94] and can be computed in O(rlogn) time
[MaG94]. The ksp algorithm is also an accurate functional model for the self-organized restoration
path-sets formed by the SHN™ protocol [Gro97]. The following three sub-sections look at three
levels of adaptability mentioned above that can be modelled with ksp to determine R, by exhaus-
tion of all dual span-failure experimental trials. These three progressively more adaptive restora-
tion behaviours will generally be referred to as: Static (presented in Section 4.4.1), partly-adaptive

behaviour (presented in Section 4.4.2) and fully-adaptive behaviour (presented in Section 4.4.3.)

4.4.1 Static Pre-plans or Protection (Model 1)
The first model for restoration behaviour is meant to represent restoration that is wholly based

on centrally computed single-failure pre-plans. In this model, restoration of each span failure fol-
lows a pre-determined plan, trying to restore both spans as if each were an isolated failure. If not
enough spare capacity exists to support the superposition of both static pre-plans, restoration paths
of the second failure are suppressed to conform to what is feasible within the spare capacity re-
maining after the first failure.

Figure 4-2 shows an example of the response of the static restoration behaviour to a dual span-
failure. On the figure, the first failure is represented by the explosion symbol with the number one.
That failure is assumed to result in full restoration of the affected working units (three in this case)

on that span using three restoration paths (each on a different route). The second failure is repre-
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restoration paths

Infeasible
Restoration paths

Pre-planned '
restoration path ™.~ Restoration

cannot be used paths

Figure 4-2 Response of the static restoration behaviour to a dual span-failure

sented by the explosion symbol with the number two. In this example, two incidents happen that
are specific to the static behaviour. The first incident is the loss of a restoration path due to the fact
that the second failure hits that path (here, path 18-16-14-15 is lost). With the static restoration be-
haviour nothing is done to repair or replace that failed restoration path. The second incident is the
infeasibility of one of the pre-planned restoration paths for the second failed span. In this case, the
infeasibility of that restoration path is due to the fact that the path crosses the first failed span, but
another possible reason for the infeasibility of a pre-planned restoration path could be that the re-
quired spare capacity may not be present everywhere along the path (some of the required spare ca-
pacity could indeed already be used for the restoration of the first failed span).
To determine the dual span-failure restorability R,(i,/) of a mesh network using static resto-
ration pre-plans, the algorithm described in the following lines was developed.
The algorithm uses the following input parameters:
§ Set of spans in the network
P; Set of restoration routes for the restoration of span i, Vi € §
Af-’ Vector of size |S] describing pth route for the restoration of span i, Vi € §,Vp € P; (the
K component of that vector is & 1)
]f Flow on pth route for the restoration of span i, Vie §,Vp € P,
S Vector of size |S| describing the network’s spare capacity allocation (the K component of
that vector is s;)

It is important to note that, unlike in the case of capacity design as presented in Section 2.5.3,
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the f:' values are not variables here but parameters, which clearly indicates that we are dealing with
a pre-planned scheme, where the assignment of flows to the different restoration routes upon any
span-failure is something known in advance.

We now describe the algorithm for determining R,(i,) for a given failure combination (i,).
From the input information we first calculate the available spare capacity SZ j during failure of

span i and j:

where e; and e; are the iM and jth unit vectors (the ¥ unit vector contains only zeros and a one in
*
the &th position). Basically S (i, /) is identical to S with 0 in place of s; and s, .
From the input information we calculate the vector of required spare capacity for the simulta-

neous restoration of spans i and j:

Si= S ML AL (4.28)

pep, peP,

We then follow the algorithm described on Figure 4-3. The algorithm can be viewed as having
two stages. In the first stage (where x = j), the number of non-restorable working capacity units
on the second failed span (j) is determined. In this stage, the spare capacity of each span k is
checked to see if the available spare capacity SZ Ak} is less or equal to the required spare capacity
S;, (k) on that span. Every time a span with missing spare capacity is found, some backup paths for
the second failed span are suppressed if they cross that span until either the available spare capacity
becomes sufficient to support all remaining paths or no paths crossing that span can be suppressed
anymore. When all spans have been checked, we proceed the second stage (x = i) in which will
be determined the number of backup paths of the first failed span that have been hit by the second
failure. In this stage, these backup paths will be suppressed and counted in N(7, 7). When all the

spans have been checked, the dual span-failure restorability can be calculated using equation (4.1).

4.4.2 First-Event Adaptive Behaviour (Model 2)
The second model of restoration dynamics assumes that after a first failed span has been re-

stored (not repaired), the restoration mechanism of any second failure is aware of, and adaptive to,
the changes in available spare capacity resulting from the first failure. Moreover, if any restoration
path for the first failed span is routed over the second failed span, the restoration mechanism will
combine the requirements for the second span failure with the failed restoration paths of the first

failure. However, new restoration paths are not sought between the end-nodes of the first failed
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Figure 4-3  Algorithm for analyzing R, with the static behaviour
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