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ABSTRACT

With the rapid development of internet technology, web pagevaved from a
traditional richtext information source to a mufiinctional tool, which caserveimages,
audios and videgsct as the GU({Graphical User Interfagecomponents of distributed
applications, and so on. Similarity evaluation of thedernweb pagesecomes more
essential yet difficult. On one hand, while many search engine rely on keyword search,
texts play less important roles in web pages. On the other hand, there exists a variety of
browsers and platforms that support HMTL/CSS/JavaSuridifferent levels, causing a

web page is displayed differently among browsers

To address these issues, we propose four research topics. The first topic is to
identify semantic blocks on web pages. We propose a model for merging web page content
into smantic blocks based on human perception. To achieve this goal, we corlsiyact a
tree to remove hierarchical inconsistencies between visual layout and DOM tree of web
pages; wearanslatehe Gestalt Laws ajrouping tocomputer compatible rules cémain a
classifierto combine the laws to a unified rule to detect semantic blddke second topic
is to estimate visual similaritgf web pagesExisting approaches use DOfldocument
Object Mode) trees or images, but they either only focus on the structure of web pages or
ignore inner connections among web page features. Therefore, we previolecktree
to combine both structural and visual information of web padsmg this block tree
strudure, we propose a visual similaritpeasuremeniThe purpose of the third topic is to
improve the visual similarityneasuremerdind use it to detect visual differences in web

pages when they are rendered in different browsers. The extended subtredatodaps



sub trees instead efchsinglenode is introduced for the precision improvement. The forth
topic utilize the improved visual similaritmeasuremento create an automated testing
framework for cros$rowser visual incompatibility detection. Amtamated testing tool

is also designed.

Major contribution of this thesis is twlolds. On the one hand, it enriches
theoreticalanalysisin the detection of semantic content, visual similarity, and eross
browser differences for web pages. On the othed hiaalso provides an insight for testing

crossbrowser incompatibilities in practice.
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CHAPTER 1 Introduction

Internet has brought many benefits and opportunities to our modern life,whielo
is the development and usage of web pages. Web pages have changed our way of life in a
variety of ways. Nowadays web pages are thriving and have invaded into every way of life,
including banking, trading, shopping, education, andWw&h pages become so important
and prevalent that we can barely live without them. For example, online banking allows us
to shop by browsing commercial web pages and later make a payment; major universities
and colleges offer educational resources througr town web pages for students
wherever they are as long as they have access to inenwetimerce has changed the way
of traditional marketing and brings about more convenience both to merchants and

customers.

While we enjoy the convenience web pagagehbrought to our daily life, we should
see that there are issues associated with them as well. For instance, many web pages are
embedded with abundant irrelevant information, such asypogds and extraneous images,
which interrupts our reading efficiem and prevents us from acquiring the real information
we are seeking'he smilarity of web pages is also an issue. Some web pages are designed
so similar that ordinary people can hardly see the differences between them. Malicious
designers will mimic thelesign of major web sites deliberately so that they can trick users

for illegal gains.

Since the technique behind web pages is complex, the usage of web pages is a double

edged sword. We can benefit from itliley are usegroperly or we can also suffélom



themotherwise. In this thesis, we will look at web pages from the aspects of semantic

content, similarity, and crodsrowser issues.

1 Motivation and Goals

After reading relevant papers in the literature, we find that four issues are imminent

and impotant in the area of web pagéisese can bas summarized in the follows.

Firstly, web pages are inundated with vast of irrelevant information such as ads and
extraneous images. The irrelevant information not only makes web pages more

complicated, but alsaffects the efficiency and effectiveness of our knowledge acquisition.

Secondly, web pages have become increasingly importane ggowing rely on
them. As such, a number of illegal web pages have immerged by mimicking the real ones.
Since ordinary usersannot tell the differences between the real web pages and the fake
ones in many cases, it is necessary for web page designers and researchers to find a way to

reduce the influence of web page misusage.

Thirdly, with the advent of various web browsers platforms, web pages designed
for a specified carrier cannot work well in another, which leads to-brosgser issues for
web pages. How to detect these issues correctly and effectively becomes important and

necessary for us to trust on web pages.

In order to tackle the abowmentioned issues, we seek to achieve the following goals

in this thesis.



Regarding the first issue, we will find approaches to identify semantic content in web
pages. By doing so, we attempt to provide a method for retrieving iniormfeom web

pages effectively and efficiently.

Regarding the second, issue, our goal is to propose a method for estimating similarity
of web pages. As a matter of fact, tharea number of methods available at present for
estimating web page similaritidlowever, current methods are not feasible with regard to

modern richformat web pages.

Regarding the last issue, the purpose is to investigate-lorogser issues and
develop an approach to detect differences iegst various web browsers and platfts.
It is noted that we mainly focus on visual differences of web pages in this regard. Based
on the proposed approach, we will further develop an automated testing framework for

detecting crosdrowser incompatibilities.

2 Main Contributions and Thesis Outline

The major contributions of this thesis are summarized as follows:

=

Investigated and interpretéae Gestalt laws of grouping into computer compatible

rules for web page content segmentation.

1 Provided a semantic block tree modetdpresent web pages visual information.

1 Proposed a numerineasuremerfor web page visual similarity evaluation

1 Improved the interpretation of Gestalt laws of grouping by a series of empirical
experiments.

1 Improved the visual similarityneasuremertty usng the extended subtree model

to replace the tree edit distance.



i Utilized the visual similaritymeasuremenb evaluate crossrowser similarity of

web pages.

ﬂ Designed an automated testing framework to detect -brasgser visual

incompatibilities.

This thesis adopts the papleased format and organized as follows. In Chapter 2, we
present our first journal paper as it is published. This paper provides an approach to identify
semantic blocks in web pages using the Gelstais of grouping Chapter 3 presénour
second journal paper as it is published. This paper offers a way to estimate similarity of
rich web pages using visual information. In Chapter 4, we present our third journal paper
as itis in review. This paper deals with detection of ehwesvserdifferences for web page
visual similarity. Chapter 5 shows our fourth journal paper as it is submitted. It describes
an automated testing framework for detecting ctwssvser differences. The last chapter

summarizes and concludes the thesis as a whole.



CHAPTER 2 Identifying Semantic Blocks in Web
Pages Using Gestalt Laws of Grouping

Abstract

Semantic block identification is an approach to retrieve information from web
pages and applications. As website design evolves, however, traditional methodologies
cannot perform well any more. Thifiapterproposes a new model to merge web page
contentim o semantic bl ocks by simulating human p
to remove hierarchical inconsistencies between the DOM tree representation and the visual
layout of the web page. Subsequently, the Gestalt laws of grouping are interprtied as
rules for semantic block detection. During interpretation, the normalized Hausdorff
distance, the CHEab color difference, the normalized compression distance, and the series
of visual information are proposed to operationalize these Gestalt lanallyFa classifier
is trained to combine each operationalized law into a unified rule for identifying semantic
blocks from the web page. Experiments are conducted to compare the efficiency of the
model to a statef-art algorithm, the VIPS. The comparis@sults of the first experiment
show that the €stalt layer merging (GLMnodel gener ates more fitrue
Af al se nega t(Visioemsed RagesSagmdhtalioBhe next experiment upon
a largescale test set produces averageprecision of 90.53% and recall rate of 90.85%,

which is approximately 25% better than that of VIPS.

1 Xu, Zhen, and James Miller. "Identifying semantic blocks in Web pages using Gestalt laws of grouping.”
World Wide Web 19.5 (2016): 9978.



Keywords: DOM Tree;Gestalt Law of GroupingNormalized Hausdorff Distance; GIE

Lab; Normalized Compression Distance

1 Introduction

Modern web pages are muatore complicated in both content and layout than ever
before. Many pages include vast auwpad:ats of
game animations, and extraneous images. Due to this, content identification is becoming
more and more difficultNevertheless, it is the basis for further work, i.e., content
extraction, data mining, anphishing, etc hence, it is important that a solution to this
problem is found. The number of applications derived from semantic block identification

in web pageshas climbed in recent years. To be specific, major applications include:

I Content extraction: with extensive information available on currentfoichat

1]

web pages, removing Airrelevanto infor ma

quickly and exactly is vital task.

1 Data mining: it aims to investigate data patterns from the large amount of data
carried by target web pages. Web page semantic block identification divides web
pages into distinct blocks by their semantics, and this process will boostidetg m
mechanisms and thus improve their accuracy.

1 Anti-phishing: current web pages carry both good and bad information, for example,
a variety of fake web pages has emerged, trying to obtain illegal benefits from the
public. Under this situation, arphishing becomes an important topic and assumes

the heavy responsibility of distinguishing fake web pages. Through analyzing



contextual semantics, blocks with fake content can be detected and distinguished
from genuine content.

1 Ul design: Despite technology provements in web design, web pages becomes
increasingly complex at the same time. An excellent web page should be one that
serves the needs and demands of its target customers, rather than feed them with
abundant irrelevant information. Thus, semanticcblalentification provides a
potential guideline to enhance Ul design of web pages and web sites.

1 Web search: to search target information fast and accurately, the semantic meaning
of the web page blocks is as important as its content and layout. Téamisntic
block identification provides another insight into web search, on top of web page

layout and pure text content.

Traditional methodologies on block identification work well on textual web pages,
however, they cannot efficiently process #iohmatmodern web pages. It is obvious that
people can recognize related web page content fast and correctly even before reading it,
regardless of the complexity of the web pages. According to Gestalt psychology, this is
because that humans group objects basedsenies of laws the Gestalt laws of grouping

(Palmer1990; Sternber?2003;Koffka 1995.

Therefore, thischapterpr oposes the fAGestaltt Layer Me |
solve the problem of the traditional methodologies. The GLM model simulates human
perception by utilizing the Gestalt laws of grouping and three tasks are mainly involved in

this model:

1 Iltextractsthewb page content from the DOM tree

This layer tree has an identical hierarchy with the visual layout of the web page.



1 It interprets the Gestalt laws of grouping. The Gestalt laws are translated into
comparableneasuremesttoevaluate and merge the layer tree nodes into semantic
blocks.

1 It combines different Gestalt laws into a unified rule for identification. The
combination obtained by a classifier specifies how the web page content is merged,

and how the final semantic blozkre displayed.

The organization of thishapteris as follows: Sect. 2 discusses an overview of
related work on web page block i dentificatio
Sect. 4 gives details on the implementation of the model; Sects®xperiments to merge
and identify web page blocks and evaluates the result by precision and recall; and finally,

Sect. 6 draws conclusions from the experimental result.

2 Related Work

Web pages of ten years ago were not as rich in layout as that ofitdtiay
contained mostly plain text and text hyperlinks, while images, video, and audio streams
were not very common. In addition, because many of the web pages focused on publishing
(textual) articles, their layouts were usually very simple. Thus, the paglkes can be
identified by text extraction simply and directly. Besides, using tabular tags such as
A<TABLE> ,<TRP0 a«fl®d>0i t o hol d content was once ve
design.Therefore,many researches extracted content blocks by such tabuée. ¢or
example, Lin and H@§2002 analyzed such web pages to extracted informative content
blocks. Because modern web pages usually do not apply tabular skeleton, this method is

not suitable any more.



Some other researchers have chosen to directly zn#he source HTML files.
Gupta et al(2003 applied two sets of filters to retrieve text. Their first filter set was a text
filter that removed images, links, scripts and styles, and the second filter set contained four
components, namely, an advertiseneemover, a link list remover, an empty table
remover, and a removed link retainer. By applying the two sets of filters, all images and
stream media were removed from the web page. Although performed well on textual web
pages, it can retrieve very limiténformation from rich format web pages. Reis e{2004)
proposed the RTDM, a restricted tdpo wn mappi ng al gorithm basec
di stanceo. Thi s met h-babedlpayeg classHiaatiow pratblent; &ind st r u
can extract news artiderom web pages automatically. However, it focused only on the
textual content while paid no attention on the layout, therefore had limitations on
processing modern web pages. Kohiter and Nejdl(2008 proposed a densitometric
approach, the Ablock fusiond algorithm, by
according to the density of anmfhlei npeasroa garraep huss. e
determine the density of the paragraphs. The disadyantaof t he Abl ock f usi ¢
lies on its assumption that the maximum width of a line isi 88is only applies to
traditional monospaced terminals, but not to the varies of modern displaying devices. Kang
et al.(2010 investigated the HTML tag repepatterns. Based on the repetition patterns,
thar REPS algorithm splits the web page content (tags) into blocks. By applying proper
value to the threshold of the fAnormalized in
on block identification. Howevemany modern web pages, especially home pages of

modern websites, are designed very simple in layout, containing very few of such repetition



patterns. The REPS cannot identify blocks on such web pages as well as it did in traditional

textual pages.

Evolution of browsers enables web pages to become richer in both content and
layout. Due to the power of CSS and JavaScript, the source HTML files are no longer
sufficient to represent what we see from the web page. Therefore, researchers have
considered wual clues. Cai, et a(2003a; 2003bj)yu, et al.2003; Song, et al. 2009
proposed the VIPS algorithm in their research. The VIPS algorithm utilizes all the visual
clues that CSS supported, considers each DOM element as a rectangular block (for
separato identification), and segments web pages by iteratively detecting separators
among these visual blocks. This work has been highly influential, and still represents the
stateof-art in this area. However, although the visual clues of the web page lay@ut we
taken into consideration by the VIPS algorithm, the researchers still segmented @ages in
A ma n u a Ii aheyvstudied the rendering style of web pages and concluded limited
segmenting rules, leading to an incompleteness of analyzing the visual chaesviMle,
the VIPS algorithm was proposed and evaluated on the traditional web pages with tabular
skeleton, but performed less efficient on modern web pages. Che(2808.proposed a
methodology similar to VIPS. They first evaluate the position ohd20OM element to
decide if it is a header, a footer, or a sidebar; and then detect the separators among such

blocks. Based on these visual clues, they segment web pages into semantic blocks.

Visual based web page block identification is also useful f@lalgg web pages
on small screen devices. Hattoriet(dD0dpr opose the Acontent dista
and derived a layotltased segmentation algorithm for visual block identification. The

fcontent di stanceo is c atheOMt@mee, evidichisamoweld on t h
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metric in this area. However, the implementation of this distance only parses the source

HTML files, leading to missing important features such as dynamically loaded content or

CSS properties. The layebased segmentationgakithm presplits a page according to

the Acell 0 size, which<DNsO0OdwyvyapgeerBBy fakbult ae
procedur e relies heavily on the par ameter
determination of such an important parameter is not solved ichigter making the

algorithm unimplementable by third parties. Baluja006 propose a machine learning

framework to identify blocks and recast web pages to fit cell phone screens. In the

met hodol ogy, they calculated the entropy anca
each DOM element, extract its spatial coordinates asrésatand build a decision tree to

split the web page into blocks. Specifically, the algorithm splits each web page into 9 grids,

each mapped to a button in the number pad. By pressing a number, the user interacted with

the corresponding grid (for exampimom in/out). Although it seems to perform well, this

algorithm can only identify a fixed number of blocks with a predefined spatial pattern, this

makes it completely unsuitable for general purpose utilization! In addition, in many cases,

it splits complet¢ semantic blocks into different grids incorrectly because it evaluates the

Ai nformation gaino of each vertical and hori
of DOM elements. Therefore, this algorithm has a very limited application in the tesearc

area of web page semantic block identificatiBaesides, as the hardware evolves, small

screen devices that need to display web pages draw much less popularity, leading to the
demand of recasting web pages shrink. Instead, more mature solutions fongeecab

pages (such as Bootstfypave been widely employed.

2 http://getbootstrap.com/
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Some other researchers investigated the semantic block identification problem in
other ways. Chakrabarti et a(2008 formulated the problem in a combinatorial
optimization framework. They castructed a weighted graph from the DOM tree of a web
page, used the energyinimizing cuts to perform machine learning of the weights, and
finally split web page content into blocks by the learnt weights. Cao €R@L0
transformed each page into an geaof RGB colors, and then applied an edge detecting
algorithm(Canny, etal. 198& o fAishri nko the i mage into seve
were the actual web page blocks. Their experiment demonstrated this image processing

algorithm worked well on texal web pages.

3 Gestalt Layer Merging Model

The Gestalt layer merging (GLM) model aims to identify web page blocks by
simulating human perception with the Gestalt laws of grouping. Three components are
included in the model, namely, the layer tree congtruthe Gestalt laws translator, and

the web page block identifier.

3.1Layer Tree Constructor

The DOM tree is a fast and precise representation of a web page; however, it cannot
be directly used as the input in this model. People read only visible ctnot@nthe web
pages, so the invisible DOM elements are useless, i.e., they are simply noise to this model.
Meanwhile, the visual hierarchy of a web page sometimes differs from the corresponding
DOM hierarchy, causing perception errors to this model. Suide ramd errors must be

eliminated before analyzing.

12



Definition: Given a web page 0, thelayer treed "®f ¢ U is a finite set where
each element (that is,layer tree nodgof 0 "% alayer representing a visible eleméeqt
from DOM treeO " ¥f w0 (0 Y £ s&¢ N ‘CHON ‘O and all elements follow the visual

hierarchy oft 0.

The layer tree constructor takes the DOM tree of a web page as a prototype to build
up its layer tree. The construction includes removing the invisible DOM elements and
fixing the hierarchy. An invisible DOM element is either an element with area of O
(including the borders and shadows), an element without any actual content (text, image,
background, etc.), or an element that is completely covered by its visible chilcthedeme
The visual hierarchy refers to the geometrical distribution and overlapping relationships of

the DOM elements. The layer tree and layer tree nodes have the following properties:
Property 1: A layer tree node always represents a visible DOM element.

The DOM tree of a web page contains not only the content information, but also
structural and other information. While the former information can be seen by people, the
|l atter is often ignored, so it i sDIMDoO t requ
element s contain no direct ¢ bodingatherelamedts. onl y a

Such elements will not be extracted into layer tree nodes.
Property 2: A layer tree node always represents a complete DOM element.

This follows the Gestalt laws of pragnanA DOM element may contain many
kinds of sub content, for example, it may have both foreground text and a background

image. Although, visually speaking, such a DOM element can be further split, we do not

13



extract each of the sub content into a separgt¥ laode. Instead, only one layer node is

extracted representing the complete DOM element.

Property 3: A layer tree node is always a complete rectangle.

This follows the Gestalt laws of closure. In a web page, it is common that some
layers overlap othersp that the parts of the lower layers that covered by the upper layers
cannot be seen. For exampl e, an input box m
image. In fact, people still perceive such rectangles as complete. Therefore, it is reasonable

to consider layer tree nodes as complete rectangles.

Property4. The root node of a |BOP®ereltemental wa

Visible content of a B@RYb guwlgter e eo.c aH cevee vuen
ABODY el ement somet i mes is$ iavisidenimtsuch a cask,itheh me an
browser will still draw the web page on a white background. This browser behavior enables
t hBOD® t o become a visible DOM el ement. Cons

as the root of the layer tree.

Property 5: A layer tree node is always located inside its parent layer (if it has a

parent layer).

The layer tree is designed to represent a web page. It must follow the visual
hierarchy of the page. In the DOM tree, child elements are located inside their parent
elements by default; however, some CSS rules can manipulate locations, such as
fiposition o , floafi o , z-ifdex O , et c. These rules sometin
hierarchy to be misaligned against the visual hierarchy. Therefore, in layer tree

construction, such an incsistency must be eliminated.
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3.2 Gestalt Laws Translator

This translator interprets the Gestalt laws of grouping into machine compatible
rules. The Gestalt laws explain the mechanisms of how humans perceive and understand
things. When processing web pagesdlayees), two Gestalt laws are used to build up the
layer tree, and other four Gestalt laws are expanded into six rules to identify web page

blocks.

3.2.1The Gestalt Law of Prggnanz

The Gestalt law of pr@jnanz is also referred to as Gestalt law of simphttitpans
tend to perceive objects into the simplest organizations. This is the overarching Gestalt law
of grouping. Based on this law, we take the assumption that every layer node in the layer
tree represents a complete DOM element and such a layer nodé sbbbe split any

further in the GLM model.

3.2.2The Gestalt Law of Closure

Humans tend to perceive incomplete shapes as complete. While building up a layer
tree, we interpret this law to be that each node of the layer tree represents a complete

rectangle, nanatter how it is actually displayed.

3.2.3The Gestalt Law of Proximity

Humans tend to perceive objects that are close to others as a single group, while
those objects that are far from each other are placed into separate groups. This law groups

elements baseah their distances.
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Browser behavior tells us that web page layers are placed adjacently to each other
by default. So if we use the edge distance of layers as proximity, the value will be O for
many cases. In another case, if there are two big layershatitea two small layers each
having the same edge distance, the gaps between the pairs of layers will not be visually the
same. To solve this issue, we utilize a variant of the Hausdorff dist@hesidhuriand
Rosenfeldl999;Sim, et al. 1999Zhaoet al. 200% between layers as a working definition

of proximity. This is because it takes the sizes of the two objects into consideration.

3.2.4The Gestalt Law of Similarity

Humans tend to perceive similar objects as a single group. The similarity of two

objects is determined by their appearances.

As a layer node is always a rectangle, the appearance includes its size, background,
and foreground. Consequently, this law is expanded into three laws, accordingly. The first
expanded law compares the size, whichststs of both its width and height; the second
expanded law compares background content, which consists of the background color and
image; and the third expanded law compares the foreground content, which are the textual

styles.

3.2.5The Gestalt Law of Continuty

Humans tend to perceive objects that are aligned together as a single group. This

law evaluates the positions of layers.

The browser aligns content by top and left by default. Therefore, if some layers are

right or bottom aligned, they may be delibetatplaced together by the designer of the

16



web page. Hence, such continuity provides a strong clue that these layers are semantically

related.

3.2.6The Gestalt Law of Common Fate

Humans tend to perceive objects that share the same motion trend as a single group

Most of the layers in a web page do not move at all. Some layers may contain
animations or videos, but the layers themselves do not move. Thus, it is not possible to
directly evaluate the motion trend.thedowever,

layers.

3.2.7The Gestalt Law of Symmetry

Humans tend to perceive symmetric objects together as a single group, even if they
are far from each other. As most web pages are not designed to have symmetric layers, we

do not utilize this law.

3.3Web Page Blocks I@ntifier

A classifier combines the rules from the Gestalt law translator to identify web page
blocks. Taking the layer tree of a web page as the input, the identifier evaluates each layer
and makes a decision whether the layers can be put into the saimeihale only siblings
can be grouped, layers having different parents will be automatically put into different
groups. Such merged groups represent the final blocks. They will be collected and the web

page will be updated.

The GLM model 0 sreisilbustriatédnrggurg 2.10 c e d u
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Figure 2.1 Working Procedure of GLM Model

4 Implementation

4.1 Buildup of the Layer Tree

Although the layer tree is similar to a subset of the Di@¥d, building it is not just
removing redundant nodes and information. Layer tree nodes must keep both content text
and layout information, while the layer tree must keep the correct hierarchy of these nodes.
Since CSS is able to float DOM elements tg place of the page, the DOM hierarchy is,
for many cases, not identical to the rendered (visual) hierarchy. Thus, it is necessary to

reconstruct the layer tree.

4.1.1Create Layer Tree Nodes

The most important node of a tree is the root. For the layer treepdheode is
created from the ABODYO el ement . I f a web

background. Next, for each layer tree node, we create it as follows:

1) Acquire the corresponding DOM element.
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2) Check if the DOM element is visible. Mattkas invisible and skip it if it meets any
of these conditions: the HTML tag is invisible; either the element's height or width
equals to 0; some of its CSS properties specify that it is not to be rendered; or it is
completely transparent and empty.

3) If the DOM element is visible, calculate its geometric attributes representing the
size. As mentioned previously, we consider every layer as a rectangle according to
Gestalt | aw of closure. Therefore, the | a
the coordnates of its left top vertex as well as its height and width.

4) ldentify the layout information of the layer tree node from the CSS styles. Every
clue related to the layout can be interpreted from the CSS styles of the DOM
element, so this step is actuakgtmeving useful CSS properties such as text styles,
background styles, etc.

5) Different from DOM elements having more than one text node, the layer tree nodes
contain only one text component, and this component is part of the node rather than
itschidnods. So this step is to merge and tri:
into one single property of the layer node.

6) Give the layer tree node a name. The name of a layer tree node is not necessary for
applying Gestalt laws of grouping. It is only used fomiifging the node. We

simply use the XPath of the DOM element as the name.

4.1.2Build Layer Tree with Nodes

The hierarchy of a layer tree is constructed from the DOM tree of the web page. As
sometimes CSS styles replace the original layout ancedder some DM elements, the

layer stacking hierarchy is not always identical with the DOM hierarchy. In addition,
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invisible elements existing in the DOM tree shall be removed when building up the layer

tree. Thus, a modification is necessary.
To construct the layerde, we manipulate nodes as follows:

1) Take the ABODYO | ayer node as the root no
2) From the root node on, for every layer tree node, append all child (layer tree) nodes
according to their corresponding DOM hierarchy.
3) If any node is completely located insiday of its sibling nodes, then move the
node downward so that it becomes a child node of that sibling. Sibling nodes that
geometrically overlap each other are acceptable in the layer tree model. They are
still considered as sibling nodes.
4) If a DOM elemenis invisible or empty, then there is no corresponding layer tree
node. However, its child DOM elements may have corresponding layer tree nodes.
In this condition, these child layer tree nodes shall become children of the layer tree

node whichisrelateddt t hi s DOM el ement 6s first Vi silkb

Creating layer tree nodes from DOM elements is done simultaneously with building
up the layer tree. This procedure starts from adding the root node to the layer tree, and then
executes recursively untillalisible DOM elements are extracted and added to the layer

tree.

4.2 Translation of the Gestalt Laws

As mentioned above, the Gestalt law of similarity is expanded into three laws,

namely, background similarity, text similarity, and size similarity. Amonthalksix laws:
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The Gestalt law of proximity is translated as to compare the distance between two
layers. The distance in the GLM model is defined as the normalized Hausdorff
distance between layers. Sect. 4.2.1 discusses details about the calculation.
Backgound similarity is evaluated by both background color and image. Color
comparison is conducted in GLE&ab color space instead of RGB color space, and
image comparison is done by calculating the normalized compression distance.
They are discussed in Seét2.2 and Sect. 4.2.3.

Text similarity is evaluated by comparing a set of text and paragraph related CSS
properties. Similarly, with background color, the text colors are compared under
CIE-Lab space; the other CSS styles are directly compared by thessgonding
values.

Size similarity is represented by both the width and height of the layers.

The Gestalt law of continuity is interpreted to compare the left, top, right and
bottom coordinates of layers. If any of the four edges between two layerstehare t

same value, then they are continuous.

The AStatic trendo from the Gestalt |l aw
Apositiond CSS property. By default, t he
related layers. If any of a group of layers has a diffdre Aiposi ti ono, t h

designed to be separated from the others. Therefore, it belongs to a different block

with others.
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4.2.1Normalized Hausdorff Distance

As mentioned previously, a normalized Hausdorff distance between two layers is

used as the proximityeor the two layer® and0 , the Hausdorff distance (HD) between

them is calculated as follows:

1) For any pointx in 0 andd in 0 , the distance between them is the length of the

2)

3)

4)

line segment:

For any pointx in 0 , the distance between it addis the infimum of distances

betweenx and all points ir :

-,

Qafb  ET®E as

Hausdorff distance frod to0 (‘M) is the supremum of distances betwéen

and all points i :

Hausdorff distance betweethn and 0 is the maximum value between the
Hausdorff distance from to 0 and the Hausdorff distance froon to 0 , as
shown in g-1):

~oy

000 b 1| Adn;Fm; . (2-1)

However, it is not sufficient to directly use HD as the proximity. This is because of

a perceptual inconsistency: if there is a pair of large layers close to each other and another
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pair of small layers far from each other, the proximities of the two pegrperceptually
different (far vs. close), while the HD may have the same values. For example, as shown
in Figure 2.2, 0 and0 are both 5050 while adjacent to each othér;andb are 10 10

while having an edge distance of 40. In this case the perceptual proximities of the two

groups they are not the same, however, the NDs of the two pairs are both 50.

L3 L4
50 50 -10 40 10-
(a) (b)

Figure 2.2 Paradox between Perceptual Proximity and Hausdorff Distance

Such inconsistency is caused by the sizes of the two layers. To eliminate it, we
introduce a modification of the original Hausdorff distance as the proximitige
normalized Hausdorff distance (NHD). It is calculated by adding a normalizing factor

relevant length (Ré) to (2-1), as shown inZ-2):
bo R | AgtLR—t (2-2)

where,0 , 0 are the two layers) OdndE ireffieve the supremum and infimum of a set
of values;/& G £is the norm (distance) betweénanda ; and'Y'Q, 'Y'Q are the

relevant lengths, respectively.

Re can be either the height, width, or both (the diagonal) of the layer, depending on

the related location of the two layers. Note tNa® and'Y Q in (2-2) may be different.
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For example Kigure 2.3d),'Y'Q is the diagonal length @f whileY Q is the height of
0 . As shown inFigure 2.3, having analyzed all possible distributions of two layers, we

conclude the NHD calculation as follows:

1) 0 is completely inside or outside of. We do not deal with this condition and
simply set) "O'Qo 0 (althoughi@ ;  in Figure 2.3a). This only happens when

calculating proximity between a parent and a child layer:

~,

0 "0Q h TL.
2) 0 is completely in the north/soutarea (between left and right edges)oof
(Figure 2.3b). In this conditionY Q is the height of) , and'®@ ; equals to the
vertical distance between top edges (North) or bottom edges (South) of the two

layers:

YQ M ;

. 0én 0énhd
My QQI 0 -, . ., ., s
WEOOE @MWME OO0 ¢ho

€ Er

Where,w ando arehe y coordinates ofw tdhe t wo
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North North Ly
West North East
West L, East L,
South South South
West East
(a) Inside (b) North/South
L,
L, L,
Ly

(c) West/East (d) Corner Region(s)
Figure 2.3 Area definition and relevant length

3) 0 is completely in the west/east area (between top and bottom edges) of

(Figure 2.3c). Similarly,"Y 'Q is the width of0 , and' @, is the horizontal edge
distance between their left edges (west) or right edges (east):

YQ 0 'QQo:

D Qg ¢ ad QQOa QM
k (0] -~

h LT 1 0 ho

€1 E-
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Where b anddb are the x coordinate& af the two

4) 0 covers one or two corner areas (of (Figure 2.3d). As none of the two
rectangular layers completely locates inside of the othezan only cover one
corner area or at most two adjacent corner areas. ¢h this condition, both the
heght and the width ob are the relevant lengths, ¥Q is the diagonal length

of 0 ; and'@M ; is the distance between the furthest vertices:

YQ QQuQ¢ & O Q@ MM ;

my QQi 0QQ] o

Having thel "O'@alculated, we can merge the layers according to Gestalt law of
proximity. If a series of sibling layers share the same proximity, then they belong to one
single group; however, if any pair of two layers has a different proximity than other pairs,

they shall be put into a different group.

4.2.2Comparing Two Colors

While most web pages use RGB color space-IGIE color space is used in this
chapterbecause it is designed to approximate human vision, and it provides standards to

evaluate color differences.

When retrieving a CSS color, most browsers will return a RGB value or
Atransparent o. The first step to compare col
| ayer has a transparent background <col or wi

contentwii show. Thus Atransparento is not this |
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it Iis its parent | ayerds background col
layers of it) are transparent and none of these parent layers contai@ekground image,
then all the parent layers and the child layer will have a white background color. Having

determined this, we can assign all layers with atnansparent background color properly.

The nontransparent RGB colors are then converted@itLab through 2-3) and

(2-4) (Connolly andFleiss1997;JohnsorandFairchild 2003:

() M omMa® T P EP X YPTyY
& T CPp@ meydtx poO, (2-3)
) TBIC T QP ¢ W Pidd 0 W a0

where,Y, "Q 0 are the red, green and blue channel of the RGB coloraddd are the X,
Y, Z channel of the color in XYZ color space.

0 pp@RTD po
W U THROT® "QOTL (2-4)

5z

W L THIROT® "QOT ®

where,i’, &5, &5 are the L*, a* and b* channel of the colds;, &, ¢ are the tristimulus

values of ClELab standard illuminar®® ; and"Qn is calculated as:

G N ey yo e
XX PR T oxXmw MrnyPu @

The CIELab color difference is used to determine whether two colors can be
consideed as the same or not. Specifically, the color differe¥& under the
CIEDE2000 standar(_uo, et al. 2001 Sharmaet al. 200%is calculated, as shown i8-(

5):

L. (25
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During comparison, i¥O is greater than 3.3(Liu, et al. 2012, then the two

colors are considered as different.

4.2.3Comparing Two Images

Background images are provided by CSS as URLs. However, it is not correct to
simply compare the URLs becausgages with different URLs may still be the same. A
correct way to compare images is to compare their content. We first retrieved images from
URLSs; and then convert them from RGB color space intelGE color space. To compare
similarity of the two image (CIELab color pixels), we calculate the normalized

compression distance (NCD) as shownZi®) (Li, et al.2004;Cilibrasi 2007):

0 6 @dd - , (2-6)

where,y ware the pixel representation of the two imagesis the concatenation efand

&y andd 1 calculates the length of the compressed fata

We select LZMA as the compression algorithm. Having obtainéd@w , if it
is smaller than 0.2%Roshabin andMiller 2011), then the two image®andwcan be

considered to contain the same content.

4.3 ldentification of Web Page Blocks

Each of the six translated laws can provide a result that determines whether two
layers should be merged together of fdte (final) result must combine the six sets of
results together. However, it is not easy to analyze them after the application of the laws.

An alternative solution is to combine the six laws together before the identification.
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4.3.1Combination of the Gestalt Laws

There exist no obvious rules on combining the Gestalt laws. Therefore, we choose

the naive Bayes classifi@cCallum andNigam 1998 to explore the hidden connection

between them. In this classifier, the category varialdé the classifierissetsa A" 06 and

Al0, representing Anot mergeo and fimergeo,

of six variables, each representing the corresponding Gestalt law, as shianie @1.

Table 2.1 Variables used by the naive Bayes classifier
Values
0 1

Variables

Gestalt law of proximity

Gestalt law of similarity (background)
Gestalt law of similarity (text style)
Gestalt law of similarity (layer size)
Gestalt law of continuity

Gestalt law of common fate

0 all the above Gestalt laws

do not merge

the layers mergethe layers

eNoNoNeNoNe]

To train the classifier, we do not build the training set with concrete web pages.
This is because the training set shall contain all possible conditignssath actual web
pages are very rare. For example, it is hard to find a web page in the cotititiall the
layers follow and only follow the Gestalt law of proximity ( "OHOROROHORO
priTdTdTdTt ). Due to this, we deliberately designed the sample pages to construct the

training set, which has covered all values; offhe training seconsists of 64 cases (

@ 3. The training set is manually classified, and then fed to the classifier.
4.3.2Collection of the Identification Results

The trained classifier reads the layer tree of a web page, evaluates the (sibling)
layers by the six laws to create the corresponding feature wechmd finally categorizes

the | ayers as fAmerge themo or AnsacansishdEr g e
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a series of groups, where each group represents a semantic block. Layers in each block can

be identified from the web page by its node name.

The blocks are stored into database. As we separate layers with different parents
automatically into dferent groups, each semantic block will only contain sibling layers.
Sometimes, a semantic block holds all sibling layers of a parent layer. In this condition, it

is reasonable to replace all the child layers with the parent layer in the block.

As menticed before, the advantage of Mozilla Firefox extension is that it is able
to modify the web page in retime. Therefore, in this implementation, having obtained
the merging results, we update them to the original web page immediately. The updates are
dispayed by marking the corresponding DOM elements with a special background. For
each semantic block, a different color (except black and white) is assigned, and each layer
in this block is marked with this color as background. Meanwhile, border shadoalsaare

added to make it clearer.

5 Experiments

We develop a Mozilla Firefox extension to implement the GLM model. This is

because:

1 Mozilla Firefox provides APIs for manipulating DOM elements without any extra
effort such as parsing HTML code, JavaSdupictions or CSS properties, making
it possible to build up the layer tree easily and fast;

1 The DOM tree provided in Mozilla Firefox is the one used for rendering the original

web page, thus it is the most accurate data source of a web page we camdfind; an
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1 Any modification of the DOM tree is applied immediately, and shown (inthex!)

to the users.

Experi ment results of the GLM (Reiseet compar e
al. 2004, which is stateof-art and normally considered the most accurate paipe
segmentation algorithm. Algorithms by Hattori et(@007) and Baluja(2006 were also
considered, but these algorithms are not implementable for this problem space. Details of

the problems with these algorithms can be found in Sect.

5.1 Comparison Test

This test examines the identification results of the two algorithms on two test cases:
the home pages of University of Alberta and IEEE standards association. For each of the
two web pages, the two algorithms identify a series of blocks. However, sonedbdtks
are incorrecti t hey are the fAfalse positiveo resul:'t
algorithms misses are the fAfalse negativeo r
the Atrue positiveo resul tlspadegd?areshowhiea or i gi
Figure 2.4. Note that the screenshots of VIPS results are modified to illustrate results more

clearl y, becacametdgsplayabidentiied bldcks an a gingle page.
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(b) GLM identification

(d) Original page (e) GLM identification (f) VIPS identification
Figure 2.4 Comparison of Identification Results
From the figure, observations can be found that the both GLM and VIPS have
successfully identified correlated semantic blocks. For example, the middle navigation bar
holding 7 icons (eacklement in the block is marked with yellow backgroundfigure
2.4b, the big image block (marked with light red)Higure 24c, t he fAnewso bl oc
left bottom (marked with light green background)Figure 2.4e, and the footer block

(marked with purple) ifrigure 2.4f, etc.
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According to the observation, the GLM algorithm has performed better than VIPS
on the two test cases. VIPS has identified very limited number of blocks, and misses a lot:
for the UA home page, it only finds 28 blocks in total; while GLM finds 47 blocks; and for
the IEEE home page, the total numbers of blocks found by the two algorithms are 15 and
41, respectively. This is because VIPS only identifies big blocks while iemsssall ones.
For example, as shown igure 2.4c, VIPS has identified the middle block (marked with
light green border), but inside of this block, it fails to mark none of the three sub blocks
the left side image, the middle text block, and the right side buttons group. As a comparison
in Figure 2.4b, GLM has identified both big block (marked with light blue background)
and two of the three sub blocks, missing only the left side image. Furtheeweneyhen
VIPS finds big bl ocks, many big blocks are
(left part of the lower yellow block) iRigure 2.4c, the video block in irFigure 2.4f, etc.
This drawback contributes to a high value of

home page, and 14 inAhome page. The statistics are summarizethinle 2.2.

Table 2.2 Numbers of TPs, FPs and FNs
Test GLM VIPS
case TP FP FN TP FP  FEN
IEEE 38 3 3 10 5 26
UA 41 6 2 18 10 14

5.2 Efficiency Test

The second group of experiments evaluates the efficiency of the GLM and compare
it with the VIPS through a | arge test set .

operation for block identification and cannot displays all blocks together in the web page,
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therefore is not feasible for mass evaluation. To solve this problem, we chose this

implementatiof

The test set covers the hoeaenasgefigedomof t he
statistics produced by Aleka Bef ore running the tests, we
samples of websites such as duplicate sites
temporarily unavailable sites and sites that contain imggjate content. The final test set

consists of 381 websites.

5.2.1Evaluation Metrics

The algorithm is evaluated by measuring its precision, recall-dnscbres. Having

acquired the numbers of TPs, FPs, and FNs for each web page, the three metrics can be

calculated by(2-7):

C

Y , 2-7
0
where, 0 , 'Y, "O are precision, recall and-F score of thé®h web page,
respectivelyp is the number of blocks identified by the algoritiimjs the number of
blocks that thé&h web page contains; ahdd, "O0, O0ar e t he number of fitr

Afalse positiveso eatvety. Af al se negati veso, res

As no computer system or software can count the cofMat "O0, "O0

automatically, we rely upon human judgement. In dhiaptey we recruit five volunteers

3 https://github.com/tpopelal/vips_java
4 http://www.alexa.com/topsite3 he top sites were retrieved on April 4, 2014.
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to evaluate all the 381 samples. The volunteers all utilize the Internet every day, so it is
believed that they have sufficient experience to identify web page blocks correctly. They
are required to judge the correctness oheasult calculated by the algorithm. That is, to

find the”YD, "O0 and™O0 from both the screenshots of GLM and VIPS for each web page.

5.2.2Inter Rater Reliability

The five volunteers evaluate each web page sample and col¥ibtf@d and"@
independently. Before using their evaluations for the calculation of precision, recall and F
1 scores, a verification of inteater reliability(Gwet2010 showing the agreement level
among the five raters is needed. If they disagree with each thtkeit will be meaningless
to rely on their rates. DuringUaob®WeOuwoer i fi cat

verify it, as shown inZ-8):
I _, (2-8)

where,0 1 & and 0 i'Q are the observed and expected percentage of agreement,

respectively.

Meanlval ues of all sampl &Y§ OlmediOWaeelistede ach t w
in Table 2.3. The reason thdtv a | ues &YOareGdwat dies in the fact thayd
blocks are the major parts of each web page. Of all the test cases, the AX@isg§6.89
while averagéObandObar e 3. 35 and 3. 03, respectivel y.

the larger group is higher than that on the smaller groups:

1) The identification results contain blocks with different granularities. One rater

considered small blocks as TP bocks whitether rater considered them as FP
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blocks. Such an example frofigure 2.4b is the green button inside the text

rectangle floating upon the big imafgee the yellow ellipse iRigure 2.5) i three

of the raters believed the buttons should not be separated from the text, while the

other two raters iddified them as one block. Although almost every sample

contained blocks where one was inside of another, less than 10% of them caused
granul arity issues in the five volunteer

source of deviations.

Apply Now

Careers

Glve to the U of A

Figure 2.5 Disagreement in GLM Blocks Identification Results

2) There are fAihiddenod bl ocks. This is actua
shadow borders of these blocks are overlapped by their upper blocks, ience t
view of these blocks was obscured. An example ffagure 2.4b is the block
holding the three buttons at the right side of the middle area (fpskecihFigure
2.5) 1 the buttons were identified as a block and marked (actually their parent layer

was marked) with background color and shadow borders, however it was very
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difficult to view due to its obscation. Such human errors are less than 5% among

t he f

deviations.

i ve

v ol

unt eer s o

Results inTable23pr ovi de

strong

rat.i

evi

ngs,

bu

dence

t contr i

t hat eve

than perfect when undertaking this task, and hence it is clearly a demanding task for an

automated system.

Table2.31l o f t

W O

raterso

eval uat

Py
Q
—
@
W5

s

G
3 |

LM

54

Overall

1k

VIPS

1 |

54

Overall

0.5746
0.5106
0.5319
0.5000
0.5267
0.5534
0.5028
0.5374
0.5161
0.5373

DRWWNNNRRPRR|D>
AN NWOAOD®WN

0.9136
0.9167
0.9136
0.9044
0.9229
0.9198
0.9044
0.9259
0.9013
0.9136

0.9475
0.9320
0.9320
0.9351
0.9475
0.9413
0.9444
0.9567
0.9413
0.9444

0.6270
0.5715
0.5895
0.5618
0.5868
0.6089
0.5648
0.5968
0.5757
0.5949

0.7137
0.7384
0.7662
0.7416
0.6708
0.6770
0.6523
0.6771
0.6801
0.6925

0.7934
0.7630
0.7731
0.7832
0.7596
0.7494
0.7527
0.7358
0.7596
0.7630

0.8977
0.9045
0.8807
0.8943
0.8840
0.8841
0.8670
0.8705
0.8841
0.9011

0.7689
0.7710
0.7850
0.7785
0.7335
0.7329
0.7194
0.7260
0.7381
0.7479

i ons

Table 2.4 shows the interpretations of thesalue(Landis andKoch 1997). From

the tabl

level (I T@®)

e, tlhea | GuileMd sb et wweereanl lev er y

t wo

rater s

whi | everdlll vaBes all in a substantial levdl ( 1&). Such

agreement is equivalent to many works reporting irdae reliability statistics on complex

visual and medical classification problerfi2ereira, et al2009; Hauzeur et al. 1999;

Unwin 1998; Tewarie, et al.2012; Albrecht, et al.2012 and hence it is considered

sufficient for the task. Therefore, we can infer that the five raters all agreed with each other.
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Table 2.4 || interpretation

a4 Strength of agreement
0.00 ~0.20 Slight
0.21~0.40 Fair
0.41 ~0.60 Moderate
0.61 ~0.80 Substantial
0.81 ~1.00 Almost perfect

5.2.3Evaluation Results

By testing the precisions, recalls and Bcores of the two algorithms on the 381
web page samples, veenclude that GLM is more accurate than VIPS. Each of the five
volunteersé6é rates as well as an average of

are shown imable 2.5.

Table 2.5 Average precision, recall andIFscore of both algorithms

Volunteers . GLM . VIPS
Precision Recall F-1 Score Precision Recall F-1 Score
1 90.55% 90.87%  90.40% 65.79% 67.98%  63.80%
2 90.55% 90.88%  90.40% 65.87% 68.01% 63.87%
3 90.48%  90.79%  90.30% 65.80% 67.93%  63.79%
4 90.49% 90.84%  90.34% 65.69% 68.01%  63.76%
5 90.50% 90.86%  90.36% 65.77% 67.93%  63.79%

Average 90.53%  90.85%  90.37%  65.79%  67.98%  63.81%

As can beseen fromTable 2.5, each volunteer produces results which are very
similar to each other (errors within 1% and standard deviations within 0.001idipgoa
high degree of confidence that the results are independent of the volunteers and their
performance. It clearly shows that GLM outperforms VIPS in every situatio® average
GLM precision of the test samples is 90.53%, which is 24.74% better \{lR®.
Meanwhile, GLM provides a high recall rate of 90.85% and a higls€ore of 90.37%

22.87% and 26.56% higher than VIPS, respectively.

Figure26s hows t he box plots of al/l the resul

denotes recall -1 seoredVisuiallyove cae nooduéesthatRfhe GLM
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distributions, for each of the thremvaluation metrics, are clearly superior to its VIPS

equivalent. In addition, if we look at the plots more closely:

1) Although both algorithms can identify samples with highest average precision

(Figure26e) as 100%, GLMOs | owest precision is
average precision is 58.72% (both for A v
average precision i s 0%zegobcisiomisriplh%es) . VI
(volunteer 5) and lowestnener o average precision is 1.2

2) The median of GLMO0s av-kBscaepere 9018%, 81.49% on, r e
and 91.09%Kigure 2.6f), respectively, meaning that more than half of the results
are over 91%. On contrary, VIPS provides the average precision, recaltland F
score with medians of 74.68%, 74.19% and 72.08%e¢ively.

3) The first quartile of GLM6s average preci
95.63%, meaning GLM can guarantee that more than half of its results have average
precision within the range between 87% and 95%. The first and third quaftiles o
VI PS6 precision are 42.86% and 100%, whi c
that although VIPS can provide some better samples, it also provides many poorer

samples than GLM.

From the data, we can find that the GLM algorithm works better than VIPS in
general. The reason lies on the fact that the GLM model interprets most of the Gestalt laws
of grouping to simulate a humanés mechanism
visual of web pages to identify blocks. As modern web pages evolve, layontslarger

as simple as ten years ago and the visual separators are much less obvious.
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Figure 2.6 Evaluations of GLM and VIPS on the Test Set

6 Conclusions

This chaptemproposes a web page semantic block identification algorithm utilizing
the Gestalt laws of grouping, and applies two experiments to evaluate its efficiency. The
GLM model consists of three components: the layer tree builder, the Gestalt law translator,

andthe web page blocks identifier. The layer tree builder produces input data to the Gestalt
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laws translator. It extracts visible DOM elements into layer nodes and builds the layer tree
from DOM tree of the web page by fixing the hierarchical inconsistéitwy Gestalt laws
translator, the core component of the GLM model, interprets four of the major Gestalt laws
of grouping. The web page blocks identifier combines each interpreted law into a unified
law, applies it to the layer tree to obtain the semanticksl, and finally feedbacks the

blocks to both the original web page and the local database.

Two groups of experiments are conducted to evaluate the efficiency of the model
by comparing with the VIPS algorithm. The first group runs two test cases to @thpar
t wo algorithmsdé identification results. The
more Atrue positiveso and | ess fAfalse negat
does not perform well on modern rich format web pages. The second groulpotests
pages of the worlddéds top 500 websites. Fiv
identification results manually. Three metrics have been calculated by collecting their
evaluations, namely, precision, recall andl Fscore. The testing results atby

demonstrates that the GLM model is superior to VIPS:

1 GLM has higher precision, recall anellFscore than VIPS;
1 Medians of the GLM precisions and recalls are both higher than those of VIPS; and

1 GLM provides steadier and higher distributionpadcisions and recalls than VIPS.
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CHAPTER 3 Estimating Similarity of Rich
Internet Pages Using Visualnformation

Abstract

Traditional textbased web page similarity measures fail to handle- rich
informationembedded modern web pages. Current approaches regard web pages as either
DOM trees or images. However, the former only focuses on the web pagerstruttile
the latter ignores the inner connections among different web page features. Therefore, they
are not suitable for modern web pages. Hence, the idea of a block tree is introduced, which
contains both structural and visual information of web padesvisual similarity
measurements proposed as the edit distance between two block trees. Finally, an
experiment is undertaken, by cressmparing 500 web pages, illustrating that the model
appears to be highly accurate, empirically demonstrating thahélasuremenis highly

promising.

Keywords: Block Tree; Gestalt Laws of Grouping; Normalised Compogs§listance;

Tree Edit DistanceVeb Page Classification.

1 Introduction

Recent years have witnessed a rapid development of the Internet, which brings

abouhuge changes in peopleds daily | ife throuc

5. dzz %KSYy>X FYR WFHYSa aAtf SN a9adAYlIGAy3a {AYAfLFNRGE 2
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of fact, web pages have become an important tool and indispensable part of our life. For
example, people read web pages to obtain the news or information they asteatén,

get service through online systems from service providers (such as banking and socialising),
or conduct ebusiness. Therefore, similarity analysis of web pages is essential and has a
widespread automation application. First, it can serve adlienprary task such as in an
antiphishing process, i.e., through detecting similar web pages, the search scope of
potential phishing sites can be decreased to some extent. Second, it can perform version
control and evolution of web pages. Web pages ewawefast, and the similarity analysis
provides a method to detect changes and adopt relevant control policies if necessary. Third,
it can be used for software testing. For robust software, the page should be able to response
correctly and display relevantn f or mati on upon a userds input.

software functions correctly by comparing the actual page and the target page.

Due to its importance, web page similarity analysis has drawn the attention of many
researchers. However, there ati# some issues, which mainly result from the fact that
modern web pages, with much more abundant information such as images and streaming
media, present additional challenges to webe classification (Wei, et &014). Hence,
traditional approachesdhrely heavily on textual content cannot handle modern web pages.
From the observation of human behaviours, we found that no matter how complicated web
pages are, people always have the ability of recognising and correlating content at a first
glance. Theheory behind it is that humans can read the visual information directly, rather
than through the understanding of the textual content. Users do not examine web page
details, but rather the layout and design of the page to create a single impressia. This

analogoustothe dea of As up e 1996, ia ghaoayltosaccouptDdt humanr
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decision making under time constraints and massive numbers of stimuli. Ddner argues

that humans collapse a number of features into a single composite impress®n. Thi
thinking pattern presents us with an interesting question: if the computer can think, can

they detect similarity more precisely? The answer is obvious, but the next question is how

can we achieve this goal? The Gestalt laws of grouping summarise thetehatics of
peoplebs thinking patterns. We believe that
humanbased analysis into the study of visual similarity. Therefore, irch@ptey we will

investigate web page similarity from the visual perspecty using Gestalt laws of

grouping. Our major contributions in thikapterare:

1 We develop a data structure to represent web pages based on the Gestalt laws of
grouping.
1 We propose a model to evaluate the similarity of rich web pages according to a tree

edit distance.

The rest of thishapteiis organised as follows: in Section 2, we review the related
work, and provide background on currently used classification methods; section 3
introduces the concept of the block tree, and puts forward an approatbrpret and
apply the Gestalt laws of grouping; in Section 4, we come up with a visual similarity
measurementaind a classification model which exploits thieeasurementsection 5
prepares the test sets, outlines the experimental methodology, perferexpériment on
aforementioned test sets, and analyse the outcomes; to finish, we summarise and conclude

thischaptebs contri butions in Section 6.
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2 Related Work

In general, two major orientations are widely applied including treating web pages

as images atrees, to explore web page visual similarity.

In the first category, a web page is abstracted as an image before computing their
similarities. Recently, many scholars have focused thelystn image similarity (Chechik,
et al. 2010; Rohlfin@012). A faturebased image similarity measurement approach uses
image phase congruency measurements to compute the similaritiesrbetweenages
(Liu and Lagani&e2007). Kwitt et al. (2008) present an image similarity model by using
Kullback-Leibler divergencedetween complex wavelet sub band statistics for texture
retrieval. Sampat et al. (2009) put forward an image similarity method called the complex
wavelet structural similarity. The theory behind it is that consistent phase changes in the
local wavelet codicients may arise owing to certain image distortions. Image similarity
techniques are popular and have made some progress in web page similarity, for example,
Saar et al. (2015) proposed a classification model for-dnasgser testing based on image
similarity. However, we found that a specified web page is an object embedded with a
variety of elements and these elements can interact (such as overlap or partly overlap) with
each other. Image similarity cannot reveal this interaction among elementthdtesore,

a different problem from pure image similarity assessment.

In the other category, a web page is regarded as tree structured data, and thus web
page similarity is studied through investigating tree similarity. With respect to tree
structured da, a handful of tree distance functions are applied, such as trekstaiice

(Shahbazi and Milleet al. 2014), multisetdistance (MilerMolina et al.2009), entropy
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distance (Connoret al.2011), and path distance (Buttl2004). The tree edit disiae is
defined as the minimum cost of operations for transferring one tree to another (Cording
and Lyngby2011). Tree edit distances can be further divided into differentaigdgories

in terms of distinct mapping constraints including-tigwn, bottomup, isolaed subtree,

etc. (Zhai and Lii2006). Miler-Molina et al. (2009) propose a tree distance function with
multisets, which are sets that allow repetitive elements. Based on multiset operations, they
define a similarity measure for multisets. Theyiaeh this by converting a tree into two
multisets, with one multiset including complete subtrees and another consisting of all the
nodes without children. Connor et al. (2011) develop a bounded disteaseiremerfor
comparing tree structure based onfslaon 6s entropy equations. Bu
the drawbacks of tree edit distance similarity, tag similarity, and Fourier transform
similarity. Then he proposes path similarity to measure the similarity of the document tree
between two distinct documisn Although the above achievements on tree similarity are
significant, the theory cannot be used directly on web page similarity research. The main
reason is that the theme of tree similarity has always been structural similarity. However,
our focus is orcontent similarity, in spite the obvious connection between structural and

content similarity.

Web page classification is an important topic relevant to web page similarity
analysis. Hernandez et al. (2014) explore a classification method based on URLs an
develop an algorithm to produce URased web page classifiers that are used to perform
enterprise web page classification. Onan (2015) combine various classifiers to enhance
existing classification models by investigating different feature selecticorithlons,

ensemble approaches, and classification methods. Lee et al. (2015) introduced a simplified
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swarm optimization (SSO) algorithm for the purpose of obtaining the best weights for each
feature in their data training process such that they can ubegheeights in classifying

the new web pages.

3 The Block Tree

Two major ways to represent a web page for visual similarity evaluation are the
screen shot image and the DOM tree. The former holds all visible details, but fails to
preserve the hierarchicdles. Although the later contains both visible and invisible details,
the invisible details have no contribution to visual similarity. Tdhiaptercombines the
advantages of the above two methods and proposes a new web page representation method,
which isreferred to as the block tree. It extracts only visible DOM elements and merges

theseelementsnto separate groups according to their semantic meanings.

Definition 1 (Block Tree): Given a web page 0, theblock treed "¥f w0 is a
finite set of nodes, where each nad@hat is, theblocK) indicates a group of semantically
related visible element®from the DOM treédD"¥fw 0 (6 'Y & N CHOO'0"Y and

all the blocks follow the visual hierarchy @f0.

To construct lmcks, we merge separatender objectsnto semantically related

groups based on thee&alt laws of grouping (Koffk&d955).

Definition 2 (Render Object): Given a web page 0, therender objecmaps to
a visible DOM elemeriQof the DOM tre€D "¥f @ 0. The object contains all visible CSS
properties oRas thevisual featuresand serves as the merging candidates to build the

blocks of the block treé “Y
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According to the above definitions, only the visible DOM elements are considered
and the invididle DOM elements are ignored during the construction of the blocks. The
visual features of a render object refer to its geometric properties (left, top, width, and
height) and all visible CSS properties. Note that invisible CSS properties, such as
fimargin 0o rpadiing 6, are not included. This is becaud
information of the web page. In addition, the semantic meaning of the text is not included,
owing to their weak effect on the web page visual similarity. For example, twcsméce
text with the same meaning but written in different languages will be recognised as
different text by way of comparing textual strings, but will be regarded as the same text if

using the semantic meaning as the criteria.

3.1 Construction of Blocks by Gesalt Laws of Grouping

The Gestaldt |l aws of grouping explain a h
construct each block for the block tree, these laws need to be translated intdecompu

compatible rules (Stevenson 2012; Xu and Miled5).

1 The Gestalt lavof simplicity indicates that humans tend to organise objects into
the simplest representation. In a web page, the simplest representation of content
are the DOM el ement s. T a Kiguned3.1 shows dsg | e. ca o
home page. In the figure, the middle image above the search box contains multiple
el ements (i.e., the text AGOOGLEO is the
images, andnimations, respectively). However, when we read the whole web page,

we treat it as one entire image rather than several separated ones. As such, to
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interpret this law, we consider the render object which maps to the DOM element

as the smallest unit, andcannot be further split.

+You Gmail Images S m
AGOOGLES _°

IIBEAKIHG NEWS l

NELLIE BIY REPORTS
ONTHESCDNE |

Google Search I'm Feeling Lucky

Google.ca offered in: Francais

Advertising Business About Privacy Terms Settings

Figure31Home Page of AGoogle.cao

1 The Gestalt law of closure states that humans tend to perceive incomplete shapes
as complete ones. Because child DOM elements overlap their parent elements,
many of the render objects are not completely shown in the final web page. For
example, inFigure 3.2(t he home page of Atwitter. comc
the background image is covered by two-lodpoxes, but they are not regarded as
two holes. Instead, our minds still believe thekggound image is complete. That

is, the render object remains as a complete rectangle. Herein, we construct all render

objects as complete rectangles rather than irregular shapes according to this law.
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The Gestalt law of proximity illustrates that humans tend to group close objects
together while separate distant objects apart. Based on this law, we merge render
objects into different blocks by distance. In a seriegnder objects, if any pair of
siblings have a larger distance than others, they should be put into separate groups.
For example, as shown Kigure 3.3a, the top two objects are grouped together,

the third and the fourth objects from the top are put into a second group, and the
bottom object belongs to a third group. The dimensions of théereobjects,
compared with the gap, are commonly significant in web pages, so it cannot be
ignored in calculating the proximity. The Hausifiaistance (HD) (Huttenlocher

1993; Dubuisson and Jaih994; Chaudhuri and Roseltfe1999) takes the
dimensions ito consideration, but it is not precise enough. Therefore, the
normalised Hausdorff distance (NHD), a variant of HD, is proposed. The details

are discussed in Section 3.3.
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Figure 3.3 Gestalt Laws of Proximity, Similarity and Continuity

The Gestalt law of similarity describes that humans perceive similar objects as a
single group. Similarity among render objects includes background similarity,
foreground similarity (text similarity) and size similarity. Meanwhile, it is
evaluated by the visual features. Note that shape similarity is not considered
because all the render objects are complete rectangles. In a series of render objects,
if anyone has a differg similarity value, then it belongs to a different group from

the others. As shown irigure 3.3b, the five objects are grouped into three groups

in terms of styles. Specifically, the top two objects are in one group, the next two
objects are included in a second group, and the bottom one belongs to a third group.
In colour and image similarity comparison, it is not correct to simply compare the
CSS vidue string. Instead, we compare the actual colour and image difference. The
details are discussed in Section 3.4 and 3.5.

The Gestalt law of continuity indicates that humans tend to group together objects

that are aligned. This law is straightforward dgrihe translation: if any render



object is not aligned with its siblings, then it belongs to a different group. So
according td-igure 3.3c, the fiveobjects are split into three groups, namely the top
two, the next two, and the bottom one.
1 The Gestalt law of common fate argues that humans are prone to include the objects
with the same motion trend in the same group. However, once a web page is fully
loaded, the major factor that causes web p
As such, we only consider the scrolling behaviour as the motion trend. When the
user scrolls the page, all the content will scroll accordingly. If any render object
does noteroll in the same way with its siblings, then it belongs to a different group.
For example, the lower banner marked by the black ellipggure 3.4(the home
page of Aubuntu.comod) always hangs at 't he
page, so its scrolling behaviour is not consistent with others. This kind of behaviour
can be verified by the CSS property fAposi
1 The Gestalt law of symmetryibut r at es humansé tendency of
objects as a single group, even when they are far from each other. This law rarely
appears in web pages; hence we will omit it from the discussion ainépger
1 The Gestalt law of past experience indicdbed humans tend to interpret objects
according to the past experience. This law requires a higher level of cognations
which does not belong to the field of web page analysis, so we will omit this law

as well.

Among all the above six Gestalt laws, first two shows us how to extract render

objects from the DOM tree, and the remaining four regulates the way of merging the
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extracted render objects into groups (that is, the blocks in the block tree) by the visual

features.

Ubunty  Community  Ask! Developer Design  Discourse  Hardware nsights  Juju Partners Shep More -

u b un tUQ Cloud Server Desktop Phone = Tablet Things Management Download Q

All new Juju

It's easier than ever to model your cloud services |.\ | i

with Juju.

Start building

use cookies ko improve your experience. By your continued use of this site you accept such use. To change your settings please see our policy.

Figure34Home Page of HAUbuntu. como

3.2 Construction of the Block Tree

The block tree takes the previously merged blocks as tree nodes, and follows the
DOM treeds hierarchy to organise these node
eement is the ABODYO, so the root node of t
Although sometimes a BODY is invisible, the page will still be drawn by the browser on a
white background, leaving the transparent BODY visible. Next, we follow therbatp
rule. From the root block onwards, all the direct child render objects of a block are
evaluated by the Gestalt laws and split into one or more groups. Each of the laws are then

applied to create a block. These blocks will maintain their hierarchiyeirDOM tree.
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However, if a DOM element is invisible but its direct children are visible, then the parent
of the childrenés corresponding blocks wil!/l

DOM element.

3.3Hausdorff Distance and Normalised Hausdorff Dstance

The HD between two render objetfsand’Y can be calculated by{1) and 8-

2) following the two steps.

1) Hausdorff distancBom'Y to'Y refers to the maximum value of all distances from

any pointi in'Y to its nearest point ity :

MY RY OOETAE | A&, (3-1)

where,’Y and’Y are the two render objecis;andi refer to any points it¥ and
'Y , respectivelyO O&ndE 1cdiculate the maximum and minimum value of a
given set, respectively; amdl 1 Acalculates the Euclidian distance between

andi .

2) Hausdorff distance betweén and’Y refers to the maximum value of all distances

from any point in a render object to its nearest point in the other render object:
'O0YHY | A@DYRY R 'YRY . (3-2)
As shown inFigure 3.5,Y andY are two squares both of the size 50560 and
share a same vertical sid€; and’Y are another two squares both of the sized 1010, and

their bottom sides are in the same lindla/khe horizontal distance between their closest

vertical sides are 40. According to (K'Y RY equals to 50, which is the distance
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betweerty and its nearest point i (that is,c ). Similarly, @'Y AY ,"M 'Y AY and
"M'Y Y equals to th distance betweéd andQ, % and®,Q andQ, respectively.

Therefore, according to (2), bot@O'Y AY and’OO'Y RY are 50.

W dyf( as) dy

R
10

50 50 10

Figure 3.5 HD Inconsistency

In the above example, it seems that the first pair of squares looks closer to each
other than the second pair. However, their HDs are the same. Therefore, using HD as the
proximity measuremenwill cause contradictions and inaccuracies. In fact, this pared
caused by the dimensions of the render objects. Hence, it can be eliminated by normalising
the value of HD. By doing this, we obtain thermalised HD which is denoted by NHD.

When a render object is located inside of another render objects, itssNFDtherwise it

is the maximum of the normalisé&®, as shown in3-3):

o "ooYRY | Ae—" R

: (3-3)

where,Q is the dimension of render objext, andQ is the dimension of render object

Y.

The dimension varieaccording to the relative position of the two render objects.

An example is illustrated iRigure 3.6. To determiné& , we split the surrounding region
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of 'Y by the dashed line¥ is inside ofY , while'Y ,'Y and’Y cover the north, west,
and corner regions 0f , respectivelyln this circumstance) "OOY RY is equal to O;
when calculating the values®R Y RY ,"@ 'Y Y ,andM 'Y Y ,Q represents the
height, width, and diagonal of , respectively.

North North

E
West North ast

West—Ry—FEast

South South South

West East L

Figure 3.6 NHD Dimensions

3.4 Colour Translation and Colour Difference

In spite of RGB colour space being adopted by most web pages, it is difficult to
define a universally acceptable RGB colour difference. On the other hand, thealCIE
colour space has provided a startticolour difference solutidgnthe YO (Luo et al. 2001;

Sharma, et ak005), as shown ir8{4):

Y , (3-4)

where YO, ¥6* andY'G are the lightness, chroma and hue differences, respectively;
"Y and’Y are the weighting functions of the lightness, chroma and hue components,
respectively;Q, 'Q andQ are the parametric factors; aitl is the interactive term

betwea the hue and chroma differences.
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Colours can be converted from RGB space to-ICi& space. Once the conversion
is completed, a threshold for distinguishing the two colours is necessary. Liu et al. have
studied the concept of what constitutes two diffeceidurs via extensive experimentation;
they have concluded that a threshold can be set to 3.30 (2013) to distinguish between two

colour samples. Therefore, we use their value to identify our colour similarity.

3.5Image Similarity Comparison

The browser parsehe HTML and CSS before applying them in a web page, but it
draws and displays images directly without parsing the content. This leaves the extracting
of i magesd6é visual features from the page i mg
we take the na (CIE-Lab) images as the direct input.mMeasuremerior evaluating the
similarity/difference of arbitrary objects is the normalised information distance (NID)
(Bennett, et al., 1998). However, itn®t computable (Terwijn, et a2011) because an
Ai deal 06 compressor (i.e., the compressor whi

when compressing two identical objects) does not exist.

A potential replacement of NID is the normalised compression distance (NCD),

where the conpressor must be lossless. The NCD is calculate@-BYy (Li, etc.2004):

0 6 @D v , (35)

where,® and @ are the two imagesp @is the concatenation @b and ®; andd n

calculates the length of the lossless compressidn of

The value of NCD is 0.0 if two images are identical, and 1.0 if they are completely

different. Similar withYO in representing colour difference, a proper threshold is
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necessary to decide the igeasimilarity. Roshabin and Miller (2011) have undertaken
studies on the empirical threshold, and we adopt their findings inctid@pter the
compression should be implemented by a LZMA compressor, and a threshold of 0.25

provides an adequate decisionmioi

4 Visual Similarity between Two Web Pages

After web pages being represented by the block trees, the similarity of a pair of web
pages can be determined by the similarity of their block trees. This similarity can be
determined by the treedit distanc TED) (Tai, K. C.1979) because the block trees are
labelled and ordered. The order of the block tree nodes follows the appearance of them,
which is essentially follow the appearance of the render objects, and the label of a block is

its visual feature set

4.1 Block Tree Edit Distance

Let "Ybe a block treeg"¢be the size (that is, number of nodéshe the ith node
in the postorder traversal, ant¥ and™Y be two different block trees, respectively. TED
of Y and"Y is then defined as the mmum cost of edit operations when shifting from
“Y to"Y. In thischapter we assume costs of all the edit operations are the same and take

the value of 1. In this case, the TED reflects the number of edit operations.

The edit operations include inserti deletion, and relabel. When transferrfiig
to”Y, if a noded in"Y has no corresponding nodein “Y, then the edit operation is
deletion. Ifd has no corresponding node, then it is insertion. If a pair of corresponding

nodesd ando exist but their labels are different, then it is a relabel operation. The

61



mapping of the corresponding nodes, denotedi by b , is not arbitrary. Rather, it

should follov a seris of rules (Shahbazi and Mill@014). Considering two mappings

A o anda 6

, the rules include:

1 the oneto-one rulei a node of the first tree can only map to one node of the second

tree:'Q

1 the horizantalorderpreserving rulé 0 locates beforé © 0 locates before .

Qe Q Q

1 the verticalorderpreserving rulé 0 is an ancestor af ¥ 0 is an ancestor of

0.

By default, TED calculates the structural similagfytwo trees. However, what we

concern about is the visual similarity induced by the visual features. Hence, in the block

tree, we encode the visual features into the labels, and consequently, during the block tree

edit distance (BrED) calculation, thetea b e |

operat.

on wi l

compar e

For instance, when mapping one block in a block tree to another block in a second block

tree, if the first block has different visual features with the second block, then it is relabelled

after mapping wth a relabel operation; it remains the same otherwise. The model of block

tree construction and visual similarity calculation is illustrateéigyre 3.7.

Hierarchy ’

Proximity
Similarity

Continuity
Common Fate

Block Block
Tree Tree

Proximity
Similarity
Continuity
Common Fate

Figure 3.7 The Calculation Model
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4.2 Case Study

This section investigates the block tree and visual similarity model through a series
of test cases. The first test case is the home page of the elestd@mputer engineering
department from the university of Alberta (ECE, http://www.ece.engineering.ualberta.ca/).
The original page, shown Figure 3.8, includes various blocks, such as the left navigation
menu, the big image under the department ban
and the footerFigure 3.9 illustrates the page after merging. Different background colours
and boarder shadows are utilized to indicate different blocks. For example, if two render

objects are madd with the same colour, they belong to the same block.

Two conclusions can be made frdfigure 3.8 andFigure 3.9. Fist, most of the
render objects are merged into blocks. For example, the background of the menu items (i.e.,
the objects framed with the whitglged rectangle) above the departmigamner are
marked with green, and that of all the footer content is marked with light pink. Second,
some render objects are not identified correctly, such as the left navigation menu (i.e., the
object framed with the reddged round rectangle). It is obumthat the menu should go

to the same block, but they are marked in different colours. This is because each menu item

is a |link (an AAO0O DOM el ement) wunder a | i st
hierarchy, under which each A has the same sizk aposi ti on with its
Therefore, each ALI 06 and AAO0 are mar ked with

LI block from the final screenshot image. In fact, content in the right of the three columns
(the right red rounded rectangle) anghe same case, but the margins (i.e., the uncovered
background by the three columns) eliminate this display issue by showing the content

covered by the paragraphs. In fact, this problem happens whenever the foreground text and
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of the current model.
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Figure 3.8 Case Study: The Home Page of ECE

The block tree of the above web page is partly showsgare 3.10. Each line in
the figure indicates a single block, where the full visual features are saved for visual

similarity evaluation. Different indentions reflect the hierarchy.
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Figure 3.10 Part of theBlock Tree
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Another two web pages are analysed to evaluate the visual similarity, including the
home pages of the University of Alberta (UA, http://ualberta.ca/), and that of the faculty of
graduate studies and research (FGSR, https://uofa.ualberta.catgstddies), as shown

in Figure 3.11andFigure 3.12, respectively.

Among the three web pages, the last two pages aresmaitar with each other in
both theme (such as the colours, fonts, and image styles) and layout settings. More
specifically, they both have function menus and green banner images at the top; navigation
menu below the green banner, and green footer dfotiem; the central pages are mixed
with images and paragraphs; the news and events sections have three columns, where the
left columns are the wildest and the right columns are the narrowest. In comparison, the
first page owns a blue theme, a navigati@nmlocating at the left, and a central page with
image and texts separatdable31s hows t he sizes of the ABODY

visual treg(that is, the DOM tree of visible elements) and the block.

Table 3.1 Tree Sizes of the Three Web Pages

Web Page DOM Tree Visual Tree Block Tree
1 235 157 88
2 420 278 128
3 831 233 114
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Figure 3.12 Case Study: The Home Page of FGSR
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From the table, although the second two pages are similar, theliference
between their DOM trees is larger than that between the first two DOM trees. Also, the
size difference between the second two pages
rest pairs. These two facts prove again that only the visibleemwbutf a web page
contributes to the visual similarity. Hence, the DOM tree is not suitable for visual similarity
evaluation, owing to abundant invisible elements it contains. In addition, the block tree size
difference between the last two pages is sm#iien that between the first and the second
as well as that between the first and the third, which indicates the block tree reflects visual

similarity.

Calculated by the three block treesTBDs are: 121 between web page 1 and 2,
128 between page 1 aBdand 108 between page 2 and 3. None of these values is 0, which
represents that the three block trees are different from each other. Due to the smallest B
TED being witnessed, page 2 and 3 are most similar. Meanwhil&Bbetween page 1
and 2 is smallethan that between page 1 and 3, indicating that page 2 is more similar with

page 1 compared to page 3.

5 Experiments

The experiments are designed to evaluate wheth@EB is an effective
measuremerfor web page visual similarity analysis. First, a sawveb pages are crawled
as the test cases and split into subsets randomly. Then the aforementioned model is applied
to all pairs of test cases within each subset to calculate- Te&B. The values of BEDs
indicate the similarity between web pages; arepheclassified results are exploited to

obtain the values of precision, recall, and accuracy rates.
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5.1Test Set

The test cases are generated from the global top sites of Alexa
(http://www.alexa.com/, these top sites and links were retrieved on March 5§, @dih
the home pages of the worl doés top 500 websit
to generate a final test case pool, which includes 78298 links. All these links are unique in
terms of the identifying URL, and are currently activef&#nt URLs, however, may have
similar content. For exampl e, the pages of
except one word, because both of the two links are redirected to the login page of a Google
account. Asian websites tend to contain lotiend® in a single page (sometimes even more
than 1000 I|links, such as fA163.como), | eading
Asi an web pages in the test pool . Many weste

are very concise and contain faviaks.

Crosscomparing each pair of all the test cases requires approximately 6.13 billion
comparisons, resulting in infeasible experiment. Therefore, we choose 500 test cases from
the pool randomlyirigure 3.13 describes the distribution of the 500 test cases, with-the x
axis representing the web sites and tfexig illustrating the number of selected pages for
each web site. As shown in the figutieese test cases cover 109 web sites, and some of
them contain more web pages than others, with an average of 4.59 pages per web site. For
i nstance, the 88th web site (fAbitauto. como)

web sites only possess oregp each.

70



60
|

20

£

i el e ol 4;’9
N O N O e S ey S O
\ \ \ \ \ \ \ \ \ | \

0 10 20 30 40 50 60 70 &0 90 100 110
Web Site

0
o
|
P

Number of Web Pages
40
\

Figure 3.13 The Distribution of Randomly Selected Web Pages per Web Site

Figure 3.14llustrates the sizes of all the block trees (i.e., the number of nodes per
block tree). Among them, the largest block tree has 1237 nodes, and the smallest contains

only 4 nodes. The mearesiof all the block trees is 346.38.
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Figure 3.14 The Distribution of Block Tree Size

5.2 Experimental Methodology

It is infeasible to crossompare the visual similarity between web pages manually,
this is because there will be = 142750 pairs of pages. Therefore, in the experiment,

we build a web classification model to identify the visual similarity automatic@tis

classification model runs a naive Bagéasssifier (McCallum and Nigad©98) and follows
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a 10fold crossvalidation (Refaeilzadeh et aR009) routine. Specifically, in the

experimental preparation, the test set is first divided into 10 subsdtsmiynand equally.
The next step is to prepare the feature set for the classifier. For each subset, there are

= 1225 pairs of web pages, so the feature vector contains 1225 records, each of which
includes the block trees of the two web pages as wétleaB TED values between them.
Al so, we set the category variable as a Boo

representing different.

The category variable is determined manually. In each subset, all the web pages are
readby five people and then pinto several groups, where visually similar pages are put
in the same group, while different pages are placed into different groups. The split
decisions are made purely by the comprehensive understandimg fofe people, so we
can use it to evaluateow well the algorithm simulates human perception. For example,
the home pages of fAgoogle.cad and fAgoogle. fr
and conversely, t he home page of Afgoogl e. ¢
Ay ahoo. ceyram sortesl mto different groups. During manual classification, it is
not reasonable to makbe five people identify web page similarity following rules,
because any given rule wil!/l affect peopl ebs
judgement ad thus disrupting the manual classification. After-geessification, if two
web pages are in the same group, then the corresponding category of this feature record
wi || be AYESDOo Interaatedreliabilitg af thevfiger peaple are evaluatgd b
Cohenbés Kappa, wher Eblé3l2&ccording o the tablaradTable s hown i
2.4, 1l of eachtwo of the fivemtersar e al | wbstantied nr dlmhge fiSand hi gh

all the 10 subsets, indicating the five people all agree with each other.
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Table 3.2 | of Each o Ra t eBEwvatuations

Raters Subsets
1 2 3 4 5 6 7 8 9 10

0.6938 0.7628 0.7736 0.7720 0.7092 0.8147 0.7963 0.7792 0.7369 0.7620
0.8034 0.7460 0.8099 0.7386 0.7501 0.7127 0.7797 0.7763 0.7690 0.7764
0.7202 0.7679 0.8091 0.7172 0.8083 0.7070 0.7806 0.7675 0.8028 0.7113
0.7523 0.8067 0.7784 0.8043 0.8075 0.7954 0.7702 0.7454 0.7648 0.7785
0.7692 0.8139 0.8075 0.7561 0.7737 0.8099 0.7797 0.7766 0.7723 0.8099
0.7460 0.7188 0.7990 0.6973 0.7741 0.7675 0.7927 0.6959 0.7684 0.7794
0.8138 0.7160 0.6974 0.8155 0.7669 0.7999 0.7187 0.7706 0.7943 0.7742
0.8059 0.8083 0.8116 0.7708 0.7785 0.7266 0.7728 0.7684 0.8052 0.7444
0.7714 0.7775 0.7074 0.7556 0.8115 0.6987 0.7657 0.8067 0.7999 0.7468
0.7613 0.8067 0.7000 0.8115 0.7396 0.7999 0.8139 0.7710 0.8025 0.8099

DR W WMNNNRERRPRI>
g oMM WOODNWNND

10 rounds are involved in the cregalidation process of the experiment. In each
round, nine subsets are selected as the training sets, and the last subset serves as the
validation set. The naive Bayes classifier is first trained by all the feature recatdse
corresponding categories from the training set. Then it reads the feature vector of the
validation set and makes the prediction of a category vector. Finally, efficiency is obtained
by comparing the prediction result with the 4otassification reglt. The experimental

methodology is illustrated iRigure 3.15.
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Figure 3.15 Experimental Methodology

5.3 Experimental Results

The BTED distribution of the 1225 records in subset 1 is display&tgure 3.16.

Two findings can be concluded from this figure. FirstTBD can be used as a visual

similarity measuremenbowing to the fact its different values towards with similar pages

and different pages. To be specific,;TED values between similar web page®(thiit Y ES 0

category)

are smal

e

r

t han

t hat

bet ween

di

the threshold to determine web page similarity does not exist, because there is no clear gap

between the two categories Distributions of the remaining nirgetaibre similar, which

reveals the above findings as well.
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Table 3.3 depicts more details about theTEED values. The maximum-BED of

each subset ranges from 1037 to 1542, and the minimum value is between 24 and 112.

With respect

t he ANOO

t est

t o

t h easestm\e valugsdronue®x90 to 811.89, amdy E S 0

cases

t ake

t

he values

from 3009

smaller than the former, indicating that although the obvious threshold does not exist, the

visual similarity can stilbe identified by the BTED.

Table 3.3 B-TED Value Details

Subset Maximum Minimum Mean of Mean of

cases cases
1 1490 54 764.24 355.03
2 1233 42 758.12 309.35
3 1292 32 736.67 352.26
4 1174 78 731.92 312.45
5 1373 68 811.89 333.61
6 1037 112 690.02 348.86
7 1093 27 662.90 343.56
8 1085 24 666.78 317.45
9 1052 80 663.64 357.09
10 1542 82 799.02 346.90
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To evaluate the model 6s performance, t he

classification are collected bg-6).

Y — , (3-6)

where,"@enotes the subset number;’Y, andd are the precision, recall, and accuracy
of the classification, respectivelyY0, "Y0, "'O0, andOb ar e t he numbers of
positiveo, Atrue negati veo, Af al se posi ti\

respectively:

1 if two web pages argimilar and correctly identified by the classifier, then they are
referred to as true positive (TP);

1 if two web pages are different and correctly identified, then they are referred to as
true negative (TN);

1 if two web pages are different but incorrecttientified as similar, then they are
referred to as false positive (FP);

1 if two web pages are similar but incorrectly identified as different, then they are

referred to as false negative (FN).

From the experimental results shownTiable 3.4, it can be seen that round 6
demonstrates the best performance with precision of 94.72% and accuracy of 98.29%.
Conversely, the first trial demonstrates the poorest performance with agrexisi4.38%,
and an accuracy of 87.27%. This is caused by the high FP rate of the corresponding

predictions. This problem also appears in round 10. There are more TPs and TNs than FPs
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and FNs in each of the 10 rounds. Also, the overall accuracy is 94wt8éh, proves that

B-TED is an effectivaneasuremenfor visual similarity. Meanwhile, FPs are nasro,

showing that some pairs of different pages are incorrectly identified as similar. Conversely,

FNs are all zero, which reveals that there are no piasievdar pages identified as different.

The probably reason for this is that people tend to focus on the overall sketch when looking

for similarity, and pay attention to details when searching for differences. Therefore, if two

pages are similar, the pratility that they are identified as different is very low; conversely,

if they are different, there is possibility that they are judged as similar.

Table 3.4 Experimental Results

Round TP TN FP FEN Preﬁ's'o Recall ACC;raC
1 453 616 156 O 74.38% 100.00% 87.27%
2 619 528 78 0 88.81% 100.00% 93.63%
3 502 554 79 0 88.23% 100.00% 93.55%
4 682 505 38 0 94.72% 100.00% 96.90%
5 732 432 61 0 9231% 100.00% 95.02%
6 786 418 21 0  97.40% 100.00% 98.29%
7 810 390 25 O 97.01% 100.00% 97.96%
8 659 530 36 0 94.82% 100.00% 97.06%
9 734 460 31 0 95.095% 100.00% 97.47%
10 503 475 157 0O  79.07% 100.00% 87.18%

Average 666.00 490.80 6820 0  90.27% 100.00% 94.43%

6 Conclusion

Modern web pages are embedded with abunidémtmation, such as images and

streaming media. Hence, traditional t&esed similarity evaluation methods are

problematic; however, similarity based on visual information is a promising orientation for

modern web pages.

In this chapter a novel approach o

t

hi s

probl em

S

propose

model is introduced to represent a web page visually. This is done by retrieving visual

information from the web page and interpreting the Gestalt laws of grouping to merge
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related content. A normalised Hausifidistance is introduced to evaluate proximities; the
CIE-Lab colour space and its colour difference are used to find the colour similarities; and
the normalised compression distance is used to calculate image similarities. A page
similarity classificatbn model is then built based on the block tree edit distandd=(®.

When calculating BTED, we label each block tree node with all its visual features, and

compare the corresponding nodes by them.

An experiment is preformed utilizing a test set builtnfreandomly crawling
popular web sites. To evaluate the correctness-0EB as ameasurementor visual
similarity, a 16fold crossvalidation is conducted. The overall precision, recall, and
accuracy in the experiment are 90.27%, 100%, and 94.43%, lieepedihis implies that
B-TED is a promisingneasurementor web page similarity evaluation, and provides

satisfactory identification results.

In spite of the contributions, limitation still exists for the proposed methodology.
That is, the hierarchy ohé block tree does not precisely reflect the visual layout when
foreground text and background colours/images are separated. In the future work, a proper

solution for this limitation will be the first task.

To the best of our knowledge, this is the finstd that the Gestalt laws of grouping
have been used to investigate web page similarity. Therefore, no similar study exists in the
literature. In the future, we plan to investigate and validity our interpretation of these laws

via experiments which explaleghe effectiveness of each law independently.
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CHAPTER 4 CrossBrowser Differences
Detection based on an EmpiricaMeasurementfor
Web Page Visual Similarity’

Abstract

This chapteraims to develop a method to detect visual differences introduced into
web pages when they are rendered in different browsers. To achieve this goal, we propose
an empirical visual similaritymeasurementoy mimicking human mechanisms of
perception. The Gealt laws of grouping are translated into a computer compatible rule
set. A block tree is then parsed by the rules for similarity calculation. During the translation
of the Gestalt laws, experiments are performed to obtaasuremestfor proximity, color
similarity, and image similarity. After a validation experiment, the empinessurement
is employed to detect crobsowser differences. Experiments and case studies on the

worl dés most popul ar web pages provide posit

Keywords: Block Tree;Extended Subtreé&estaltLaws of Grouping; Web Page Visual

Similarity; CrossBrowser Differences Btection
1 Introduction

Web applications, with web browsers as their carriers, have become an

indispensable part of our life today. Whilee enjoy the convenience that different web

6 Xu, Zhen, and James MilléCrossBrowser Differences Detection based on an Empirical Measurement
for Web Page Visual Similagty ! / a ¢ NI yal OGA2ya 2y LYGSNYySG ¢SOKy2f 2
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browsers bring to us, we also face the problems that web pages are rendered differently
across different web browsers. Crdsswser visualization issues, therefore, become
prevalent, which affects user experientn addition, they also cause maintenance issues

for web designers.

Crossbrowser issues refer to cresswser incompatibilities, which are
di fferences in a web pagedés appearances (I
it is displayed on diierent browsergChoudhary, et al. 20)3This chaptemwill focus on
the appearances of web pages. The first step (details can be found at Xu and Miller, 2015b)
is to remove the invisible elements and CSS attributes of the web page from its DOM tree.
Theremaining visible elements are then grouped into different blocks by the Gestalt laws
of grouping to finally construct At he bl ock
used in psychology to account f objectspas o p| e 6 s
organized togethdiVolfe et al. 2009; Banerjee 1994n the second step, we propose an
empirical visual similarityneasuremerib detect how similar (or different) a specified web
page is, when it is rendered in two different browsers. Therneajatributions of this

chapterinclude:

1) it provides a numerical mechanism to translate the Gestalt laws of grouping into a
set of computecompatible rules;

2) it presents a novel data structure to represent web page visual information;

3) it develops an empral measuremertbo evaluate web page visual similarity; and

4) it applies the empiricaheasuremerto detect crosbrowser differences.
The remainder of thishapteris organized as follows: Section 2 investigates the

empirical translation of the Gestalt lawf grouping; Section 3 introduces an empirical
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measuremeribr evaluating the visual similarity between web pages; Section 4 conducts
experiments on detecting crassowser differences. Section 5 reviews recent work; and

Section 6 draws conclusions frahe presented work.

2 Translating Algorithm of the Gestalt Laws of
Grouping

2.1 Motivations and Goals

The Gestalt laws of Grouping illustrate how people perceive objects. In this section,
we attempt to translate these laws into a format that a computg@raeess within the
domain of web pages. It should be noted that this task is significantly different from, and
easier than, parallel efforts to translate these laws for general image processing applications.
Analyzing the screenshot image of a web pagkawmittain significant noise components,
whereas using the DOM tree is effectively noise free. This is because the DOM tree stores
actual content (such as text or videos) while screenshot image stores color values of each
pixel. Also, the DOM tree includeke hierarchical information, thus relationships among
different content components is preserved. It is argued that utilizing the actual content

components and their relationships is essential to producing an accurate solution.

The original Gestalt laws afrouping include eight items (each item represents a
single law), i.e., the Gestalt laws of (a) simplicity, (b) closure, (c) proximity, (d) similarity,
(e) continuity, (f) common fate, (g) symmetry, and (h) past experigtesenson 2012,
Koffka 2013. In the context of web page similarity, the Gestalt laws of symmetry and the
Gestalt laws of past experience are not employed. This is because the former considers

symmetric elements that are in widely scattered locations (which are very rare in web
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pages)and the latter refers to higher level of human perceptions (i.e., it requires knowledge
that is beyond the scope of web page analysis). Hence, we focus here on the remaining six

laws.
2.2 Translating the Gestalt Law of Simplicity

The Gestalt law of simplicitgtates that people tend to break down content into the
simplest units when reading a web page. Although a web page can be split as small as a
single pixel, we will not follow this method. This is because when we read the page, we
focus on useful informatiosuch as a single image or a piece of text instead of pixels. The

useful information corresponds to the DOM elements of a web page.

Taking the home page of the IEEE (https://www.ieee.org/index.html) as an
example, the logo contains three parts: the di@morf i gur e, the big bold
phrase under them. Despite having different types and styles, they are considered as a
single group rather than three unrelated items; this simplifies the process of reading and
understanding. Based on this observgtiwe define DOM elements as the smallest units

that cannot be further split during the process of web page analysis.
2.3 Translating the Gestalt Law of Closure

The Gestalt law of closure indicates that upper elements of a web page will cover
lower elements, dwever, humans are prone to regard the lower elements as complete
rectangles even if they are partially covered. Our brain fills the hole that is blocked by the
upper elements. Use the home page of Facebook (https://www.facebook.com/) as the
example, thedgin boxes cover the right part of the top ribbon, which makes the latter

incomplete. Even though, we still perceive the ribbon as complete. According to this
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observation, we treat each element as a full rectangle during the process of web page
analysis. his also makes the representation much easier and thus is consistent with the

Gestalt law of simplicity and human visual systems.
2.4 Translating the Gestalt Law of Proximity

The Gestalt law of proximity argues that we tend to put close elements of a web
pageinto the same group and assign distant elements into different groups. Considering
the home page of Facebook again, we perceive the two login boxes as related (regarded as
a group), the five boxes regarding signup are related (regarded as a secondgcbiing),
three boxes under the ABirthdayo are al so
two elements in different groups are not related according to their distance relationships.
(The words proximity and distance are used interchangeablesichidpter) For a series
of sibling elements, we calculate the proximity between every two adjacent elements. Then
we group the adjacent elements together if their proximities are the same and split them
into different groups otherwise. In order to find @ppropriate mechanism to calculate the
proximity of elements, we will investigate and compare available proximity calculation

candidates documented in the literature.
2.4.1Proximity Candidates

Two intuitive measuremest for the proximity of rectangular objects are the
centroid distanc€CD) and thegap distanc€GD). CD is the Euclidean distance between
the centroids of the two rectangles; and GD denotes the distinct orthogonal distance

between the four sides of them.

8 00 W R o w (4-1)
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000 i maXYOf QOERYOY Q0O g (4-2)
where0 and0 are the two rectangles;a, w ), and @ , @ ) are the respective
coordinates of the centroids 6f and( ; Q'Q% and'Q QL depresent the distance

between the closest vertical and horizontal sides @nd0 , respectively; andy O,

and"Y"O% represent the corresponding signs. The parameters of GD are calculated

through:
YO phvgu WS U. Q@O U Q@qc;
phot her wi se
YOl ph 0 s (§INQT.9) mQMJc;

phot her wi se
QO Oomi X QQM QG QQd WHHE WO a Qe WO 1 TS ;

QO OM MENOEFDEN WEOOFIHE OO EtE gROEOOE G
wéE O O0F.4

However, these two distanoeeasuremestmay lead to an inconsistent situation.

For example, as shown gure 4.1a, the left two large rectangles are close to each other,
and the right two small ones are more distant in the perceptual perspective. However, the
calculated CDs of the two pairs are actuiily same. Similar problem happens for GD, as
shown inFigure 4.1b.

This issue is owing to the dimensions of the two nodes being ignored. Therefore,
an appropriateneasuremerghould take size (i.e. width and height of the rectangle) into
account. Thédausdorff distanc€HD) satisfies this requiremertittenlocher et al. 13B).

It denotes the maximum value of all distances from any point in one nddenearest

point in the other node, as shown 4R3):
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‘000 ma XMy maxsup n& ¢ Ahsup n& ¢ & ,(4-3

where™O00 h) is the HD betweed and0 ; My is the HD fromO to 0 ;
/A& ¢ Acalculates the Euclidean distance between two peingde ;s ugndi n f

calculate the maximum and minimum value of a given set, respectively.

N1 —Nj: Ny IT‘ 20 N, 10

10 20
— Ny N N, LN ] 20 N, N 10
(a) Centroid Distance (b) Gap Distance (c) Hausdorff

Figure 4.1 Contradictions between Calculation Distances and Perceptual Distances

As shown inFigure 4.1c, although HD reflects size of rectangles, it fails to
eliminate the inconsistency issues of CD and GD, Therefore, we choose the fourth
candidate, which is the normalized version of Hiberelative Hausdorff distancgRHD).

It is calculated by4-4):

Y'Od ) ma x—-h—" | (4-4)
wherei ‘Qandi ‘Qare the relative dimensions that act as normalizing factors. The detail
of calculation can be found ai and Miller2015a)

2.4.2Experiment and Discussion

The experiment focuses on proximityds
we minimize other influencing factors (such as similarity and continuity) by controlling

these parameters. Specifically, we create aigttangles, the sizes and content of which
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are randomly generated but kept the same. Meanwhile, the rectangles are evenly distributed
and kept close to each other, so that the edge distances between adjacent rectangles are
smaller than their dimensions. &®quently, all of them can be considered as one group.
Second, the edge distance between the fourth and the fifth elements increases continuously
while those of the remaining adjacent elements remain unchanged. Five volunteers were
requested to observeetlthanging scenario, and to record when the eight rectangles were
split into two groups, specifically between the fourth and the fifth rectangles, based on their
perception. The values of the four proximity candidates are calculated and logged.

Each voluneer repeated the above test 100 times. The difference between the
increased and the original values of a good proximigasuremenshould reflect the
threshold of the volunteerés visual percept.
tests. The ifferences of the four proximity candidaté&)( QY 0QY O'OandY'Y "OPare
illustrated inFigure 4.2. In the experimenty 'QY OCandY'OOare exactly the same
according to their formulas, because all the rectangles are exactly the same in dimension
and leftaligned. Therefore, ifigure 4.2, their corresponding curves coincide.

Table 4.1 shows the details of the comparison results. In the tBl&)Y 0Q
Y'OQ andY'Y 'O@re denoted as 1, 2, 3, and 4, respectively. The variand&s 0 00
andY'O0from all the 100 tests are all above 0.06, while the varianc¥y &d@re all
bellow 0.002. Consequently, we conclude that RHD provides thepbdstrmanceas a

proximity estimation.
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Figure 4.2 The Distribution of Proximity Candidate Comparison Results

As is stated above, the translation of the Gestalt law of proximity aims to group
elements together if their distances with adjacent elements are exactly the same. However,
the experimental results shidhat the mean of all the RHD values from the five volunteers
is approximately O0.05. ThereforeYY@ring
T8 vi.e., if the value o¥'Y "'O'@s less than 0.05, we regard the two proximities as the same.

Table 4.1 Proximity Candidate Comparison Results

1 2 3 4 5

volunteer 4 5 3" 4 123 4 1,23 4 1,23 4 1,23 4

Maximum 6 0.0806 7 0.0986 6 0.0789 8 0.1012 8 0.1012
Minimum 2 0.0253 2 0.0290 2 0.0322 2 0.0298 2 0.0322

Mean 354 0.0541 381 0.0568 3.61 0.0562 3.62 0.0552 3.47 0.0524
Variance 0.6884 0.0001 1.3739 0.0002 0.8379 0.0001 1.1556 0.0002 0.9291 0.0001

90

t



2.5Translating the Gestalt Law of Similarity

Different elements in a web page are displayedanous styles; however, the
Gestalt law of similarity reveals that we tend to perceive similar elements as related. This
law compares elements by all their visual features such as background colors/images,
textual styles and paragraph styles, which apeesented by a series of CSS properties.
Generally, most CSS properties can be compared directly by their values. For example,
t wo textual fanl estyle nbtbeth beingithlic A 6 are considered as
similar and as different from a third textual elemeaith the same CSS property being
onormal 6 When a CSS property contains colors or images (@ackground 6 ,
doorder -color O |list 0-style -imaged) , it i s not accurate for
in this way. This is because the value of a color can be eitleeRGB value (e.g.
argb(255, 255, 255) Oor#FFFFFFO) or t he cwhitod) nabBet tf eofy .
them can refer to the same color; however, the string values are not the same. For accuracy,

we compare the actual colors and images directly.
2.5.1Empirical Compari son of Colors.

Most web pages describe colors utilizing the RGB space, so the direct way for
comparing two colors is by comparing their color difference uttteeRGB color space.
Riemersma (2008 xploits the weighted Euclidean distance as the color difference for the

RGB color space.

-

Y6 & R c i iote e ¢ — & & 45
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where 6 and 6 are the two colors; i, Qandware the values of
green and blue channels, respectively; and i[[ i 1 ] isthe mean value of

the red channels.

An alternative color space is CIELAB, which has a wider gamut that covers all
RGB colors. Meanwhile, compared with the RGB cohmdel designed for display devices,
the CIELAB model is designed to mimic human vision. Color differences in this space, the
YO , are calculated by}{6) (Luo et al. 2001)The parameter list is omitted in thisapter

for brevity, but can be found ifuo et al. 2001)

Y Yy Yy Yy

YO Yy Y

Y (4-6)

Due to the respective merits of the two color spaces, we design experiments to test which
color space has a better color differentsasurement terms of distinguishing colors for
human perception when utilized in web pages. The empirical threshold for the better color
difference is determined by the experiments. The experiment consists of 50 rounds of tests
with each round including two groups admparison. In each group, 100 pairs of random
colors are generated. The first group lists the 100 paib®bwnd the second group lists
them byYO . We record both: (a) the first pair of colors that is distinguishable (by a

human test subject) Each group; and, (b) the corresponding color difference.

The experiment is repeated five times, and the results are shdailé¥.2 andFigure
4.3. As can be seen in this table that the valuesf vary from 4.03 to 5.35 with a
variance being smaller than 0.1; and the valué&dfuctuate from 22.44 to 61.24 with a
variance being at least 63.90. The varianc¥®f is smaller than 0.1 while that ¥ is

larger than 60, meaning that the former is more stable. Theréf@e, is more
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distinguishable thalé for our huma volunteers, and thus we sel®@ as the color

difference metric and set its mean value as the threshold, which is 4.65.

Table 4.2 Color Comparison Results

Repetition 1 2 3 4 5
P Yo Y5 Yo Y85 Yo ¥ Yo V8 YO ¥
Maximum 5.06 57.70 5.15 61.24 5.15 5748 535 5750 5.05 56.05
Minimum 4.06 23.31 4.04 25.05 4.03 2244 4.05 24.09 4.16 24.60
Mean 456 4180 4.62 4382 465 39.66 4.73 36.68 4.69 39.49
Variance 0.07 72.44 0.09 75.37 0.08 63.90 0.05 81.70 0.06 94.09
Repitition 1 Repitition 2
75 - . 75 -
60 X AC « AE2 60 x AC « AEJ2
30 30
15 15
0 T T T T 0 T T T T T
0 10 20 30 40 50 0 10 20 30 40 50
Repitition 3 Repitition 4
75 75 -
60 x AC  « AEg] 60 X AC + AEg]
45 45
30 — 30 4
15 15 4
0 T T T T 0 T T T T T
0 10 20 30 40 50 0 10 20 30 40 50

Repitition 5

75 -
60 —
45 —
30
15

X AC + AE)S

T
0

T T T T T
10 20 30 40 50

Figure 4.3 Distributions of Color Comparison Results

2.5.2Empirical Comparison of Images

An image from a web page can be represented in several different ways: (a) a

general file object that is a series of binaries; (b) a mathematical sample that is a series of

numeric values; and (c) a general image that is a series of pixels.
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When the image is treated as a file object, the similarity between two images can

be estimatd by thenormalized compression distan@¢CD), (Li et al. 2004)

0 6 OO , (4-7)

where, OandOare the two images, with are each represented as an array of pixel colors;
"O0is the concatenation @andQ andd o calculates the compressed lengthuoff

the two images are the same, then their NCD is 0.0; and if they are completely different,
the value is 1.0. Due to the performance of the current generation ofessors, errors

are inevitable when calculating NCD. That is, NCD is sensitive to the selection of the
compressor. The higher the performance of a compressor, the more accurate the result.
Therefore, we adopt the LZMA algorithm as recomdezhin several gvious papers

(Chen etal. 2010; Claude et al. 201@¥ppecifically, we utilized LZMA2, which is superior

to LZMA when compressing already compressed data such as JPEG).

If we treat an image as a mathematical sample, then the similarity can be calculated

mathematically as theean square errofMSE) (Hore and Ziou 2010)

bYOOHO -B 1Q Q , (4-8)

where( equals to the size dDandO(that is,0 "Q@06 "M (XX "QandQrefer to the

color values of pixels ifDandQ respectively.

To deal with a general image, thteuctural similarity indeXSSIM) can be applied,

which is designed for digital image comparison in order to imitate human perception
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(Koffka 2013) The value of SSIM for two identical images is 1.0, andvi@ completely

different images is1.0. SSIM is calculated vi&-9),

YY'OGHO : : (4-9)

where’ and‘ are the mean d0andQ respectively, and, are the variances of
"‘0and’O, respectively; andpandQare two variables to stabilize the division with the

denominator.

This experiment evaluates the aforementioned thmeasuremestand aims at
finding the best one for image similarity. We choose the Mc@iibcated coloimage
database (Olmos and Kingdom 20@4)the test pool to conduct a-fdund-comparison.
This database provides over 1500 images. These images are colorful natural and manmade
scened stored in tif format and 72 dpi resolutidrsuch as animals, foliagéuits, and
land water, which cover almost all the themes we see in web pages. During each round, 10
pairs of similar images (i.e., 20 images) are randomly selected from the test pool to build

up the test set. 20 images can make p wpmpairs of imagesi., 190 comparisons).

Among them, the preselected 10 pairs of similar images are marked as the first 10 pairs,
and the remaining 180 pairs are randomly marked as the 11 to 190 pairs (i.e., last 180 pairs).

All the 190 pairs of images are evaluated byttheemeasuremestrespectively.

In Figure 4.4, two groups of box plots are drawn for each round, where group 1
shows the first 10 pairs and group 2 shows the remaining 180 pairs. All of the 10 rounds
(each suHigure represents a roundgveal similar result patterns. Qualitatively, the MSE

values of group 1 in any round are not distinguishable from group 2, so it cannot be a useful
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measurementRegarding the NCD results, although the values of the first 10 pairs are
generally smaller thathat of the last 180 pairs, they are too close to be distinguished, i.e.
approximately 0.02 between the minimum and the maximum. Therefore, it is difficult to
determine a threshold to divide the two groups apart. With respect to SSIM, there is a clear
separation (i.e., the horizontal dashed line as shown) in eaefigeub to allow an accurate
division between the two groups. As a result, among the three methods, only SSIM is
capable of distinguishing between similar pages and dissimilar pages, amdptnead

threshold is set to the overall mean value, which is 0.48.

Quantitatively, the minimal, maximal, and mean values of MSE, NCD, and SSIM
are illustrated inrable 4.3. For MSE and NCD, the value range (i.e., the values between
the minimum and the maximum) of the first 10 pairs crosses with that of the last 180 pairs.
In contrast, there isho commonpatheeen t he value ranges of
the last 180 pairs. This, again, proves that only SSIM among the three is able to distinguish
the similar and the dissimilar of image pairs. Therefore, we select SSIM as the
measuremerntb calculate web gge similarity. Furthermore, for SSIM, the smallest value
of the first 10 pairs is 0.5050, and the largest value of the last 180 pairs is 0.4504; therefore,
we pick their overall mean (i.e., 0.4755) as the threshold to distinguish between similar and

dissmilar images.
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Figure 4.4 Distributions of Image Comparison Results
Table 4.3 Image Comparison Results
MSE NCD SSIM
Group 1 Group 2 Group 1 Group 2 Group 1 Group 2
Minimum  36.8994 86.7609 0.9722 0.9894 0.5050 0.0476
Maximum 311.8292 421.2648 0.9999 0.9999 0.8397 0.4504
Mean 162.4931 206.7298 0.9927 0.9989 0.5920 0.2105

2.6 Translating the Gestalt Law of Continuity

The Gestalt law of continuity expresses thaebple tend to judge the elements on a

web page as related in a situation where they are aligned, and as dissimilar when they are

not aligned. In other words, this law refers to the geometrical alignment. By default, the

browser places elements in a jtisti manner. If certain elements are not justified with
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others, it indicates that they are not related. In this case, the designers have separated them

deliberately.

As shown in the examplfigure45), thdpamagaphsds h o me
the blue rectangle (AGet to Know Uso, ACar ece€
indicating they are related content. In general, to evaluate captivve compare the left,
top, right, and bottom coordinates of two elements. If any of the four coordinates of two
elements are the same, we conclude that they are related; and that they are dissimilar

otherwise.

amazon

el e K 15 I & 115 Hrlp ¥

foar Arraund

eur Ondans

AMADON.COM

Arucen Drke [0 zallacke MK sy “raror Dairam

Figure 4.5 Home Page of Amazon

2.7 Translating the Gestalt Law of Common Fate

The Gestalt law of common fate describes that during the process of web page
|l oadi ng, el ements in a web page camcyhave dif

is to regard elements with the same motion trend as related. When the page is loaded, most
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web page content does not move during the load operation. However, if the reader scrolls
up and down the page, all nodes will move by default. In some situatens are elements
that do not move with scrolling pages, under this situation, we believe these elements have
different motion trends and as such that we treat them as dissimilar. This motion trend is
controlled by the CSS translaignefthisyaw fivig @ospatei o n o ,
the corresponding values of DOM elements for merging determination.

Taking the home page of Amazorrigure 4.5 again as the example, when the page
is scrolled, the search bar (marked by the red rectangle) is always hanging at the top, but
other content moves accordingly. Under this circumstance, we tend to think of the search
bar and the other content as dissimila

With the DOM tree of a web page as the raw input, the translated Gestalt laws
constructs the block tree by removing all invisible elements and merging semantically
related elements into blocks, as shownigure 4.6. This data structure, the block tree that
contains all visual information of a web page, is used for visual similarity evaluation and
crossbrowser difference detection. Efficiency of the block treeissussed iXu and
Miller, 20159, where it is utilized as part of a web page segmentation algorithm

empirically shown to outperform VIPS.

Web page
Simplicity Remove
Closure invisible ~

— intermediate tree
Proximity

DOM tree L Similarity Merge
Continuity refated
Common Fate

Geatalt laws of grouping Block tree

Figure 4.6 Translation of Gestalt Laws of Grouping
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3 The Empirical Visual Similarity Measurement

The similarity between two block trees can be decided byréseedit distance
(TED) (Pawlik and Augsten 201570 calculate TED, the first step is to determine their
mapping relationship. If we pestdertraverse all the nodes of a tree, then the mapping

relationship between nodes of two trees is restricted to the following three rules:

1) oneto-onerule: any node in one tree can map to one and only one node in the other

tree;

2) horizontatorder preservingrule: the (posbrdertraversal) order of two sibling
nodes in one tree is always the same with the order of the mapped nodes in the other

tree;

3) verticalorder preservingule: if two nodes are parent and child in one tree, then

their mapped nodes in the othieee must still be parent and child.

Note that a node in one tree may not be mapped to any node in the other tree. After
obtaining the mapping relationship, one of the following three types of edit operations is
determined. (1) if a node from the firs¢¢ does not map to any node in the second tree, it
is removedwhen the first tree is transformed to the second tree. (2) if a node from the
second tree does not map to any node in the first treeaddisd (3) if a node from the
first tree maps to a ke in the second tree, but the two mapped nodes have different content,
then the node in the first treeredabeled If the two mapped nodes have the same content,
then there is no edit operation during the transformational process. The value of TED
between the two trees refers to the number of edit operations required to transform one tree

to the other.
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3.1 The Extended Subtree

The edit distance of the corresponding two block trees denotes the visual similarity
between two web pages. However, directly usiB®Bs the visual similaritjmeasurement
is not sufficient. First, it calculates the absolute distance between two trees, which is unable
to precisely reveal the similarity of two trees. Consider the situation of two comparisons
where one compares two 10680de trees and the other compares twodde trees. If the
TED values under the two comparisons are both 10, the proportions of changed nodes are
1% and 100%, respectively. It is obvious that the smaller the proportion, the more similar
the two trees. Sead, when we read web pages, we do not read only the detail of a single
block. Instead, we read the sub tree of each block. This is because in a web page, all the
descendants of a block (if exist) are placed above the block, thus the visible part of that
block is actually the sub tree. Therefore, a TEBBasurementwhich maps single nodes

instead of sub trees, is not precise.

To solve these problems, we employ teetended subtree similaritfEST)
(Shahbazi and Miller 20)4o reflect the visual similarity between two block trees. This
model normalizes the TED, with similarity ranging from 0.0 to 1.0, regardless of the sizes
of the two trees. Particularly, 1.0 and 0.0 denote if two trees are identical or completely
different respectively. Furthermore, the EST model maps sub trees instead of tree nodes,

which can be adbved by the new mapping rules (Shahbazi and Miller 2014)
1) sub tree mapping: EST maps both sub trees and single nodes;

2) onetime mapping: once two sub trees arapped, the common sub trees of them

are not allowed to be mapped again;
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3) sub tree weight assignment: the weight of a map equals to the mean value of the

t wo mapped sub treesdé weight s, and a
nodes it has.
The EST snilarity of two block trees X and Y is calculated B10):
n Y e B N
Y ohd gy , (4-10
where,Zsandgssrepresents the numbers of nodesianddy w &  is the weight of a
mappingd ;| is a coefficient that adjusts the relation among mappings according to their

sub tree sizes; afid is a geometrical parameter reflecting the importancé ofith

respect to the position &in ®andd.

depth ind andd, otherwiség

p when the node> andw have the same

I, which equals to a constant within the rangerdp .

Figure 4.7 shows an example of the method, with the aisucompatibility detection

and similarity estimation between the two trees X and Y being conducted as follows.

Tree X Tree Y (@ {z:} B )
M, =0 @& {z} ]
x(a) (. 0 ¢ 0 {zmz)
x xz“:c/ yl C,ys
_______________________ . =00 o
[0 1 0 ¢
. Vht2® W,=|0 00 0
§t=—— 000 2

] ] 1]

_[{w} @ i

L

| 0 {ys, 24}

LSy=[ G @ @]
[0 0 0
100
We=1o 0 0]
0 0 2

Figure 4.7 Example of the Visual Incompatibility Detection and Similarity Estimation

1) All the nodes from the two trees need to be attached with numbers. This numbering

scheme is done by pestder traversal. Therefore, the nodes b, c, a in Tree X are

denoted as, ® and w, and nodes d, b, c, ain Tree Y are denotad a® , w

andw, respectively.
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2)

3)

4)

5)

All possible mapping relationship need to be located before further analysis. As
mentioned above, the mapping scheme considers subtrees instead of nodes, and
therefore, the final mapping results include ® P ® (subtree of b,
marked by the blue rectanglé, w P w (subtree of c, marked by the
green rectangle), andl who P @hd (subtree of &, marked by the

yellow rectangle).

The mapping results are saved in two matriceand0 , where eah cell of the

matrices records the mapping relationship between the corresponding nodes. For
example, the subtree ofcahas the root node a, which is the 3rd node in X and the
4th node in Y. Hence, the grid in the 3rd row and 4th colunin dftores @ o

and the grid in 4th row and 3rd columniof stores ® o . If the corresponding

nodes does not map, then the grid is an empty set.

Now the complement set of nodes from the mapping results indicates the visual
incompatibilities. In this casehe node d in YI the corresponding content only

appears in the web page instance Y but not in X.

According to the onéime mapping rule, common subtrees are to be avoided in
order to construct the largest subtree mapping. Of all the mapped subtreds,
belongs tax . Therefore, the first element 6f"Ystores this mapping relationship,
denoted as . w does not belong to any mapping relationship, so the first element
of 0 "Ystores an empty set. Baih andw in X (alsow andw in Y) belongtoa ,

and herein, the 2nd and 3rd elements 6¥and the 3rd and 4th elementsiofy

store this mapping relationship.
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6) Weights of each node in X and Y are assigned by comparingith O "Y andd
with 0 "Y0 "Yhas 1 of ,0of ,and 2 of . As such, the weight matrie

has the weights ofo , @ and whw as 1, 0 and 2, respectively. Similarly, the

weight matrixco has the weights otd , ® and whd as 1, 0 and 2, too.

7) 1 p as the depth of node b in X and Y are not the same. However, the depth of
node ain X and Y are the same, and accordingly, we canget .| andf are
set to 1.6 and 0.5 respectively following the recommendatiofShahbazi and

Miller 2014), hene, the similarity between X and Y equals to 0.55.

3.2 The Validity Experiment

This experiment is to evaluate the validity of the empirioglasurementlt is
repeated for 15 rounds. During the initialization of each round, 100 different web pages are
randomly r etri eved from Al exads statistics
(http://www.alexa.com/topsites, the web pages were crawled on January 14, 2016) and
manually classified by human volunteers according to their visual appearance. Cross
comparing each pair of the welges produces T w UEST records. As shown in
Figure 4.8, these records are displayed in two boxplots, where the first plot illustrates EST
values between two similar pages and the second plot denotes those between two different

pages.
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Figure 4.8 EST Similarity of All 15 Rounds

According to the boxplots, group 1 in each round demonstrates larger values than

group 2. The ManiwWhitney U testa n d t hseDel@@ leffe€t fsive estimatioare

conductedo quantitatively analyze the EST records. Both of the two tests are conducted
with a confidence level of 0.95. According to the result§able 4.4, all the pvalues are

smaller than 0.05, and all the delta estimate values areG@qor i zed as Al argeo

al. 2006) This concludes that the EST similarities between similar web page pairs are
higher than those between different pairs, indicatimgrheasuremens able to identify
web page visual similarity.

Table 4.4 Results of Manhwh i t ney U Test and Cliffés Delta
1 2 3 4 5

Experiment
p-value 1.64E28 3.26E26 7.09E19 2.28E24 3.88E24
Delta Estimate  0.9276 0.8368 0.8817 0.8531 0.8007
Experiment 6 7 8 9 10
p-value 476E26 1.18E18 1.53E17 1.64E23 1.19E32
Delta Estimate  0.8664 0.8515 0.8730 0.8737 0.8712
Experiment 11 12 13 14 15
p-value 2.70E19 299E17 4.25E13 1.11E24 2.22E17
0.7942 0.9619 0.9070 0.8824

Delta Estimate  0.8132
We categorize the EST records, of the 15 rounds, into the following four categories:

1 true positivg(TP): two similar pages are identified as similar correctly;

1 true negativg TN): two different pages are identified as different correctly;
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1 false positivdFP): the situation where two different pages are identified as similar

incorrectly; and

1 false negativgFN): two similar pages are identified as different incorrectly.

Five metrics based on the above four categories are investigated to find out the
optimal threshold, namelyrecision(positive predictive valydPPV),negative predictive
value (NPV); recall (true positive rate TPR), true negative ratd TNR), andaccuracy
(Olson and [2len 2008) To be specific, PPV represents the ratio of similar page pairs
being correctly identified over all similar page pairs; while NPV reflects the proportion of
different page pairs being identified as different. Similarly, TPR denoteattbef similar
page pairs being correctly identified over all page pairs identified as similar; while TNR
refers to the fraction of different page pairs over all the identified different page pairs.

Accuracy is the ratio of correct identification to aéntifications

Figure 4.9 shows how the metrics vary according to the shift of the threshold. From
the left side figure, we can find that with the increase of the threshold, 0.40 is a turning
point of TP, FP, FN, and@iN. Prior to this turning point, FP decreases significantly and TN
increases quickly; while after this point, TP has a sharp decrease and FP has a dramatic
increase. A similar pattern can be seen from the right side figure, too. This indicates that

0.40 isa best point for a threshold.
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Figure 4.9 Performance of the EmpiricBMeasurementn Different Thresholds

4 Detection of CrossBrowser Differences

The differences are detected by a series of experimghése the EST similarity
value of each web page pair is calculated by comparing the corresponding block trees. A
static web page contains the same content for every loading, so the potentibt@nsss
differences refer only to rendering style differeecHowever, due to many modern pages
having dynamic content, they change during every refreshing. Therefore, this dynamic

content should also be part of the detection targets.

In fact, there are two types of dynamic contgaerelated conten(for exanple,
weather status in a weather report page, or breaking news items in a newspaper page) and
advertisementsAlthough the first type is determined by the server side and cannot be
controlled by browsers, the second type is able to be filtered. Consgguibet|
experiments are designed to proceed twice, where the first time is to evaluate the original

version of the web pages, and the second time is to test {ineeadersion. During the

advertisement filtering i n the Psecsoondanedx pe
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maximize its filter by enabling all its supported languages. We do not add any customized

filters.

4.1 Experimental Setups

The test sets of the two experiments use the same URL pool, which contains 1000
di fferent recor ds r ebtsites @ravded onf Augusn20th,12816)a 6 s t o
These web pages covered 360 different web sites, and the average number of pages per site
is 2.78. Abitauto.comod contains 31 pages 1in

the 360 sites contribute only onage. The distribution is shown Figure 4.10.

The first step of each experiment is the data retrieval. Two of the most popular
browsers, Google Chrome and Mozilla Firefox, are selected for-brogsser difference
detection, and thegre further tested on both Linux and Windows platforms. Therefore,
there are four scenarios in each experiment, Chrome in Linux (CL), Chrome in Windows
(CW), Firefox in Linux (FL), and Firefox in Windows (FW). During the retrieval of each
scenario, we congse extensions compatible for the two browsers to parse the 1000 web
pages into a set o f bl ock trees. Specially,
1024x768 to eliminate potential side effects to the difference detection. Additionally,
Adblock Plusis enabled in the second experiment to filter any possible advertisements
from the original web pages. The four scenarios finally collect four sets of block trees for

each experiment.
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Figure 4.10 Distribution of Test Cases

The second step is tree comparison. We etosspare the corresponding block
trees of a web page by fixing either the browser or the platform. That is, by fixing the
browser, we will compare results in different platforms (&, vs. CW and FL vs. FW);
and by fixing the platform, we compare results in different browsers (i.e., CL vs. FL and

CW vs. FW).

Finally, we lect the WebCompare algorithiluente and Romerd009)as the
benchmark to test the performance of the propaagdrithm. This is because the
WebCompare algorithr(il) provides a compatible output; and, ¢2n be considered as
the current state of the art. Many other algorithms were also considered as one of the
comparisons, but are finally removed from &xperiments; the rationale for this decision

is discussed in Section 5.

4.2 Experimental Results

Figure 4.11 shows the distribution of EST and WebCompare similarity values for
each comparison scenario. Each bar in the histograms indicates the number of records that
is greater than or equal to the corresponding value as indicated Haxie and each curve
shows the accumulate number of records that are less than the next value. For example, the

highest bar in the first chart shows that thered®@E ST v al ues equal to
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corresponding dot (the second dot from the right side) of the cub®®isthe summation

of the two numbers is exactly 1000.
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Figure 4.11 Distributions of the Experimental Results for Original Web Pages

According to the figure, the distribution of the four scenarios reveals the following

patterns: (a) All of the EST similarity values are greater than or equal to 0.75, and most of

them are greater than or equal to 0.9, indicating that the web pagesdmereimilarly

by the two browsers on the two platforms. (b) Less than 60% of all the 1000 EST values

are 1.0, meaning that the crdz®wser visual differences exist in the test cases and are

detected by thmmeasuremen{c) The samdrowsercomparisongenerally produce higher

similarity estimates than sanpdatform-comparisons. And, (d) the EST similarity shows

higher values than the WebCompare similarity: most of the WebCompare values are

between 0.5 to 0.9, with the lowest value of 0.1095 and onlywahe of 1.0. That is

WebCompare only believes that in one situation is a web page rendered identically across

two browsers.
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To figure out whether the twoeasuremestare consistent with human perceptions,
we asked five volunteers to view the screenginaiges of all the previous test cases and
then make further comparisons. They were req
pair of web pages. The identification results from all of the volunteers were identical. This
is because it is possible fohaman to assert whether two screenshot images are identical
or not, but it is difficult for humans to assert numerically how much dissimilar they are
(this is exactly the reason why we need a nunragasuremertb evaluate the similarity
ofwebpages). 8 comparing the previous (EST/ WebComp.
identifications, a confusion matri X can be
EST/ WebCompare value and the volunteer i den
AEST/ We b Co ;gf tavo veeb pagek shows different but the volunteer identifies as
sameo, Aboth EST/ WebCompare value and the v
are differento, and AEST/ WebCompare value o
i dent i f i e sAsshewn dTiable f.5ethed 8Tt sinilarity can identify the web page
differences with the precision and accuracy over 90% and 70%, respectively. As the
comparisonWe b Compar eds precision and accuracy ar e

WebCompare identifies very few identical comparisons, leading to the low TP rate.

Table 4.5 Comparison of Human Perceptions and Calitah Results (Original Web Pages)

TP FP TN FN Precision  Accuracy

CLvs. CW 256 5 505 234 0.9808 0.7610

FL vs. FW 263 2 494 241 0.9925 0.7570

EST CLvs. FL 97 2 799 102 0.9798 0.8960

CW vs. FW 137 1 753 109 0.9928 0.8900

CLvs. CW 13 486 479 22 0.0261 0.4920

FL vs. FW 9 575 400 16 0.0154 0.4090

WebCompare CLvs. FL 26 444 456 74 0.0553 0.4820
CW vs. FW 25 534 363 78 0.0447 0.3880
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As mentioned in the previous subsection, two types of dynamic content affect the

results, and thadvertisements can be controlled in the experiment. The distribution of the

Ad-free version of the 1000 web pages is illustrateelgmre 4.12. By comparisonkigure

4.11 andFigure 4.12reveal similar patterns as discussed above. Furthermore, after removing

the advertisements, the EST similarity values become higher. For example, the number of

EST records with value 1.0 Figure 4.11is 450, but it increases to 490Aigure 4.12. The

precisions and accuracies are listedable 4.6, which shows similar pattern withable

4.5, indicating the efficiency evaluation using TP, FP, TN, FN is consistent and stable.

wn
e X EST X EST X EST X EST
o E=) =) =) =
SS S S S
g ® I3 o 3]
~
Nl 4 4 4
o
) o =) o
02 S S - S -
0 <t ~t <t <t
g 4 4 4
ZS _%ﬂﬁfé\,
S N I e e | B I T T T T 1
0.75 0.85 0.95 0.75 0.85 0.95 0.75 0.85 0.95 0.75 0.85 0.95
CLvs. CW FL vs. FW CLvs. FL. CW vs. FW
wn
e T X WebCompare T X WebCompare X WebCompare X WebCompare
o E=) =) =) =
SS — S — S S
g o @ @ ®
~
Nl 4 4 4
o
oo = o o
S — S - S - S -
o <+ <+ <
g 4 4 4
Ei
4o o - ° —wrnﬂ'ﬁm-r ° —mﬂ'rnﬁmﬂ-r

0.15 0.4 0.65 0.9
CLvs. CW

FL vs. FW

0.15 0.4 0.65 0.9

0.15 0.4 0.65 0.9

CL vs. FL

0.15 0.4 0.65 0.9
CW vs. FW

Figure 4.12 Distributions of the Experimental Results for-fktee Web Pages

Table 4.6 Comparison of Human Perceptions and Calculation Requdi-(eeWeb Pages)

TP FP TN FN Precision  Accuracy

CL vs.CW 270 7 449 274 0.9747 0.7190

FL vs. FW 277 5 450 268 0.9823 0.7270

EST CLvs. FL 121 1 770 108 0.9918 0.8910

CW vs. FW 139 2 738 121 0.9858 0.8770

CL vs.CW 18 416 546 20 0.0415 0.5640

FL vs. FW 11 409 562 18 0.0262 0.5730

WebCompare CLvs. FL 32 549 343 76 0.0551 0.3750
CW vs. FW 27 375 522 76 0.0672 0.5490
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4.3 Case Studies

Figure 4.13shows the home page of Google.ca in different browsers and platforms.
It is evident that the two pages in the same browser are rendered identically, but it shows
noticeable differencesetween the Chrome version and the Firefox version. Both Chrome
versions have a microphone icon at the right side of the search bar (i.e., the icon marked
by the blue rectangle); and both Firefox versions have an extra popup message window
(i.e., the topight block marked by the red rectangle). By parsing the sources of the four
pages, the results are illustratedTiable 4.7, where the Avisual tree
number of visible elements in the original DOM tree. Quantitatively, the sizes of the three
types of trees are all the same for pages rendered by the same browsers, but the sizes
between Chrome version and Firefox version are different. The EST valinesfio§t two
comparisons are both the highest possible values (i.e. 1.0000), and the values of the second
comparisons are both 0.8134, which is relatively low. Interpretations of these values are
consistent withFigure 4.13. As the comparison, however, the WebCompare similarity
approach provides lower results; in addition, the shroe/sercomparisons fail to reflect

the identicalness.

Table 4.7 Case Study of Google.ca

CL CwW FL FW
DOM Tree 343 343 299 299
Visual Tree 30 30 34 34
Block Tree 14 14 16 16
CLvs. CW FL vs. FW CLvs. FL CW vs. FW
EST 1.0000 1.0000 0.8134 0.8134
WebCompare 0.8167 0.8382 0.7188 0.7188

The next case, the home page of JSON tutorials from w3schools

(http://www.w3schools.com/json/default.asp), illustrates how the advertisements cause
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crossbrowser differences. Irigure 4.14, the screenshots of the original pages are
partially cropped and only the differences are the four pieces of advertisements marked in
red rectangles. Due to this dynamic content, the ESTesabi the four comparison
scenarios are 0.9368, 0.9343, 0.8988, and 0.8948, respectively; and after the removal of
the advertisements, all the EST values are 1.0000, as showiabie 4.8. The
WebCompare results show slight increment after the advertisement filtering, however are

still lower than the EST.

Table48Case Study of W3schoolsd JSON Home
CLvs.CW  FLvs.FW CLvs. FL CW vs. FW

EST (Original) 0.9368 0.9343 0.8988 0.8948
WebCompare (Original) 0.6877 0.6442 0.7470 0.5731
EST (Ad-Free) 1.0000 1.0000 1.0000 1.0000
WebCompare (Ad-Free) 0.6950 0.6467 0.7490 0.5772
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(a) Chrome in Linux

(b) Chrome in Windows

(c) Firefox in Linux

(d) Firefox in Windows

Figure 4.13 Screenshots of Google.ca in the Four Browser Scenarios
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The third case is the home page of Amazon.ca, which reveals the effects of the
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the four versions are exactly the same, so they are croppeglire 4.15. However, the

rest of the pages are different. For simplicity, we name the different blocks with unique
numbers, where identical blocks have the same value. As shown in the figure, there are
totally 21 different blocks in the four pages. Through comparing pactof pages, it is
concluded that the pages on the same platforms are most similar. That is, subfigure (a) and
(c) are the first similar pair, and subfigure (b) and (d) are the second similar pair. For
example, subfigure (a) has blocks 1 through 13, sarndigure (c) also has these blocks
except block 9. The EST similarity values reveal the same results as well. Specifically, the
EST values are 0.8766.8734 0.9788 and 0.9156, respectively. The WebCompare results
are 0.6494, 0.7016, 0.6153 and 0.820didating that it is able to identify the differences.
However, it provides a lower similarity value than EST. In addition, the third scenario (CL
vs. FL) is considered as the most similar comparison, however, the corresponding

WebCompare value is smalligran the fourth one, which is viewed as an inconsistency.

The fourth case is the home page of FedEx.com, as sholigure 4.16Error!
Reference source not found.The onlyvisual difference of the four versions is the select
box in the middle: the two Windows versions have a solid white background while the two
Linux versions are gradient gray; besides, the Firefox version in Linux has a larger height
than the other thre@he values of EST similarity further reflect the above observations.
More specifically, the value between CL and CW is 0.9003; the values between FL and
FW, CL and FL are both 0.8188; and the value between CW and FW is 1.0. In comparison,
the values of th&VebCompare similarity are more than 30% lower than the EST similarity,

namely 0.5345, 0.5079, 0.1767 and 0.1095 for each comparison scenario, respectively.
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Note that the two browsers in Windows render the web page identically, however

WebCompare shows gnlL0% of the similarity.
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Figure 4.15 Screenshots of Amazon.ca in the Four Browser Scenarios
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Figure 4.16 Screenshots of FedEx.com in the Four Browser Scenarios

5 Related Work

The area of web page visual analysis is widely adopted by researchers. Michailidou
et al.(2008 investigated the user perception of visual complexity and aesthetic appearance
of web pages. They further proposed the definition of visual complexity for web pages by
empirical experiment using card sorting and triadic elicitgtitarper, et al. 20Q9Eraslan
etal.(20lgper f or med Scanpath trend analysis by cl
according to visual elements of a web page. Wu €2@19 used the structural SVM and

a multitask fusion learning model to conduct multimodal web aeéstretsessment. These
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researchers analyzed web page visual elements to determine whether the visualization a
web page is clear and easy to read. Similarly, irctiagptey we analyze the visual elements

of web pages. However, as stated in the introducemtion, we focus on crefsowser

issues from the angle of web page visual similarity. Therefore, we will mainly investigate
the work in the literature related to web page visual similarity, and pay less attention on
behavioral incompatibilities. A numbef papers have focussed on the detection of visual
crossbrowser issues.

Fuetal(200geval uated web page similarity by
(EMD) metric. They treated different web pages as pure images, normalized them into
squares withite same size, downgraded the pixel colors with different granularities as the
signature, and finally determined similarity by the signatures. The size matrices in the
chapterincluded 100*100 and 10*10, which potentially downgraded the precision of the
screenshot images. In our research, we retrieve all visual features while keeping the web
pages in their original resolution, in order to prevent precision loss.

Saar et al(2014 proposed another detection methodology purely base on image
processing, the Bwserbite. The original web pages were first rendered in different
browsers and operating systems so that the precise screenshot images can be retrieved. The
images were then split into segments by pigekl visual features such as discontinuity or
colorchanges. Pairwise comparisons were finally conducted among the segmentsfor cross
browser incompatibility detection. Treating web pages as images ultimately reflects how
people seeing and processing the pages, however it ignores all the structuraltiofiorma
and thus may introduce false identifications. For example, if a logo image of a web site has

both texts and figures, then image processing could split the two components apart. In our
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research, we determined to preserve the structural informatiordém t improve the
accuracy of segmentation.

Mesbah and Prasg@011) proposed an automated testing framework to detect
crossbrowser incompatibilities in both visual and behavioral aspéttsy defined and
limited the crossrowser compatibility issues a novel aspect that both human users and
the clientside browsers can find, and conducted detections within this aspect.

Rao and Ali (2015 exploit the speed up robust features (SURF) detector, a
computer vison technique, to extract discriminative fieapoints of images, to compare
the similarity of suspicious and legitimate web pages. They first create a list of legitimate
web pages as the base pool, compare the suspicious web pages with the web pages in the
base pool, and then updated the base ps#dbupon the results of the comparison. When
comparing images, the similarity score is calculated for the screenshots of both the
suspicious and legitimate web pages by the SURF algorithm, and a threshold score is used
as a judging standard. This is atemesting method for computing web page similarity, but
the determination of a threshold score is difficult.

Takama and Mitsuhask2005 investigate web page visual features, and develop
a method to calculate visual similarity between the top pages af¢lvsites. In web page
layout processing, they divide each web page into several regions and labeled them as text,
image, or mixture. In the next procedure, they perform graph matching based upon a layout
processing procedure. Finally, visual similariy ¢alculated according to the graph
matching results. Their primary contribution is considering visual features when

comparing web page similarity and their proposed method works well for this purpose.
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Unfortunately, they only focus on static images andndb take into account other
multimedia elements found in web pages.
Shi, et al.(2008 investigate text similarity computation and extended the concept
of similarity computation into multimedia elements. They put forward a #Aaylér
semantic model by deribing each multimedia type in a single layer according to its
characteristics and user demands. A limitation of this model is that it ignores the
relationship among different multhedia content and may lead to inaccuracies of similarity
computation. Th image in terms of visual similarity analysis is difficult to handle.
Choudhary et al.(2010 investigated crosbrowser issues by the WebDiff
algorithm. They further improved their research by combining the WebDiff with CrossT
to propose new algorithms, namely CrossCheck af@p(2012, 2013 Detection of the
visual incompatibilities from thesalgorithms were all the same. They identified the
content by cropping the screenshot image with DOM coordinates, and then compared the
similarity based on the color histogram of the croppedimages. Screenshots reflect the
final representation of watmges; however, they will potentially raise false positive results.
For exampl e, when a web page defines 1its
instead of the concrete font, different browsers will interpret this with their own standards
(and atually this standard can also be customized by the user). The users are not concern
with the actual font at all, and many times they do not recognize such differences. In our
research, we avoid using the screenshots of web pages. On contrary, we esadlitiz¢ed
CSS values supported by different browsers, which consists of the comparison candidates

of crossbrowser visualization incompatibilities.
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Alpuente and Romer(2009 developed the theory that first extracted web page
content to different categories,a me |l v figr p o, Arowo, Aicol o,
and compressed the DOM tree. The visual similarity was then determined by the

normalized version of the tree edit distance.

6 Conclusion and Future Work

Web applications have pervaded into almost easpgct of our daily life. However,
with the advent of various versions of web browsers, issues abound, i.e., different web
browsers cannot always render web pages and applications correctly. In order to detect
whether web pages and applications are reytbitte same across different web browsers,
this chapteistarts from the perspective of visual similarity, and develops a visual similarity
measuremertb evaluate the visual similarity of a web page or application across different
web browsers.

We noticethat t he Gestaldt | aws of grouping
mechanisms of visual processing; hence, we introduce these laws into the study of web
page visual similarity by translating them into a computer compatible version. During this
process, theneasuremestof proximity, color similarity, and image similarity are obtained
through experimentation. To represent web pages correctly, we substitute the block tree
from the DOM tree by extracting visual features and combining visible elements through
the Gestalt laws of grouping (the code is available at
https://github.com/MarcoXZh/GestaltBlockTree). The block tree is then employed to
calculate web page visual similarity by the B&®del An experiment is conducted and a
case is studied to use thmeaswementto detect crosbrowser differences among a test

set of 1000 web pages. The experimental data concludes positive results for this solution.
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CHAPTER 5 An Automated Testing Framework
for Cross-Browser Visual Incompatibility

Detection’
Abstract

Due to the rapid evolution of web applications and computer techniques, visual
incompatibility of web pages has become a problem across different browsers and
platforms influencing the functionality of the web applications. At the present, researchers
have made progress to address such issues; in addition, many commercial tools have
emerged as well. However, drawbacks still exist in the existing work, where fully automate
testing at the system level is still not achieved. In thiapter we attempt to pragse a
framework to detect the cross browser visual incompatibilities automatically. Highlights
of the proposed framework include template based case organization, version based

automation, and similarity embedded incompatibilities identification.

Keywords: Automated testing; Visual incompatibility; Visual similarity

1 Introduction

Web applications have become more and more popular nowadays. Compared with
traditional applications with a clieiserver architecture, they are crgdatform, fully-
functional, anl easier to deploy (readg-use and no installation or configuration required).
Developers of web applications, work hard on the goal of providing a universally identical

user experience. However, due to the incompatibilities among browsers (and platforms
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this goal is difficult to achieve. Visual differences of a web page rendered across browsers,
in some cases, are expected or acceptable (such as fonts of text). However, in many other
cases, they are incorrect and therefore may cause reading prohlemsagsmissing or
incorrectly presented content). The latter inconsistencies are considered as the cross

browser visual incompatibility (V1) in thishapter

The test of a web application to identify such VIs can be conducted manually, by
reading and compimg each page through all the target browsers. This activity is highly
manual and thus cesitensive, timeconsuming, and in many cases efpoone. On the
one hand, a fully functional web application usually contains thousands of web pages,
which makedt impossible to test all of them manually. On the other hand, many of the
web pages are rendered from the same template, hence testing each of these pages is a
repetitive and unnecessary task. In tkisapter we propose an automated testing

framework tosolve these problems. The highlights of the framework include:

1 template based case organizatioextract different web pages rendered by the
same source template as a single test case;

1 version based automatidrrerun the test case when changes otthece code are
detected; and

1 incompatibility identification with similarity estimatioh provide both the list of
visual. Incompatibilities and the quantitative similarity score for each pair of

browsers being compared.

The rest of thehapteris organize as follows. Section 2 discusses related work,
including the advantages and limitations of currently existing dvossser testing tools.

Section 3 describes the automated testing framework. It covers VI detection algorithm and
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the automation schemes.clen 4 concludes the current progress and presents the future

work.

2 Related Work

In this section, we will review existing research and tools regarding cross browser
testing of web applications and web pages. There are many testing tools related ¢athis ar
in the market. We will describe each in detail in this section by pointing out their pros and

cons.

The research papers in the literature, regarding this area, are limited. Mesbah and
Prasad (2011) propose an approach to automatically analyze webagppsicunder
various browsers and present the observed discrepancies on a pairwisEheasmalysis
crawls the target web application first ahdn analyseshe crawled result€houdhary et
al. (2010) investigate cross browser issues and propogpeoaah to automatically detect
these issues based on differential testing. They implement their approach in the WebDiff
tool with acceptable number of false positives. Later, they propose a more comprehensive
tool, namely, CrossCheck, based on the Web#@nid the CrossT. The CrossCheck tool
(Choudhary, et al., 2012) combines the benefits of WebDiff and CrossT, and can provide
both visual difference detection and functional difference detection. Subsequently, they
present another tool called®ert (2013)The above tooldivided the detection of Vis into
three aspects: structure XBI (crda®wser incompatibility) detection, tegbntent XBI
detection, and visualontent XBI detection. The structure XBI detection employs the
Aal i gnment gr a phb bierarcwdaliacdhgeometrcad infdrmation of each

DOM element (e.g., element 1 is above element 2 and they are left and right aligned). This
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is a novel idea of XBI detection as it narrows down the numeric coordinates of elements
into a limited number forelations based on the relative position. The-taxttent XBI
detection compares the text of elements. The potential problem of comparing textual strings
is that in a multlanguage web page scenario (e.g., the English and the French version of
Go o g hamé page), text is not the core content, and thus the pages are similar to
users/developers while the comparison results suggests dissimilar, leading to false positive
results. The visuatontent XBI detection takes the screenshot images as theiiripet
images of the leaf DOM elements only, to be pretiaad compares the color histogram
using... distance. The limitation of it is that leaf elements represent only part, and in many
cases only a small part of the whole page; and using color distriliataetermine image

similarity ignores the actual content, thus may also raise false positive results.

Figure 5.1 shows three tools that only support criisSsncompatibility detections.
The Expression Web SuperPreview (2011) supports only versions of IE 6 and 7 (IE 11 is
in the list, but actually not gported). It provides functions such as digeside
comparison, window size customization, and DOM inspection. The-bsidale
comparison enables us to compare web pages with different browsers intuitively and
conveniently on a single screen. The windgae customization allows us to change the
width and height of the view port to simulate different devices and screens. With the DOM
inspection function, we can investigate the web pages in a responsive way. This tool returns
error on many web pages (madkey the yellow circle in the figure); and when the page
preview is acquired, it is limited in the current view port. Content outside of the view port
will not be rendered (as shown in the blue circle). IETester (2017) can perforyside

side comparisorhut lacks in window size customization. With the extension of DebugBar,
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it can also perform DOM inspection. Although most versions of IE are claimed to be
supported, many return errors. IE NetRenderer (2017) can only draw web pages with the
target versiorof IE to generate screenshot image. Therefore, it provides ndgiside
comparison or DOM Inspection. By investigating the tool, we also observe that it does not

support window customization.

(a) Expression Web SuperPrevie (b) IE NetRenderer

(c) IETester
Figure 5.1 The Three Tools for Crod& Incompatibility Detection

Browsershots (2005), Browsera (2017), BrowserBite (2017), BrowserStack (2017),
and CrossBrowserTesting (2017) are five tools that support-broliser and mulki
platform detections. This meets the minimum request for VI detection. For the input, only

Browsera can take multiple URLs as the input, while all the other tools allow only one
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